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ʉʙʦʨʥʠʢ ʩʪʘʪʝʡ VI ɺʩʝʨʦʩʩʠʡʩʢʦʡ ʥʘʫʯʥʦ-ʪʝʭʥʠʯʝʩʢʦʡ ʢʦʥʬʝʨʝʥʮʠʠ 

ʤʦʣʦʜʳʭ ʫʯʝʥʳʭ, ʤʘʛʠʩʪʨʘʥʪʦʚ, ʘʩʧʠʨʘʥʪʦʚ ʠ ʩʪʫʜʝʥʪʦʚ çʌʫʥʜʘʤʝʥʪʘʣʴʥʳʝ 

ʠ ʧʨʠʢʣʘʜʥʳʝ ʘʩʧʝʢʪʳ ʢʦʤʧʴʶʪʝʨʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠè. ï ʊʘʛʘʥʨʦʛ, 2020. 

 

 

ɺ ʩʙʦʨʥʠʢʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʩʪʘʪʴʠ ʧʦ ʩʦʚʨʝʤʝʥʥʳʤ ʢʦʤʧʴʶʪʝʨʥʳʤ ʠ 
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ʠʥʞʝʥʝʨʥʦʡ ʧʩʠʭʦʣʦʛʠʠ.  

 

 

ʆʨʛʘʥʠʟʘʮʠʦʥʥʳʡ ʢʦʤʠʪʝʪ:  

1. ɺʝʩʝʣʦʚ ɻ.ɽ., ʜʠʨʝʢʪʦʨ ʀʥʩʪʠʪʫʪʘ ʢʦʤʧʴʶʪʝʨʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʊɸ ʖʌʋ, ʧʨʝʜʩʝʜʘʪʝʣʴ 

2. ʉʘʤʦʡʣʦʚ ɸ.ʅ., ʟʘʤ. ʜʠʨʝʢʪʦʨʘ ʀʥʩʪʠʪʫʪʘ ʢʦʤʧʴʶʪʝʨʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ 
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ʅʆɺʓɽ ɹʀʆʄɽʊʈʀʏɽʉʂʀɽ ʉʀʉʊɽʄʓ ʀ ʉʀʉʊɽʄʓ 

ʀɼɽʅʊʀʌʀʂɸʎʀʀ 

ʂʦʙʷʢʦʚʘ ʖ. ɸ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʘʩʩʠʩʪʝʥʪ ʢʘʬʝʜʨʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʘʥʘʣʠʪʠʯʝʩʢʠʭ ʩʠʩʪʝʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʇʝʪʨʷʝʚʘ ʄ. ɺ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ɺ ʩʦʚʨʝʤʝʥʥʦʝ ʚʨʝʤʷ ʚʩʝ ʙʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʠʥʬʦʨʤʘʮʠʠ ʪʨʝʙʫʝʪ 

ʭʦʨʦʰʝʡ ʟʘʱʠʪʳ. ʇʨʠʤʝʥʷʶʪʩʷ ʙʠʦʤʝʪʨʠʯʝʩʢʠʝ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʚʝʟʜʝ, ʛʜʝ ʩʫʱʝʩʪʚʫʝʪ ʧʦʪʨʝʙʥʦʩʪʴ ʚ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʣʠʯʥʦʩʪʠ, ʛʜʝ ʪʨʝʙʫʝʪʩʷ 

ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʢ ʤʘʪʝʨʠʘʣʴʥʳʤ ʦʙʲʝʢʪʘʤ ʠʣʠ ʢ ʠʥʬʦʨʤʘʮʠʠ. ʊʝʭʥʦʣʦʛʠʠ 

ʨʘʟʚʠʚʘʶʪʩʷ ʥʘʩʪʦʣʴʢʦ ʩʪʨʝʤʠʪʝʣʴʥʦ, ʯʪʦ ʚ 2020 ʛʦʜʫ ʚ ʈʦʩʩʠʠ ʩʪʘʥʦʚʠʪʩʷ 

ʜʦʩʪʫʧʝʥ ʪʘʢʦʡ ʤʝʪʦʜ ʠʜʝʥʪʠʬʠʢʘʮʠʠ, ʢʘʢ ʦʪʧʝʯʘʪʦʢ ʚʝʥ ʣʘʜʦʥʠ, ʘ ʂʠʪʘʡ 

ʚʚʦʜʠʪ ʦʙʥʦʚʣʝʥʥʳʝ ʩʪʘʥʜʘʨʪʳ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʩʙʦʨʘ ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ 

ʜʘʥʥʳʭ. 

ɹʠʦʤʝʪʨʠʯʝʩʢʘʷ ʠʜʝʥʪʠʬʠʢʘʮʠʷ ï ʧʨʦʮʝʩʩ ʩʨʘʚʥʝʥʠʷ ʚʚʝʜʝʥʥʦʛʦ 

ʙʠʦʤʝʪʨʠʯʝʩʢʦʛʦ ʧʘʨʘʤʝʪʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʦ ʚʩʝʡ ʠʤʝʶʱʝʡʩʷ ʙʘʟʦʡ ʜʘʥʥʳʭ. 

ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ ʵʪʫ ʠʥʬʦʨʤʘʮʠʶ, ʠʩʧʦʣʴʟʫʶʪʩʷ ʙʠʦʤʝʪʨʠʯʝʩʢʠʝ 

ʩʯʠʪʳʚʘʪʝʣʠ. ʊʘʢʦʡ ʚʠʜ ʩʠʩʪʝʤʳ ʢʦʥʪʨʦʣʷ ʫʜʦʙʝʥ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʪʝʤ, ʯʪʦ 

ʥʦʩʠʪʝʣʠ ʙʠʦʤʝʪʨʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚʩʝʛʜʘ ʧʨʠ ʥʠʭ ʠ ʥʝ ʤʦʛʫʪ ʙʳʪʴ 

ʧʦʪʝʨʷʥʳ ʠʣʠ ʫʢʨʘʜʝʥʳ.  

ɹʠʦʤʝʪʨʠʯʝʩʢʠʡ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʩʯʠʪʘʝʪʩʷ ʜʦʩʪʘʪʦʯʥʦ ʥʘʜʝʞʥʳʤ, ʪ. ʢ. 

ʜʘʥʥʳʝ ʥʝ ʤʦʛʫʪ ʙʳʪʴ ʩʢʦʧʠʨʦʚʘʥʳ ʠʣʠ ʧʝʨʝʜʘʥʳ ʜʨʫʛʠʤ ʣʶʜʷʤ. 

ʉʫʱʝʩʪʚʫʶʪ 2 ʤʝʪʦʜʘ ʙʠʦʤʝʪʨʠʯʝʩʢʦʛʦ ʢʦʥʪʨʦʣʷ ï ʵʪʦ ʩʪʘʪʠʯʝʩʢʠʡ 

(ʢʦʪʦʨʳʝ ʦʩʥʦʚʘʥʳ ʥʘ ʬʠʟʠʦʣʦʛʠʯʝʩʢʠʭ ʧʨʠʟʥʘʢʘʭ ʯʝʣʦʚʝʢʘ) ʠ ʜʠʥʘʤʠʯʝʩʢʠʡ 

(ʦʩʥʦʚʘʥ ʥʘ ʧʦʚʝʜʝʥʯʝʩʢʠʭ ʧʨʠʟʥʘʢʘʭ ʯʝʣʦʚʝʢʘ).  

ɺ ʩʪʘʪʠʯʝʩʢʠʡ ʤʝʪʦʜ ʚʭʦʜʠʪ: 

ü ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʦʪʧʝʯʘʪʢʫ ʧʘʣʴʮʘ; 

ü ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʣʠʮʫ; 

ü ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʨʘʜʫʞʥʦʡ ʦʙʦʣʦʯʢʝ ʛʣʘʟʘ; 

ü ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʛʝʦʤʝʪʨʠʠ ʨʫʢʠ; 

ü ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʪʝʨʤʦʛʨʘʤʤʝ ʣʠʮʘ; 

ü ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ɼʅʂ; 

ü ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʥʘ ʦʩʥʦʚʝ ʘʢʫʩʪʠʯʝʩʢʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʫʭʘ; 

ü ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʨʠʩʫʥʢʫ ʚʝʥ. 

ɺ ʜʠʥʘʤʠʯʝʩʢʠʡ ʤʝʪʦʜ ʚʭʦʜʠʪ: 

ü ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʛʦʣʦʩʫ; 

ü ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʨʫʢʦʧʠʩʥʦʤʫ ʧʦʯʝʨʢʫ; 

ü ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʢʣʘʚʠʘʪʫʨʥʦʤʫ ʧʦʯʝʨʢʫ 

ü ʠ ʜʨʫʛʠʝ. 

ʇʦ ʜʘʥʥʳʤ ʩʘʡʪʘ http://www.techportal.ru ʧʨʠ ʩʨʘʚʥʝʥʠʠ ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ 

ʤʝʪʦʜʦʚ ʧʦ ʫʩʪʦʡʯʠʚʦʩʪʠ ʢ ʬʘʣʴʩʠʬʠʢʘʮʠʠ ʜʘʥʥʳʭ, ʚʳʷʩʥʠʣʠ ʪʦ, ʯʪʦ 

ʦʪʧʝʯʘʪʦʢ ʧʘʣʴʮʘ ʠ ʨʘʩʧʦʟʥʘʚʘʥʠʝ ʣʠʮʘ ʚ 2D ʤʦʞʝʪ ʙʳʪʴ ʧʦʜʜʝʣʘʥ, 

http://www.techportal.ru/glossary/voice-recognition-biometrics.html
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ʨʘʩʧʦʟʥʘʚʘʥʠʝ ʣʠʮʘ 3D ʧʨʦʙʣʝʤʘʪʠʯʥʦ ʧʦʜʜʝʣʘʪʴ. ɸ ʩʘʤʳʤʠ ʩʪʦʡʢʠʤʠ ʢ 

ʬʘʣʴʩʠʬʠʢʘʮʠʠ ʦʢʘʟʘʣʠʩʴ ʨʘʜʫʞʥʘʷ ʦʙʦʣʦʯʢʘ ʛʣʘʟʘ, ʩʝʪʯʘʪʢʘ ʛʣʘʟʘ ʠ ʨʠʩʫʥʦʢ 

ʚʝʥ, ʛʜʝ ʩʦʟʜʘʪʴ ʠʭ ʧʦʜʜʝʣʢʫ ʥʝʚʦʟʤʦʞʥʦ [1].  

ɺ ʢʦʥʮʝ ʠʶʥʷ 2018 ʛʦʜʘ ʎʝʥʪʨʘʣʴʥʳʡ ɹʘʥʢ ʈʦʩʩʠʠ, ʄʠʥʠʩʪʝʨʩʪʚʦ 

ʮʠʬʨʦʚʦʛʦ ʨʘʟʚʠʪʠʷ ʠ çʈʦʩʪʝʣʝʢʦʤè ʩʦʟʜʘʣʠ ɽʜʠʥʫʶ ɹʠʦʤʝʪʨʠʯʝʩʢʫʶ 

ʉʠʩʪʝʤʫ (ɽɹʉ). ɽʜʠʥʘʷ ʙʠʦʤʝʪʨʠʯʝʩʢʘʷ ʩʠʩʪʝʤʘ ï ʵʪʦ ʮʠʬʨʦʚʘʷ ʧʣʘʪʬʦʨʤʘ 

ʜʣʷ ʫʜʘʣʝʥʥʦʡ ʙʠʦʤʝʪʨʠʯʝʩʢʦʡ ʠʜʝʥʪʠʬʠʢʘʮʠʠ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ 

ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʥʦʚʳʝ ʮʠʬʨʦʚʳʝ ʢʦʤʤʝʨʯʝʩʢʠʝ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʫʩʣʫʛʠ ʜʣʷ 

ʛʨʘʞʜʘʥ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʠ ʚ ʣʶʙʦʤ ʤʝʩʪʝ. 

ʆʩʥʦʚʦʡ ʜʣʷ ʩʦʟʜʘʥʠʷ ɽɹʉ ʩʪʘʣʘ ʛʦʩʫʜʘʨʩʪʚʝʥʥʘʷ ʧʨʦʛʨʘʤʤʘ çʎʠʬʨʦʚʘʷ 

ʵʢʦʥʦʤʠʢʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè. ʎʝʣʴ ʵʪʦʡ ʧʨʦʛʨʘʤʤʳ ʷʚʣʷʝʪʩʷ ʧʦʚʳʩʠʪʴ 

ʜʦʩʪʫʧʥʦʩʪʴ ʮʠʬʨʦʚʳʭ ʩʝʨʚʠʩʦʚ ʜʣʷ ʛʨʘʞʜʘʥ ʚ ʦʪʜʘʣʝʥʥʳʭ ʨʝʛʠʦʥʘʭ ʠ 

ʤʘʣʦʤʦʙʠʣʴʥʦʛʦ ʥʘʩʝʣʝʥʠʷ, ʦʙʝʩʧʝʯʠʚ ʧʨʠ ʵʪʦʤ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ 

ʠʥʬʦʨʤʘʮʠʠ. ʕʪʦ ʤʦʞʝʪ ʙʳʪʴ ʚʦʟʤʦʞʥʦ ʪʦʣʴʢʦ ʚʥʝʜʨʠʚ ʥʦʚʳʝ ʧʨʠʥʮʠʧʳ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʫʩʣʫʛʘʤ, ʪʨʘʜʠʮʠʦʥʥʦ ʨʝʘʣʠʟʫʝʤʳʤ ʚ ʭʦʜʝ 

ʣʠʯʥʦʛʦ ʚʠʟʠʪʘ ʛʨʘʞʜʘʥʠʥʘ ʚ ʦʨʛʘʥʠʟʘʮʠʶ. 

ɽɹʉ ʩʝʡʯʘʩ ʧʨʠʤʝʥʷʝʪʩʷ ʚ ʬʠʥʘʥʩʦʚʦʡ ʩʬʝʨʝ, ʚ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʠ, ʚ 

ʦʙʨʘʟʦʚʘʥʠʠ, ʚ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʩʣʫʛʘʭ, ʚ ʨʠʪʝʡʣʝ ʠ ʚ E-commerce [4]. 

ʇʨʠʥʮʠʧʳ ʧʦʩʪʨʦʝʥʠʷ ɽɹʉ ʦʩʥʦʚʳʚʘʶʪʩʷ ʥʘ 5 ʬʘʢʪʦʨʘʭ: 

ü ʤʫʣʴʪʠʤʦʜʘʣʴʥʦʩʪʴ (ʧʦʟʚʦʣʷʝʪ ʦʧʨʝʜʝʣʠʪʴ çʞʠʚʦʛʦ ʯʝʣʦʚʝʢʘè, ʘ 
ʥʝ ʧʦʜʜʝʣʢʫ ʝʛʦ ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ ʜʘʥʥʳʭ); 

ü ʤʫʣʴʪʠʚʝʥʜʘʨʥʦʩʪʴ; 

ü liveness (ʤʦʞʝʪ ʜʝʪʝʢʪʠʨʦʚʘʪʴ ʧʦʜʜʝʣʢʫ çʞʠʚʦʛʦ ʯʝʣʦʚʝʢʘè); 

ü ʚʳʷʚʣʝʥʠʝ ʘʥʦʤʘʣʠʡ; 

ü ʙʝʟʦʧʘʩʥʦʩʪʴ ʜʘʥʥʳʭ [3]. 

ʅʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʧʨʠʤʝʥʝʥʠʝ ʙʠʦʤʝʪʨʠʠ ʩʯʠʪʘʝʪʩʷ ʩʘʤʳʤ 

ʧʨʦʛʨʝʩʩʠʚʥʳʤ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤ ʤʝʪʦʜʦʤ ʦʙʝʩʧʝʯʝʥʠʷ ʟʘʱʠʪʳ ʢʦʥʪʨʦʣʷ ʠ 

ʜʦʩʪʫʧʘ ʥʘ ʦʙʲʝʢʪʘʭ. ɺ 2019 ʛʦʜʫ ʙʳʣ ʩʦʩʪʘʚʣʝʥ ʨʝʡʪʠʥʛ ʩʪʨʘʥ, ʚ ʢʦʪʦʨʳʭ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʙʠʦʤʝʪʨʠʷ. ʅʘʠʙʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʙʘʣʣʦʚ ʥʘʙʨʘʣ ʂʠʪʘʡ, ʥʘ 

ʪʨʝʪʴʝʤ ʤʝʩʪʝ ʨʝʡʪʠʥʛʘ ʉʐɸ. ɺ ʈʦʩʩʠʠ ʟʘ ʧʦʩʣʝʜʥʠʝ 4 ʛʦʜʘ ʨʳʥʦʢ 

ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ ʪʝʭʥʦʣʦʛʠʡ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣ ʘʢʪʠʚʥʳʡ ʨʦʩʪ ʥʘ ʫʨʦʚʥʝ 

35,74% (ʩʨʝʜʥʝʛʦʜʦʚʦʡ ʪʝʤʧ ʨʦʩʪʘ ʩ ʫʯʝʪʦʤ ʩʣʦʞʥʦʛʦ ʧʨʦʮʝʥʪʘ) [2]. ʕʪʦ 

ʩʚʷʟʘʥʦ ʥʝ ʪʦʣʴʢʦ ʩ ʚʳʩʦʢʦʡ ʥʘʜʝʞʥʦʩʪʴʶ ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ 

ʠʜʝʥʪʠʬʠʢʘʮʠʠ, ʧʦʟʚʦʣʷʶʱʠʭ ʦʙʝʟʦʧʘʩʠʪʴ ʩʠʩʪʝʤʫ ʦʪ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ. ɺ ʯʘʩʪʥʦʩʪʠ, ʵʪʘ ʪʝʭʥʦʣʦʛʠʷ ʤʦʞʝʪ 

ʧʨʠʤʝʥʷʪʴʩʷ ʜʣʷ ʢʦʥʪʨʦʣʷ ʨʘʙʦʯʝʛʦ ʚʨʝʤʝʥʠ, ʯʪʦ ʤʦʞʝʪ ʩʫʱʝʩʪʚʝʥʥʦ 

ʫʧʨʦʩʪʠʪʴ ʟʘʜʘʯʠ ʙʫʭʛʘʣʪʝʨʦʚ ʧʨʠ ʥʘʯʠʩʣʝʥʠʠ ʟʘʨʘʙʦʪʥʦʡ ʧʣʘʪʳ. ʂʨʦʤʝ 

ʪʦʛʦ, ʙʠʦʤʝʪʨʠʯʝʩʢʠʝ ʢʦʥʪʨʦʣʣʝʨʳ, ʧʦʟʚʦʣʷʶʪ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʥʘ ʫʯʘʩʪʢʠ 

ʧʦʚʳʰʝʥʥʦʡ ʩʝʢʨʝʪʥʦʩʪʠ ʪʝʤ ʩʦʪʨʫʜʥʠʢʘʤ, ʢʦʪʦʨʳʤ ʥʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ 

ʜʦʩʪʫʧ ʥʘ ʜʘʥʥʳʡ ʫʨʦʚʝʥʴ [5]. 
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ʉʧʠʩʦʢ ʣʠʪʝʨʘʪʫʨʳ 

1. ɹʠʦʤʝʪʨʠʯʝʩʢʘʷ ʠʜʝʥʪʠʬʠʢʘʮʠʷ ï URL: 

http://www.techportal.ru/glossary/biometricheskaya_identifikaciya.html (ʜʦʩʪʫʧ 

ʩʚʦʙʦʜʥʳʡ) 

2. ɹʠʦʤʝʪʨʠʯʝʩʢʘʷ ʠʜʝʥʪʠʬʠʢʘʮʠʷ ï URL: 

https://ict2go.ru/events/17643/ (ʜʦʩʪʫʧ ʩʚʦʙʦʜʥʳʡ) 

3. ɽʜʠʥʘʷ ʙʠʦʤʝʪʨʠʯʝʩʢʘʷ ʩʠʩʪʝʤʘ ï URL: https://bio.rt.ru/about/ 

(ʜʦʩʪʫʧ ʩʚʦʙʦʜʥʳʡ) 

4. ɽʜʠʥʘʷ ʙʠʦʤʝʪʨʠʯʝʩʢʘʷ ʩʠʩʪʝʤʘ ï URL: 

https://jtbank.ru/fizicheskim-litsam/edinaya-biometricheskaya-sistema/ (ʜʦʩʪʫʧ 

ʩʚʦʙʦʜʥʳʡ) 

5. ʉʠʩʪʝʤʳ ʢʦʥʪʨʦʣʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ï URL: 

https://www.legis-s.ru/services/skud/biometriya/ (ʜʦʩʪʫʧ ʩʚʦʙʦʜʥʳʡ) 
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ʀʉʇʆʃʔɿʆɺɸʅʀɽ ʉʈɽɼʉʊɺ ɺʆʉʉʊɸʅʆɺʃɽʅʀʗ ɼɸʅʅʓʍ ɺ 

ʂʈʀʄʀʅɸʃʀʉʊʀʏɽʉʂʀʍ ʎɽʃʗʍ 

ɼʝʥʠʩʦʚʘ ʆ. ɺ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ɽʣʴʯʘʥʠʥʦʚʘ ʅ. ɹ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ɺ ʩʦʚʨʝʤʝʥʥʦʤ ʤʠʨʝ ʣʶʜʠ ʧʨʠʚʳʢʣʠ ʭʨʘʥʠʪʴ ʠ ʦʙʨʘʙʘʪʳʚʘʪʴ 

ʠʥʬʦʨʤʘʮʠʶ ʥʘ ʩʚʦʠʭ ʧʝʨʩʦʥʘʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʠ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ. 

ʕʪʠ ʫʩʪʨʦʡʩʪʚʘ ʩʦʜʝʨʞʘʪ ʙʦʣʴʰʠʝ ʦʙʲʸʤʳ ʜʘʥʥʳʭ ʦʪ ʧʣʝʡʣʠʩʪʘ ʩ ʣʶʙʠʤʦʡ 

ʤʫʟʢrʦʡ ʠ ʩʝʤʝʡʥʳʭ ʬʦʪʦʛʨʘʬʠʡ ʜʦ ʚʘʞʥʳʭ ʜʦʢʫʤʝʥʪʦʚ ʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʬʘʡʣʦʚ. ʅʦ, ʧʦʤʠʤʦ ʙʝʟʦʙʠʜʥʳʭ ʜʘʥʥʳʭ, ʤʥʦʛʠʝ ʤʦʜʝʣʠ 

ʫʩʪʨʦʡʩʪʚ ʤʦʛʫʪ ʭʨʘʥʠʪʴ ʧʝʨʩʦʥʘʣʴʥʳʝ ʩʚʝʜʝʥʠʷ ʦ ʧʦʣʴʟʦʚʘʪʝʣʝ ʠ ʝʛʦ 

ʜʝʡʩʪʚʠʷʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʪʘʪʴ ʧʦʣʝʟʥʳʤʠ ʧʨʠ ʨʘʩʩʣʝʜʦʚʘʥʠʠ ʨʘʟʣʠʯʥʳʭ 

ʧʨʝʩʪʫʧʣʝʥʠʡ. 

ʌʦʨʝʥʟʠʢʘ ʷʚʣʷʝʪʩʷ ʧʨʠʢʣʘʜʥʦʡ ʥʘʫʢʦʡ ʦ ʨʘʩʢʨʳʪʠʠ ʠ ʨʘʩʩʣʝʜʦʚʘʥʠʠ 

ʧʨʝʩʪʫʧʣʝʥʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʢʦʤʧʴʶʪʝʨʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʦ ʤʝʪʦʜʘʭ 

ʧʦʣʫʯʝʥʠʷ ʠ ʠʩʩʣʝʜʦʚʘʥʠʷ ʜʦʢʘʟʘʪʝʣʴʩʪʚ, ʠʤʝʶʱʠʭ ʬʦʨʤʫ ʢʦʤʧʴʶʪʝʨʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ (ʪʘʢ ʥʘʟʳʚʘʝʤʳʭ ʮʠʬʨʦʚʳʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ), ʦ ʧʨʠʤʝʥʷʝʤʳʭ ʜʣʷ 

ʵʪʦʛʦ ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚʘʭ [1]. 

ɼʣʷ ʠʟʫʯʝʥʠʷ ʠ ʨʘʩʢʨʳʪʠʷ ʧʦʜʦʙʥʦʛʦ ʨʦʜʘ ʧʨʝʩʪʫʧʥʳʭ ʜʝʷʥʠʡ 

ʩʫʱʝʩʪʚʫʶʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʨʘʟʜʝʣʳ ʬʦʨʝʥʟʠʢʠ, ʪʘʢʠʝ ʢʘʢ Computer 

forensics (ʢʦʤʧʴʶʪʝʨʥʘʷ ʢʨʠʤʠʥʘʣʠʩʪʠʢʘ) ʠ Mobile device forensics 

(ʢʨʠʤʠʥʘʣʠʩʪʠʢʘ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ).  

ʎʝʣʴʶ ʧʨʦʚʝʜʝʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʷʚʣʷʝʪʩʷ ʠʟʫʯʝʥʠʝ ʚʦʟʤʦʞʥʦʩʪʝʡ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʫʥʠʯʪʦʞʝʥʥʳʭ ʜʘʥʥʳʭ ʠ ʠʭ ʬʠʢʩʘʮʠʠ ʚ ʧʝʨʚʦʥʘʯʘʣʴʥʦʤ 

ʚʠʜʝ ʚ ʢʘʯʝʩʪʚʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʩʦʚʝʨʰʝʥʥʦʛʦ ʧʨʝʩʪʫʧʣʝʥʠʷ. 

ɼʣʷ ʢʘʞʜʦʛʦ ʬʘʡʣʘ, ʭʨʘʥʷʱʝʛʦʩʷ ʥʘ ʞʝʩʪʢʦʤ ʜʠʩʢʝ, ʦʧʝʨʘʮʠʦʥʥʘʷ 

ʩʠʩʪʝʤʘ ʟʘʧʠʩʳʚʘʝʪ ʠʥʬʦʨʤʘʮʠʶ, ʩʦʜʝʨʞʘʱʫʶ ʠʤʷ, ʪʠʧ, ʨʘʟʤʝʨ, 

ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʬʘʡʣʘ ʠ ʪ. ʜ. ʠ ʭʨʘʥʷʱʫʶʩʷ ʦʪʜʝʣʴʥʦ ʦʪ ʦʩʥʦʚʥʦʛʦ 

ʩʦʜʝʨʞʠʤʦʛʦ. ʇʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʦʯʝʩʪʴ ʬʘʡʣ ʢʦʤʧʴʶʪʝʨ ʧʨʝʞʜʝ ʚʩʝʛʦ 

ʦʙʨʘʱʘʝʪʩʷ ʢ ʟʘʧʠʩʠ ʦ ʜʘʥʥʦʤ ʬʘʡʣʝ. ʇʦʩʣʝ ʯʝʛʦ ʧʦ ʘʜʨʝʩʫ ʬʘʡʣʘ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʝʨʝʭʦʜ ʢ ʝʛʦ ʩʦʜʝʨʞʠʤʦʤʫ, ʢʦʪʦʨʦʝ ʟʘʥʠʤʘʝʪ ʥʝʢʦʪʦʨʳʡ 

ʦʙʲʸʤ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ. 

ʇʨʠ ʫʜʘʣʝʥʠʠ ʬʘʡʣʘ ʥʝ ʧʨʦʠʩʭʦʜʠʪ ʤʛʥʦʚʝʥʥʦʛʦ ʫʥʠʯʪʦʞʝʥʠʷ ʝʛʦ 

ʩʦʜʝʨʞʠʤʦʛʦ, ʩʪʠʨʘʝʪʩʷ ʪʦʣʴʢʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʩʠʩʪʝʤʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ 

ʬʘʡʣʝ. ʇʨʠʯʠʥʘ, ʧʦ ʢʦʪʦʨʦʡ ʫʜʘʣʝʥʥʳʡ ʬʘʡʣ ʙʦʣʴʰʝ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ, 

ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʩʠʩʪʝʤʘ ʦʪʤʝʯʘʝʪ ʩʝʢʪʦʨʘ, ʟʘʥʷʪʳʝ ʩʦʜʝʨʞʠʤʳʤ 

ʫʜʘʣʝʥʥʦʛʦ ʬʘʡʣʘ, ʢʘʢ ʩʚʦʙʦʜʥʳʝ, ʪʘʢ ʯʪʦ ʪʘʤ ʪʝʧʝʨʴ ʤʦʛʫʪ ʙʳʪʴ ʩʦʭʨʘʥʝʥʳ 

ʥʦʚʳʝ ʜʘʥʥʳʝ. 

ʉʧʝʮʠʘʣʴʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʝ ʜʣʷ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʫʥʠʯʪʦʞʝʥʥʳʭ ʜʘʥʥʳʭ, ʠʟʚʣʝʢʘʝʪ ʜʘʥʥʳʝ, ʦʩʪʘʚʰʠʝʩʷ ʥʘ 

ʩʝʢʪʦʨʘʭ, ʦʪʤʝʯʝʥʥʳʭ ʢʘʢ ʩʚʦʙʦʜʥʳʝ, ʠ ʚʦʩʩʪʘʥʘʚʣʠʚʘʝʪ ʠʭ. ʇʦʵʪʦʤʫ 
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ʩʦʜʝʨʞʠʤʦʝ ʫʜʘʣʝʥʥʳʭ ʬʘʡʣʦʚ ʚʦʟʤʦʞʥʦ ʚʦʩʩʪʘʥʦʚʠʪʴ ʚ ʧʝʨʚʦʥʘʯʘʣʴʥʦʤ 

ʚʠʜʝ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʫʢʘʟʘʥʥʳʝ ʩʝʢʪʦʨʘ ʟʘʧʦʤʠʥʘʶʱʝʛʦ ʫʩʪʨʦʡʩʪʚʘ ʥʝ ʙʫʜʫʪ 

ʧʝʨʝʟʘʧʠʩʘʥʳ ʥʦʚʳʤʠ ʜʘʥʥʳʤʠ [2].  

ʉʫʱʝʩʪʚʫʝʪ ʥʝʩʢʦʣʴʢʦ ʩʧʦʩʦʙʦʚ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʫʥʠʯʪʦʞʝʥʥʳʭ ʜʘʥʥʳʭ 

ʜʣʷ ʨʘʟʥʳʭ ʪʠʧʦʚ ʫʩʪʨʦʡʩʪʚ. ʉʥʘʯʘʣʘ ʨʘʩʩʤʦʪʨʠʤ ʦʩʥʦʚʥʳʝ ʚʩʪʨʦʝʥʥʳʝ 

ʫʪʠʣʠʪʳ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. 

ɺ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ Windows (ʦʪ Windows 8 ʠ ʚʳʰʝ) ʩʫʱʝʩʪʚʫʝʪ 

ʚʩʪʨʦʝʥʥʳʡ ʤʝʭʘʥʠʟʤ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ï File history (ʠʩʪʦʨʠʷ 

ʬʘʡʣʦʚ), ʦʩʥʦʚʥʦʝ ʧʨʝʜʥʘʟʥʘʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʦʙʝʩʧʝʯʝʥʠʠ 

ʚʦʟʤʦʞʥʦʩʪʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʫʜʘʣʸʥʥʳʭ ʬʘʡʣʦʚ. 

ʀʩʪʦʨʠʷ ʬʘʡʣʦʚ ʨʝʛʫʣʷʨʥʦ ʘʨʭʠʚʠʨʫʝʪ ʚʝʨʩʠʠ ʬʘʡʣʦʚ, ʭʨʘʥʷʱʠʭʩʷ ʚ 

ʧʘʧʢʘʭ "ɼʦʢʫʤʝʥʪʳ", "ʄʫʟʳʢʘ", "ʀʟʦʙʨʘʞʝʥʠʷ", "ɺʠʜʝʦ" ʠ "ʈʘʙʦʯʠʡ ʩʪʦʣ", ʘ 

ʪʘʢʞʝ ʬʘʡʣʦʚ ʠʟ OneDrive, ʜʦʩʪʫʧʥʳʭ ʘʚʪʦʥʦʤʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. ɺ ʩʣʫʯʘʝ 

ʧʦʪʝʨʠ, ʧʦʚʨʝʞʜʝʥʠʷ ʠʣʠ ʫʜʘʣʝʥʠʷ ʠʩʭʦʜʥʳʭ ʚʝʨʩʠʡ ʬʘʡʣʦʚ ʠʭ ʤʦʞʥʦ 

ʚʦʩʩʪʘʥʦʚʠʪʴ. ʊʘʢʞʝ ʩʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ 

ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʨʘʟʥʳʝ ʚʝʨʩʠʠ ʬʘʡʣʦʚ [3]. 

ɼʣʷ ʤʦʙʠʣʴʥʳʭ ʪʝʣʝʬʦʥʦʚ ʩ ʦʧʝʨʘʮʠʦʥʥʳʤʠ ʩʠʩʪʝʤʘʤʠ iOS ʠʣʠ Android 

ʪʘʢʞʝ ʩʫʱʝʩʪʚʫʝʪ ʩʧʦʩʦʙ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʘʥʥʳʭ ʙʝʟ ʫʩʪʘʥʦʚʢʠ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʨʦʛʨʘʤʤ ï ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʬʘʡʣʦʚ ʠʟ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ, 

ʝʩʣʠ ʦʥʘ ʩʦʟʜʘʚʘʣʘʩʴ. 

ɼʘʣʝʝ ʨʘʩʩʤʦʪʨʠʤ ʥʝʢʦʪʦʨʳʝ ʠʟ ʥʘʠʙʦʣʝʝ ʧʦʧʫʣʷʨʥʳʭ ʩʚʦʙʦʜʥʦ 

ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʳʭ ʧʨʦʛʨʘʤʤ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʘʥʥʳʭ ʜʣʷ ʆʉ Windows [4]. 

R.saver ï ʧʨʦʩʪʘʷ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʛʨʘʤʤʘ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 

ʬʘʡʣʦʚ ʩ ʨʘʟʣʠʯʥʳʭ ʚʝʨʩʠʡ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ NTFS, FAT ʠ ExFAT. ʆʥʘ 

ʩʦʟʜʘʥʘ ʥʘ ʦʩʥʦʚʝ ʘʣʛʦʨʠʪʤʦʚ ʨʝʰʝʥʠʡ UFS Explorer. 

Recuva ï ʧʨʦʛʨʘʤʤʘ, ʨʘʟʨʘʙʦʪʘʥʥʘʷ ʙʨʠʪʘʥʩʢʦʡ IT-ʢʦʤʧʘʥʠʠ Piriform 

Limited. ʇʨʦʛʨʘʤʤʘ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʨʦʩʪʦʡ ʚ ʫʧʨʘʚʣʝʥʠʠ ʠ ʜʦʩʪʘʪʦʯʥʦ 

ʤʦʱʥʳʡ ʠʥʩʪʨʫʤʝʥʪ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʘʥʥʳʭ. 

RecoveRx ï ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʦʪ Transcend, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ 

ʧʨʦʠʟʚʦʜʠʪʴ ʛʣʫʙʦʢʠʡ ʧʦʠʩʢ ʬʘʡʣʦʚ, ʧʦʜʣʝʞʘʱʠʭ ʚʦʩʩʪʘʥʦʚʣʝʥʠʶ. ʀʤʝʝʪ 

ʧʨʦʩʪʦʡ ʠ ʫʜʦʙʥʳʡ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʥʪʝʨʬʝʡʩ. 

Wise Data Recovery ï ʧʨʦʛʨʘʤʤʘ ʜʣʷ ʣʸʛʢʦʛʦ ʠ ʙʳʩʪʨʦʛʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 

ʫʜʘʣʝʥʥʳʭ ʜʘʥʥʳʭ ʩ ʣʦʢʘʣʴʥʳʭ ʜʠʩʢʦʚ, ʚʥʝʰʥʠʭ ʥʘʢʦʧʠʪʝʣʝʡ, USB-

ʥʘʢʦʧʠʪʝʣʝʡ ʠ ʜʨʫʛʠʭ ʩʲʸʤʥʳʭ ʫʩʪʨʦʡʩʪʚ. 

Undelete 360 ï ʧʨʦʛʨʘʤʤʘ, ʠʩʧʦʣʴʟʫʶʱʘʷ ʙʳʩʪʨʳʡ ʠ ʵʬʬʝʢʪʠʚʥʳʡ 

ʘʣʛʦʨʠʪʤ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʥʘʭʦʜʠʪʴ ʠ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʬʘʡʣʳ, ʫʜʘʣʸʥʥʳʝ 

ʧʦ ʩʘʤʳʤ ʨʘʟʥʳʤ ʧʨʠʯʠʥʘʤ. ʊʘʢʞʝ ʚ ʧʨʦʛʨʘʤʤʝ ʩʫʱʝʩʪʚʫʶʪ ʬʠʣʴʪʨʳ ʜʣʷ 

ʩʢʘʥʠʨʦʚʘʥʠʷ ʧʦ ʨʘʟʤʝʨʫ ʬʘʡʣʦʚ, ʜʘʪʝ (ʠʥʪʝʨʚʘʣʫ) ʠʭ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʠ 

ʨʘʟʤʝʨʫ. 

ɼʣʷ ʧʨʦʚʝʜʝʥʠʷ ʠʩʩʣʝʜʦʚʘʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʫʢʘʟʘʥʥʳʭ ʧʨʦʛʨʘʤʤ ʙʳʣʦ 

ʠʩʧʦʣʴʟʦʚʘʥʦ ʪʨʠ ʬʘʡʣʘ ʨʘʟʣʠʯʥʳʭ ʪʠʧʦʚ ʠ ʨʘʟʤʝʨʦʚ: 

- ʪʝʢʩʪʦʚʳʡ ʜʦʢʫʤʝʥʪ çɼʦʢʫʤʝʥʪ.docxè ʦʙʲʸʤʦʤ 13 ʂɹ; 

- ʘʫʜʠʦ-ʬʘʡʣ çɸʫʜʠʦ.mp3è ʦʙʲʸʤʦʤ 18 ʂɹ; 
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- ʛʨʘʬʠʯʝʩʢʠʡ ʬʘʡʣ çʀʟʦʙʨʘʞʝʥʠʝ.jpgè ʦʙʲʸʤʦʤ 64 ʂɹ. 

ɹʳʣʦ ʧʨʦʠʟʚʝʜʝʥʦ ʙʝʟʚʦʟʚʨʘʪʥʦʝ ʫʜʘʣʝʥʠʝ ʚʳʰʝʫʢʘʟʘʥʥʳʭ ʬʘʡʣʦʚ, 

ʧʦʩʣʝ ʯʝʛʦ ʙʳʣʘ ʚʳʧʦʣʥʝʥʘ ʧʦʧʳʪʢʘ ʠʭ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʩ ʧʦʤʦʱʴʶ 

ʨʘʟʣʠʯʥʳʭ ʧʨʦʛʨʘʤʤ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʚʝʨʦʷʪʥʦʩʪʴ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʘʥʥʳʭ 

ʥʘʠʙʦʣʝʝ ʚʳʩʦʢʘ, ʪʘʢ ʢʘʢ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʨʘʟʫ ʞʝ ʧʦʩʣʝ 

ʫʥʠʯʪʦʞʝʥʠʷ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʜʸʥʥʦʛʦ ʵʢʩʧʝʨʠʤʝʥʪʘ ʦʪʨʘʞʝʥʳ ʚ ʪʘʙʣʠʮʝ 1. 

ʊʘʙʣʠʮʘ 1 ï ʈʝʟʫʣʴʪʘʪʳ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʘʥʥʳʭ ʜʣʷ ʆʉ Windows 

ʅʘʠʤʝʥʦʚʘʥʠʝ 

ʧʨʦʛʨʘʤʤʳ 

ʂʦʣʠʯʝʩʪʚʦ ʥʘʡʜʝʥʥʳʭ ʬʘʡʣʦʚ, ʧʦʜʣʝʞʘʱʠʭ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʶ 
ʈʝʟʫʣʴʪʘʪ 

ʚʦʩʩʪʘʥʦʚʣʝ-

ʥʠʷ çɸʫʜʠʦè çɼʦʢʫʤʝʥʪè çʀʟʦʙʨʘʞʝʥʠʝè 

R.saver + + + 100% 

Recuva + + - 100% 

RecoveRx - - - 0% 

Recovery  - - - 0% 

Wise Data - - - 0% 

Undelete 360 - - - 0% 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦʚʝʜʸʥʥʦʛʦ ʵʢʩʧʝʨʠʤʝʥʪʘ ʥʘʠʙʦʣʴʰʫʶ ʵʬʬʝʢʪʠʚʥʦʩʪʴ 

ʧʦʢʘʟʘʣʘ ʧʨʦʛʨʘʤʤʘ R.saver, ʩ ʝʸ ʧʦʤʦʱʴʶ ʫʜʘʣʦʩʴ ʥʘʡʪʠ ʠ ʚʦʩʩʪʘʥʦʚʠʪʴ ʚʩʝ 

ʫʜʘʣʸʥʥʳʝ ʬʘʡʣʳ ʚ ʧʝʨʚʦʥʘʯʘʣʴʥʦʤ ʚʠʜʝ. ʅʘ ʚʪʦʨʦʤ ʤʝʩʪʝ ʦʢʘʟʘʣʘʩʴ 

ʧʨʦʛʨʘʤʤʘ Recuva, ʚ ʨʝʟʫʣʴʪʘʪʝ ʨʘʙʦʪʳ ʢʦʪʦʨʦʡ ʧʦʣʫʯʠʣʦʩʴ ʥʘʡʪʠ ʥʝ ʚʩʝ 

ʬʘʡʣʳ, ʥʦ ʥʘʡʜʝʥʥʳʝ ʜʘʥʥʳʝ ʙʳʣʠ ʚʦʩʩʪʘʥʦʚʣʝʥʳ ʙʝʟ ʧʦʚʨʝʞʜʝʥʠʡ. 

ʆʩʪʘʣʴʥʳʝ ʧʨʦʛʨʘʤʤʳ ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʥʝ ʧʦʢʘʟʘʣʠ ʩʚʦʝʡ ʵʬʬʝʢʪʠʚʥʦʩʪʠ. 

ɼʘʣʝʝ ʨʘʩʩʤʦʪʨʠʤ ʥʝʢʦʪʦʨʳʝ ʧʨʦʛʨʘʤʤʳ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʫʥʠʯʪʦʞʝʥʥʳʭ ʜʘʥʥʳʭ ʩ ʚʥʫʪʨʝʥʥʝʡ ʧʘʤʷʪʠ ʤʦʙʠʣʴʥʳʭ 

ʫʩʪʨʦʡʩʪʚ ʥʘ Android. 

Dumpster ï ʧʨʠʥʮʠʧ ʨʘʙʦʪʳ ʜʘʥʥʦʡ ʧʨʦʛʨʘʤʤʳ ʘʥʘʣʦʛʠʯʝʥ 

ʢʦʤʧʴʶʪʝʨʥʦʡ ʢʦʨʟʠʥʝ. ɼʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʬʘʡʣʦʚ root-ʜʦʩʪʫʧ ʥʝ ʥʫʞʝʥ, ʥʦ 

ʙʝʩʧʣʘʪʥʘʷ ʚʝʨʩʠʷ ʧʦʟʚʦʣʷʝʪ ʚʦʩʩʪʘʥʦʚʠʪʴ ʪʦʣʴʢʦ ʪʝ ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ 

ʫʜʘʣʝʥʳ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

File Recovery ï ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʫʜʘʣʝʥʥʳʭ ʬʦʪʦ, ʚʠʜʝʦ, 

ʘʫʜʠʦ. ʉ ʧʦʤʦʱʴʶ ʵʪʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ ʧʨʦʠʟʚʦʜʠʪʩʷ ʩʢʘʥʠʨʦʚʘʥʠʝ ʠ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʬʘʡʣʦʚ ʙʝʟ root-ʜʦʩʪʫʧʘ. 

Restore All Files ï ʧʨʦʛʨʘʤʤʘ, ʦʩʥʦʚʥʦʡ ʮʝʣʴʶ ʢʦʪʦʨʦʡ ʷʚʣʷʝʪʩʷ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʚʩʝʭ ʫʜʘʣʝʥʥʳʭ ʬʘʡʣʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʚʠʜʝʦ, ʩʦʦʙʱʝʥʠʡ, 

ʢʦʥʪʘʢʪʦʚ. 

Restore Deleted Files ï ʪʝʭʥʦʣʦʛʠʷ, ʩʦʟʜʘʥʥʘʷ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 

ʧʦʪʝʨʷʥʥʳʭ ʜʘʥʥʳʭ ʩ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ Android. Root-ʜʦʩʪʫʧ ʥʝ 

ʪʨʝʙʫʝʪʩʷ. 
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Recovery Files ï ʧʨʠʣʦʞʝʥʠʝ, ʠʩʧʦʣʴʟʫʶʱʝʝ ʨʘʟʣʠʯʥʳʝ ʘʣʛʦʨʠʪʤʳ ʠ 

ʧʘʨʘʤʝʪʨʳ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʘʶʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚʦʩʩʪʘʥʦʚʠʪʴ ʫʪʝʨʷʥʥʳʝ 

ʜʘʥʥʳʝ. 

Undeleter ï ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ root-ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʦʟʚʦʣʷʶʱʝʝ 

ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʬʘʡʣʳ ʣʶʙʦʛʦ ʪʠʧʘ, ʫʜʘʣʸʥʥʳʝ ʩ ʚʥʝʰʥʝʡ SD-ʢʘʨʪʳ ʠʣʠ 

ʚʥʫʪʨʝʥʥʝʡ ʧʘʤʷʪʠ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. ʇʨʦʛʨʘʤʤʘ ʧʦʟʚʦʣʷʝʪ 

ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠʢʦʥʢʠ ʥʘʡʜʝʥʥʳʭ ʬʘʡʣʦʚ ʠ ʧʘʧʢʫ ʜʣʷ ʠʭ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. 

ɼʣʷ ʧʨʦʚʝʨʢʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʨʦʛʨʘʤʤ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ 

ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʙʳʣʦ ʠʩʧʦʣʴʟʦʚʘʥʦ ʜʚʘ ʬʘʡʣʘ: 

- ʘʫʜʠʦ-ʬʘʡʣ çɸʫʜʠʦ.mp3è ʦʙʲʸʤʦʤ 18 ʂɹ; 

- ʛʨʘʬʠʯʝʩʢʠʡ ʬʘʡʣ çʀʟʦʙʨʘʞʝʥʠʝ.jpgè ʦʙʲʸʤʦʤ 64 ʂɹ. 

ɹʳʣʦ ʧʨʦʠʟʚʝʜʝʥʦ ʫʜʘʣʝʥʠʝ ʚʳʰʝʫʢʘʟʘʥʥʳʭ ʬʘʡʣʦʚ ʠ ʧʦʩʣʝʜʫʶʱʝʝ ʠʭ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʩ ʧʦʤʦʱʴʶ ʨʘʟʣʠʯʥʳʭ ʧʨʦʛʨʘʤʤ.  

ʈʝʟʫʣʴʪʘʪʳ ʧʨʦʚʝʜʸʥʥʦʛʦ ʵʢʩʧʝʨʠʤʝʥʪʘ ʧʨʠʚʝʜʝʥʳ ʚ ʪʘʙʣʠʮʝ 2. 

ʊʘʙʣʠʮʘ 2 ï ʈʝʟʫʣʴʪʘʪʳ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʘʥʥʳʭ ʜʣʷ ʆʉ Android 

ʅʘʠʤʝʥʦʚʘʥʠʝ 

ʧʨʦʛʨʘʤʤʳ 

ʂʦʣʠʯʝʩʪʚʦ ʥʘʡʜʝʥʥʳʭ ʬʘʡʣʦʚ, 

ʧʦʜʣʝʞʘʱʠʭ ʚʦʩʩʪʘʥʦʚʣʝʥʠʶ ʈʝʟʫʣʴʪʘʪ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 
çɸʫʜʠʦè çʀʟʦʙʨʘʞʝʥʠʝè 

Dumpster - + 100% 

File Recovery  - - 0% 

Restore All Files - - 0% 

Restore Deleted Files - - 0% 

Recovery Files - + 100% 

Undeleter + + 100% 

ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʥʘʠʙʦʣʝʝ ʧʦʣʝʟʥʦʡ ʦʢʘʟʘʣʘʩʴ ʧʨʦʛʨʘʤʤʘ Undeleter, ʩ 

ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʡ ʫʜʘʣʦʩʴ ʥʘʡʪʠ ʠ ʚʦʩʩʪʘʥʦʚʠʪʴ ʦʙʘ ʬʘʡʣʘ. ʇʨʦʛʨʘʤʤʳ 

Dumpster ʠ Recovery Files ʩʤʦʛʣʠ ʦʙʥʘʨʫʞʠʪʴ ʠ ʚʦʩʩʪʘʥʦʚʠʪʴ ʪʦʣʴʢʦ 

ʛʨʘʬʠʯʝʩʢʠʡ ʬʘʡʣ. ʆʩʪʘʣʴʥʳʝ ʧʨʦʛʨʘʤʤʳ ʦʢʘʟʘʣʠʩʴ ʥʝʵʬʬʝʢʪʠʚʥʳ.  

ʀʟ ʚʳʰʝʦʧʠʩʘʥʥʦʛʦ ʵʢʩʧʝʨʠʤʝʥʪʘ ʩʣʝʜʫʝʪ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʠʟ 

ʙʝʩʧʣʘʪʥʳʭ ʧʨʦʛʨʘʤʤ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʢʨʠʤʠʥʘʣʠʩʪʠʯʝʩʢʠʭ ʮʝʣʷʭ. 

ʇʨʠ ʵʪʦʤ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʜʣʷ ʵʪʦʡ ʮʝʣʠ ʫʞʝ ʩʦʟʜʘʥʳ ʠ ʘʢʪʠʚʥʦ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʳʝ ʧʣʘʪʥʳʝ ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʳʝ ʧʨʦʛʨʘʤʤʥʳʝ 

ʩʨʝʜʩʪʚʘ, ʥʘʧʨʠʤʝʨ, çBelkasoft Evidence Centerè (ʢʦʤʧʘʥʠʠ Belkasoft), 

çʄʦʙʠʣʴʥʳʡ ʢʨʠʤʠʥʘʣʠʩʪè (ʢʦʤʧʘʥʠʠ ʆʢʩʠʜʞʝʥ ʉʦʬʪʚʝʨ) ʠ ʜʨʫʛʠʝ. 

ʉʧʠʩʦʢ ʣʠʪʝʨʘʪʫʨʳ 

1. ʌʝʜʦʪʦʚ ʅ. ʅ. ʌʦʨʝʥʟʠʢʘ ï ʢʦʤʧʴʶʪʝʨʥʘʷ ʢʨʠʤʠʥʘʣʠʩʪʠʢʘ. ʄ.: 

ʖʨʠʜʠʯʝʩʢʠʡ ʄʠʨ, 2007. 432 ʩ. 

2. ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʫʜʘʣʝʥʥʳʭ ʬʘʡʣʦʚ ʚ Windows 10, 8, 7, Vista ʠ XP 
[ʕʣʝʢʪʨʦʥʥʳʡ ʨʝʩʫʨʩ]. ï ʈʝʞʠʤ ʜʦʩʪʫʧʘ: URL: 
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10-8-7-windows-vista-or-windows-xp.htm (ʜʘʪʘ ʦʙʨʘʱʝʥʠʷ 20.03.2020). 

3. ʀʩʪʦʨʠʷ ʬʘʡʣʦʚ ʚ Windows [ʕʣʝʢʪʨʦʥʥʳʡ ʨʝʩʫʨʩ]. ï ʈʝʞʠʤ ʜʦʩʪʫʧʘ: 

https://support.microsoft.com/ru-ru/help/17128/windows-8-file-history (ʜʘʪʘ 

ʦʙʨʘʱʝʥʠʷ 20.03.2020). 

4. ɸʣɹʪʝʨʤʘʥ ɸ. ɼ., ʇʘʨʬʝʥʦʚʘ ɸ. ʉ. ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʫʪʨʘʯʝʥʥʳʭ 

ʜʘʥʥʳʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ // ʉʦʚʨʝʤʝʥʥʳʝ ʥʘʫʯʥʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʨʘʟʨʘʙʦʪʢʠ. 
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ɼʀʅɸʄʀʏɽʉʂʀʁ ɸʅɸʃʀɿ ʀʉʍʆɼʅʓʍ ʂʆɼʆɺ 

ʂʈʀʇʊʆɻʈɸʌʀʏɽʉʂʀʍ ʇʈʆʊʆʂʆʃʆɺ ɼʃʗ ʆɹʅɸʈʋɾɽʅʀʗ 

ɸʊɸʂ ʇʆɺʊʆʈʆʄ ʀ ʅɸʈʋʐɽʅʀʗ ʎɽʃʆʉʊʅʆʉʊʀ
1
 

ʇʠʩʘʨʝʚ ʀ. ɸ.  

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʜ.ʪ.ʥ., ʧʨʦʬʝʩʩʦʨ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ɹʘʙʝʥʢʦ ʃ. ʂ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ʅʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʫʱʝʩʪʚʫʶʪ ʨʘʙʦʪʳ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ ʠʟʚʣʝʯʴ 

ʩʪʨʫʢʪʫʨʫ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʧʨʦʪʦʢʦʣʦʚ ʠʟ ʷʟʳʢʦʚ C [1], Java [2], F# [3]. ɺ 

ʦʩʥʦʚʥʦʤ ʜʘʥʥʳʝ ʨʘʙʦʪʳ ʦʩʫʱʝʩʪʚʣʷʶʪ ʠʟʚʣʝʯʝʥʠʝ ʩʪʨʫʢʪʫʨʳ ʧʨʦʪʦʢʦʣʦʚ, 

ʯʘʱʝ ʚʩʝʛʦ ʥʘ ʦʩʥʦʚʝ ʘʥʥʦʪʘʮʠʡ, ʦʩʪʘʚʣʝʥʥʳʭ ʚ ʠʩʭʦʜʥʦʤ ʢʦʜʝ, ʧʦʩʣʝ ʯʝʛʦ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʪʨʘʥʩʣʷʮʠʷ ʦʧʠʩʘʥʠʷ ʧʨʦʪʦʢʦʣʘ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʚʝʨʠʬʠʢʘʪʦʨʘ ProVerif [4] ʠ ʜʨʫʛʠʭ. ʆʜʥʘʢʦ, ʜʘʥʥʳʡ ʧʦʜʭʦʜ ʚʩʝ ʝʱʝ ʦʩʥʦʚʘʥ 

ʥʘ ʧʨʠʤʝʥʝʥʠʠ ʬʦʨʤʘʣʴʥʦʡ ʚʝʨʠʬʠʢʘʮʠʠ, ʢʦʪʦʨʘʷ ʘʙʩʪʨʘʛʠʨʫʝʪʩʷ ʦʪ 

ʨʝʘʣʠʟʘʮʠʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʛʦ ʧʨʦʪʦʢʦʣʘ ʥʘ ʷʟʳʢʝ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ. ɺ 

ʨʘʙʦʪʝ ʧʨʝʜʣʘʛʘʝʪʩʷ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠʤʝʥʥʦ ʠʩʭʦʜʥʳʡ ʢʦʜ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʧʨʦʪʦʢʦʣʦʚ ʩ ʧʦʤʦʱʴʶ ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

ʉʦʛʣʘʩʥʦ ʤʦʜʝʣʠ ɼʦʣʝʚʘ-ʗʦ ʯʝʨʝʟ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʧʨʦʭʦʜʷʪ ʚʩʝ 

ʧʝʨʝʜʘʚʘʝʤʳʝ ʤʝʞʜʫ ʣʝʛʘʣʴʥʳʤʠ ʩʪʦʨʦʥʘʤʠ ʩʦʦʙʱʝʥʠʷ. ɺ ʦʩʥʦʚʝ 

ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʣʝʞʠʪ ʧʨʠʥʮʠʧ ʣʦʞʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ. ʇʨʠ ʨʝʘʣʠʟʘʮʠʠ 

ʧʨʦʪʦʢʦʣʦʚ ʚ ʩʣʫʯʘʝ ʥʘʨʫʰʝʥʠʷ ʰʪʘʪʥʦʛʦ ʠʩʧʦʣʥʝʥʠʷ, ʥʘʧʨʠʤʝʨ, ʧʦʜʤʝʥʘ 

ʜʘʥʥʳʭ, ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʣʠʙʦ ʧʦʚʪʦʨʥʳʡ ʟʘʧʨʦʩ ʧʝʨʝʜʘʚʘʝʤʳʭ 

ʜʘʥʥʳʭ, ʣʠʙʦ ʨʘʟʨʳʚ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʠʤʝʥʥʦ ʨʘʟʨʳʚ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ ʠ ʧʦʚʪʦʨʥʳʡ ʟʘʧʫʩʢ ʧʨʦʪʦʢʦʣʘ ʩʥʘʯʘʣʘ. 

ʇʨʠʥʮʠʧ ʣʦʞʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʙʫʜʝʪ 

ʦʩʫʱʝʩʪʚʣʷʪʴ ʤʦʜʠʬʠʢʘʮʠʶ ʜʘʥʥʳʭ ʠ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʧʨʦʪʦʢʦʣ ʢʦʨʨʝʢʪʥʦ 

ʠʩʧʦʣʥʠʪʩʷ ʥʘ ʚʩʝʭ ʣʝʛʘʣʴʥʳʭ ʩʪʦʨʦʥʘʭ, ʪʦ ʵʪʦ ʙʫʜʝʪ ʛʦʚʦʨʠʪʴ ʦʙ ʘʪʘʢʝ ʥʘ 

ʜʘʥʥʳʡ ʧʨʦʪʦʢʦʣ. ʂʦʨʨʝʢʪʥʳʤ ʠʩʧʦʣʥʝʥʠʝʤ ʧʨʦʪʦʢʦʣʘ ʙʫʜʫʪ ʩʣʫʞʠʪʴ ʤʝʪʢʠ 

ʫʩʧʝʰʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʦʧʠʩʘʥʳ ʚ ʧʨʝʜʳʜʫʱʝʤ ʧʫʥʢʪʝ. ʉʭʝʤʘ 

ʘʢʪʠʚʥʦʡ ʘʪʘʢʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 1.  

 

A:

1. M1 ->

2. M2 <-

3. M3 -> 

4. Correct end 

flag

Intruder:

->    M1     ->

<- M2_old <-

->    M3     -> 

B:

1. -> M1

2. <- M2

3. -> M3 

4. Correct end 

flag
 

ʈʠʩʫʥʦʢ 1 ï ʇʨʠʤʝʨ ʘʢʪʠʚʥʦʡ ʘʪʘʢʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ 

 

ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʧʨʦʪʦʢʦʣ ʩʦʩʪʦʠʪ ʠʟ ʪʨʝʭ ʩʦʦʙʱʝʥʠʡ ʠ ʧʨʝʜʥʘʟʥʘʯʝʥ 

ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʜʚʫʭ ʩʪʦʨʦʥ. ɿʣʦʫʤʳʰʣʝʥʥʠʢ ʧʦʜʤʝʥʷʝʪ ʩʦʦʙʱʝʥʠʝ 2 ʥʘ 

                                                 
1
 ʈʘʙʦʪʘ ʚʳʧʦʣʥʝʥʘ ʧʨʠ ʧʦʜʜʝʨʞʢʝ ʛʨʘʥʪʘ ʈʌʌʀ ˉ 19-37-90151. 
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ʘʥʘʣʦʛʠʯʥʦʝ ʩʦʦʙʱʝʥʠʝ, ʧʦʣʫʯʝʥʥʦʝ ʠʟ ʧʨʝʜʳʜʫʱʝʡ ʩʝʩʩʠʠ. ʅʦ ʥʝʩʤʦʪʨʷ ʥʘ 

ʧʦʜʤʝʥʫ ʧʨʦʪʦʢʦʣ ʢʦʨʨʝʢʪʥʦ ʠʩʧʦʣʥʷʝʪʩʷ ʜʦ ʢʦʥʮʘ ʥʘ ʦʙʝʠʭ ʩʪʦʨʦʥʘʭ ʠ 

ʬʣʘʛʠ ʫʩʧʝʰʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʚ True. ɼʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ 

ʤʦʞʝʪ ʷʚʣʷʪʴʩʷ, ʢʘʢ ʠ ʯʘʩʪʴʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʪʦʨʦʥ, ʯʪʦ, ʢ ʧʨʠʤʝʨʫ, 

ʧʦʟʚʦʣʠʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʪʴʩʷ ʚʤʝʩʪʦ ʣʝʛʘʣʴʥʦʡ ʩʪʦʨʦʥʳ, 

ʪʘʢ ʠ ʩʦʜʝʨʞʘʪʴ ʥʝʢʦʪʦʨʳʝ ʩʤʳʩʣʦʚʳʝ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʩʠʩʪʝʤʝ ʠ ʚʧʦʩʣʝʜʩʪʚʠʠ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʥʝʢʦʨʨʝʢʪʥʦʤʫ ʝʝ 

ʧʦʚʝʜʝʥʠʶ. 

ɺ ʜʘʥʥʦʡ ʨʘʙʦʪʝ ʤʦʜʝʣʠʨʫʶʪʩʷ ʘʪʘʢʠ ʧʦʚʪʦʨʦʤ ʠ ʘʪʘʢʠ, ʥʘʧʨʘʚʣʝʥʥʳʝ 

ʥʘ ʥʘʨʫʰʝʥʠʝ ʮʝʣʦʩʪʥʦʩʪʠ ʧʝʨʝʜʘʚʘʝʤʳʭ ʜʘʥʥʳʭ. ʄʦʜʝʣʠʨʦʚʘʥʠʝ ʘʢʪʠʚʥʳʭ 

ʘʪʘʢ ʧʨʦʠʟʚʦʜʠʪʩʷ ʚ ʪʨʝʭ ʨʝʞʠʤʘʭ: ʧʦʚʪʦʨ ʩʦʦʙʱʝʥʠʡ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ, 

ʧʦʚʪʦʨ ʩʦʦʙʱʝʥʠʷ ʧʨʝʜʳʜʫʱʠʭ ʩʝʩʩʠʡ, ʤʦʜʠʬʠʢʘʮʠʷ ʧʝʨʝʜʘʚʘʝʤʳʭ ʜʘʥʥʳʭ 

ʜʣʷ ʥʘʨʫʰʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ. 

ʇʦʚʪʦʨ ʩʦʦʙʱʝʥʠʡ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ 

ʇʨʠ ʤʦʜʝʣʠʨʦʚʘʥʠʠ ʘʪʘʢ ʧʦʚʪʦʨʦʤ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʤʦʜʠʬʠʢʘʮʠʷ ʦʜʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʪʝʢʫʱʝʡ ʧʨʦʚʝʨʷʝʤʦʡ ʩʝʩʩʠʠ. ɼʣʷ 

ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢʠ ʧʦʚʪʦʨʦʤ ʜʣʷ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ ʠʩʧʦʣʥʝʥʠʷ ʧʨʦʪʦʢʦʣʘ ʧʨʠ 

ʤʦʜʠʬʠʢʘʮʠʠ ʪʝʢʫʱʝʛʦ ʩʦʦʙʱʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʪʦʣʴʢʦ ʪʝ 

ʩʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʧʦʩʣʘʥʳ ʜʦ ʥʝʛʦ. ʂ ʧʨʠʤʝʨʫ, ʜʣʷ ʘʥʘʣʠʟʘ 

ʧʨʦʪʦʢʦʣʘ, ʩʦʩʪʦʷʱʝʛʦ ʠʟ ʪʨʝʭ ʩʦʦʙʱʝʥʠʡ, ʙʫʜʫʪ ʩʤʦʜʝʣʠʨʦʚʘʥʳ ʘʪʘʢʠ, 

ʧʨʝʜʩʪʘʚʣʝʥʥʳʝ ʚ ʪʘʙʣʠʮʝ 1. 

 

ʊʘʙʣʠʮʘ 1 ï ʄʦʜʝʣʠʨʦʚʘʥʠʝ ʘʪʘʢ ʧʦʚʪʦʨʦʤ ʩʦʦʙʱʝʥʠʡ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ 
ɸʪʘʢʘ 1 ɸʪʘʢʘ 2 ɸʪʘʢʘ 3 

1. A->B: M1 

2. B->I:  M2 

          I->A: M1  

3. A->B: M3 

1. A->B: M1 

2. B->A: M2 

3. A->I:  M3 

          I->B: M1 

1. A->B: M1 

2. B->A: M2 

3. A->I:  M3 

           I->B: M2 

 

ʇʦʚʪʦʨ ʩʦʦʙʱʝʥʠʡ ʩʪʘʨʦʡ ʩʝʩʩʠʠ 

ɼʣʷ ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢʠ ʧʦʚʪʦʨʦʤ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʦʦʙʱʝʥʠʡ ʠʟ ʩʪʘʨʦʡ 

ʩʝʩʩʠʠ ʪʨʝʙʫʶʪʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʜʘʥʥʳʝ ʩʪʘʨʦʡ ʩʝʩʩʠʠ. ʇʨʠ ʢʘʞʜʦʤ 

ʧʦʩʣʝʜʫʶʱʝʤ ʤʦʜʝʣʠʨʦʚʘʥʠʠ ʘʪʘʢʠ ʚ ʢʘʯʝʩʪʚʝ ʟʘʤʝʥʷʝʤʦʛʦ ʩʦʦʙʱʝʥʠʷ 

ʙʝʨʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʠʟ ʧʨʝʜʳʜʫʱʝʡ ʤʦʜʝʣʠʨʫʝʤʦʡ ʩʝʩʩʠʠ. ʇʨʠʤʝʨ ʘʥʘʣʠʟʘ 

ʧʨʦʪʦʢʦʣʘ, ʩʦʩʪʦʷʱʝʛʦ ʠʟ ʜʚʫʭ ʩʦʦʙʱʝʥʠʡ ʧʨʠʚʝʜʝʥ ʚ ʪʘʙʣʠʮʝ 2. 

 

ʊʘʙʣʠʮʘ 2 ï ʄʦʜʝʣʠʨʦʚʘʥʠʝ ʘʪʘʢ ʧʦʚʪʦʨʦʤ ʩʦʦʙʱʝʥʠʡ ʩʪʘʨʦʡ ʩʝʩʩʠʠ 
ɸʪʘʢʘ 1 ɸʪʘʢʘ 2 ɸʪʘʢʘ 3 ɸʪʘʢʘ 4 

1. A->I: M1 

           I->A: M1_old 

2. B->A: M2 

 

1. A->I: M1 

          I->B: M2_old 

2. B->A: M2 

 

1. A->B: M1 

2. B->I: M2 

          I->A: M1_old 

1. A->B: M1 

2. B->I: M2 

          I->A: M2_old 

 

ʄʦʜʠʬʠʢʘʮʠʷ ʧʝʨʝʜʘʚʘʝʤʳʭ ʜʘʥʥʳʭ ʜʣʷ ʥʘʨʫʰʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ 
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ɼʣʷ ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢʠ ʥʘ ʥʘʨʫʰʝʥʠʝ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʝʜʣʘʛʘʝʪʩʷ ʟʘʤʝʥʷʪʴ 

ʩʣʫʯʘʡʥʦ ʚʳʙʨʘʥʥʳʡ ʙʘʡʪ ʠʟ ʜʠʘʧʘʟʦʥʘ ʪʝʢʫʱʝʛʦ ʵʣʝʤʝʥʪʘ ʩʦʦʙʱʝʥʠʷ. ɺ 

ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʫʞʝ ʥʝʦʙʭʦʜʠʤʦ ʟʥʘʪʴ ʨʘʟʤʝʨ ʦʪʜʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ 

ʩʦʦʙʱʝʥʠʷ. ɼʘʥʥʳʝ ʨʘʟʤʝʨʳ ʧʦʣʫʯʘʶʪʩʷ ʩ ʧʦʤʦʱʴʶ ʘʥʘʣʠʟʘʪʦʨʘ ʠʩʭʦʜʥʦʛʦ 

ʢʦʜʘ, ʢʦʪʦʨʳʡ ʙʳʣ ʦʧʠʩʘʥ ʚ ʧʨʝʜʳʜʫʱʠʭ ʧʫʥʢʪʘʭ. ʅʘ ʨʠʩʫʥʢʝ 2 

ʧʨʝʜʩʪʘʚʣʝʥʳ ʧʨʠʤʝʨʳ ʧʦʜʤʝʥʳ ʙʘʡʪʦʚ ʜʣʷ ʩʣʝʜʫʶʱʝʛʦ ʩʦʦʙʱʝʥʠʷ: 
A->B: ὃȟὔὥȟὉ Ὧ 

A, 48 bytes Na, 24 bytes Ekold(k), 32 bytes

Modified 

byte

Attack 1

Attack 2

Attack 3

Modified 

byte

Modified 

byte

 

ʈʠʩʫʥʦʢ 2 ï ʇʨʠʤʝʨ ʘʪʘʢ ʥʘ ʥʘʨʫʰʝʥʠʝ ʮʝʣʦʩʪʥʦʩʪʠ 

 

ʂʘʢ ʚʠʜʥʦ, ʧʦ ʜʘʥʥʦʤʫ ʩʦʦʙʱʝʥʠʶ, ʤʦʞʥʦ ʧʨʦʚʝʩʪʠ ʘʪʘʢʫ ʧʦ 3 

ʵʣʝʤʝʥʪʘʤ ï ʠʜʝʥʪʠʬʠʢʘʪʦʨ A, ʩʣʫʯʘʡʥʦʝ ʯʠʩʣʦ Na ʠ ʰʠʬʨʦʚʘʥʥʳʡ ʥʦʚʳʡ 

ʩʝʩʩʠʦʥʥʳʡ ʢʣʶʯ k. ʇʝʨʚʳʝ ʜʚʘ ʵʣʝʤʝʥʪʘ ʧʝʨʝʜʘʶʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ ʠ 

ʤʦʛʫʪ ʙʠʪʴ ʩʧʦʢʦʡʥʦ ʤʦʜʠʬʠʮʠʨʦʚʘʥʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ, ʧʦʩʢʦʣʴʢʫ 

ʦʪʩʫʪʩʪʚʫʝʪ ʢʘʢʦʡ-ʣʠʙʦ ʤʝʭʘʥʠʟʤ ʦʙʝʩʧʝʯʝʥʠʷ ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ. ɺ 

ʩʣʫʯʘʝ ʝʩʣʠ ʚ ʩʠʩʪʝʤʝ ʥʝʪ ʢʘʢʠʭ-ʣʠʙʦ ʧʨʦʚʝʨʦʢ ʪʦʛʦ, ʯʪʦ ʜʦʣʞʥʳ ʙʳʪʴ 

ʧʝʨʝʜʘʥʳ ʢʦʥʢʨʝʪʥʳʝ ʟʥʘʯʝʥʠʷ ʵʪʠʭ ʜʚʫʭ ʵʣʝʤʝʥʪʦʚ, ʜʘʥʥʳʝ ʘʪʘʢʠ ʧʨʦʡʜʫʪ 

ʫʩʧʝʰʥʦ. ʂʘʩʘʪʝʣʴʥʦ ʪʨʝʪʴʝʛʦ ʵʣʝʤʝʥʪʘ ʚʩʝ ʟʘʚʠʩʠʪ ʦʪ ʠʩʧʦʣʴʟʫʝʤʦʡ 

ʨʝʘʣʠʟʘʮʠʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʬʫʥʢʮʠʠ ʰʠʬʨʦʚʘʥʠʷ. ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʵʪʦ 

ʩʠʤʤʝʪʨʠʯʥʳʡ ʰʠʬʨ. ɺ ʩʣʫʯʘʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʪʘʥʜʘʨʪʥʳʭ ʩʠʤʤʝʪʨʠʯʥʳʭ 

ʘʣʛʦʨʠʪʤʦʚ ʠ ʩʧʝʮʠʘʣʴʥʳʭ ʨʝʞʠʤʦʚ, ʥʘʧʨʠʤʝʨ ʩʮʝʧʣʝʥʠʷ ʙʣʦʢʦʚ CBC ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʦʜʘ ʘʫʪʝʥʪʠʯʥʦʩʪʠ ʩʦʦʙʱʝʥʠʷ, ʧʨʠ ʨʘʩʰʠʬʨʦʚʢʝ ʵʣʝʤʝʥʪʘ 

ʵʪʦ ʙʫʜʝʪ ʦʙʥʘʨʫʞʝʥʘ, ʘ ʘʪʘʢʘ ʥʝ ʙʫʜʝʪ ʧʨʦʚʝʜʝʥʘ. 

ɺʝʨʠʬʠʢʘʮʠʷ ʪʝʩʪʦʚʦʛʦ ʧʨʦʪʦʢʦʣʘ 

ɼʣʷ ʧʨʠʤʝʨʘ ʙʳʣ ʚʟʷʪ ʩʣʝʜʫʶʱʠʡ ʧʨʦʪʦʢʦʣ, ʦʩʥʦʚʘʥʥʳʡ ʥʘ ʧʨʦʪʦʢʦʣʝ 

ʅʠʜʭʝʤʘ-ʐʨʝʜʝʨʘ: 

1. ὃᴼὄȡ Ὁ ὃȟὔὥ 

2. ὄᴼὃȡ Ὁ ὔὥȟὔὦȟὄ  

3. ὃᴼὄȡ Ὁ ὔὦ 

4. ὄᴼὃȡ Ὁ Ὧ 

5. ὃᴼὄȡ Ὁ ὓὩίίρ 

6. ὄᴼὃȡ Ὁ ὓὩίίς 
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ɺʨʝʤʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʜʘʥʥʦʛʦ ʧʨʦʪʦʢʦʣʘ 

ʩʦʩʪʘʚʠʣʦ 2 ʤʠʥʫʪʳ ʥʘ ʧʨʦʮʝʩʩʦʨʝ Intel Core i5-6400. ʇʦʩʢʦʣʴʢʫ 

ʦʙʥʘʨʫʞʠʚʘʶʪʩʷ ʪʦʣʴʢʦ ʘʪʘʢʠ ʧʦʚʪʦʨʦʤ ʠ ʥʘʨʫʰʝʥʠʝ ʮʝʣʦʩʪʥʦʩʪʠ, 

ʩʦʜʝʨʞʠʤʦʝ ʩʦʦʙʱʝʥʠʡ ʥʝ ʧʦʢʘʟʳʚʘʝʪʩʷ. ʉʦʦʙʱʝʥʠʝ ʦʙʦʟʥʘʯʘʝʪʩʷ ʙʫʢʚʦʡ M 

ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʠʥʜʝʢʩʦʤ. ʅʘ ʨʠʩʫʥʢʝ 3 ʧʨʝʜʩʪʘʚʣʝʥ ʨʝʟʫʣʴʪʘʪ 

ʧʨʦʚʝʜʝʥʠʷ ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ. 

 

ʈʠʩʫʥʦʢ 3 ï ɸʥʘʣʠʟ ʧʨʝʜʩʪʘʚʣʝʥʥʦʛʦ ʧʨʦʪʦʢʦʣʘ 

ɼʣʷ ʜʘʥʥʦʛʦ ʧʨʦʪʦʢʦʣʘ ʙʳʣʦ ʥʘʡʜʝʥʦ 4 ʘʪʘʢʠ ʧʦʚʪʦʨʦʤ. ɼʣʷ 

ʠʩʧʨʘʚʣʝʥʠʷ ʜʘʥʥʳʭ ʘʪʘʢ ʧʨʦʪʦʢʦʣ ʙʳʣ ʜʦʨʘʙʦʪʘʥ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 
1. ὃᴼὄȡ Ὁ ὃȟὔὥ 

2. ὄᴼὃȡ Ὁ ὔὥȟὔὦȟὄ  

3. ὃᴼὄȡ Ὁ ὔὦ 

4. ὄᴼὃȡ Ὁ Ὧ 

5. ὃᴼὄȡ Ὁ ὓὩίίρȟὍὲὨυ 

6. ὄᴼὃȡ Ὁ ὓὩίίςȟὍὲὨφ 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʦʚʪʦʨʥʦʛʦ ʘʥʘʣʠʟʘ ʘʪʘʢ ʦʙʥʘʨʫʞʝʥʦ ʥʝ ʙʳʣʦ. ɺ 

ʜʘʣʴʥʝʡʰʝʤ ʧʣʘʥʠʨʫʝʪʩʷ ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʜʣʷ 

ʦʙʥʘʨʫʞʝʥʠʷ ʚʩʝʭ ʪʠʧʦʚ ʘʪʘʢ ʥʘ ʧʨʦʪʦʢʦʣʳ, ʚ ʯʘʩʪʥʦʩʪʠ ʥʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 

ʠ ʩʝʢʨʝʪʥʦʩʪʴ ʧʝʨʝʜʘʚʘʝʤʳʭ ʜʘʥʥʳʭ. 
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ɸʅɸʃʀɿ ʉʋʑɽʉʊɺʋʖʑʀʍ ʇʈʆɹʃɽʄ ɺ ʆʈɻɸʅʀɿɸʎʀʀ 

ʅɽʇʈɽʈʓɺʅʆʁ ɼʆʉʊɸɺʂʀ ʀ ʈɸɿɺɽʈʊʓɺɸʅʀʀ 

ʇʈʆɻʈɸʄʄʅʆɻʆ ʇʈʆɼʋʂʊɸ 

ɹʨʶʭʘʥʦʚ ʂ. ɺ., ʇʝʪʨʦʚ ɺ. ɺ., ɸʚʢʩʝʥʪʴʝʚʘ ɽ.ʖ. 

ʋʥʠʚʝʨʩʠʪʝʪ ʀʊʄʆ, ʛ. ʉʘʥʢʪ-ʇʝʪʝʨʙʫʨʛ 

 

ɸʥʥʦʪʘʮʠʷ. ɺ ʩʪʘʪʴʝ ʦʧʠʩʳʚʘʶʪʩʷ ʥʝʢʦʪʦʨʳʝ ʧʨʦʙʣʝʤʥʳʝ ʤʦʤʝʥʪʳ, 

ʩʚʷʟʘʥʥʳʝ ʩ ʜʦʩʪʘʚʢʦʡ ʨʘʟʚʝʨʪʳʚʘʥʠʝʤ ʢʦʜʘ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ ʚ IT-

ʢʦʤʧʘʥʠʷʭ, ʘ ʪʘʢʞʝ ʫʢʘʟʘʥʳ ʥʝʢʦʪʦʨʳʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʠʟ ʯʠʩʣʘ ʣʫʯʰʠʭ 

ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʧʨʘʢʪʠʢ. ʈʘʩʩʤʦʪʨʝʥʥʳʝ ʚʦʧʨʦʩʳ ʟʘʪʨʘʛʠʚʘʶʪ ʧʨʦʙʣʝʤʳ 

ʤʝʪʦʜʦʣʦʛʠʠ DevOps, ʢʦʪʦʨʘʷ ʘʢʪʠʚʥʦ ʨʘʟʚʠʚʘʝʪʩʷ ʚ ʧʦʩʣʝʜʥʝʝ ʚʨʝʤʷ. 

ʈʘʩʩʤʦʪʨʝʥʳ ʦʩʥʦʚʥʳʝ ʪʝʥʜʝʥʮʠʠ ʚ ʧʦʜʜʝʨʞʢʝ ʠ ʩʦʧʨʦʚʦʞʜʝʥʠʠ ʧʨʦʮʝʩʩʘ 

ʨʘʟʨʘʙʦʪʢʠ ʚ ʩʦʚʨʝʤʝʥʥʳʭ ʨʝʘʣʠʷʭ. ʇʦʩʪʫʣʠʨʫʝʪʩʷ ʥʘʩʫʱʥʘʷ ʥʝʦʙʭʦʜʠʤʦʩʪʴ 

ʚʢʣʶʯʝʥʠʷ ʤʝʪʦʜʦʚ ʥʝʧʨʝʨʳʚʥʦʡ ʜʦʩʪʘʚʢʠ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʚ ʢʫʨʩʳ 

ʦʙʫʯʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʡ ʠʥʞʝʥʝʨʠʠ, ʘ ʪʘʢʞʝ ʧʨʝʧʦʜʘʚʘʥʠʷ ʤʝʪʦʜʦʚ 

ʥʝʧʨʝʨʳʚʥʦʡ ʠʥʪʝʛʨʘʮʠʠ ʠ ʩʙʦʨʢʠ, ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʠʥʪʝʛʨʘʮʠʠ, 

ʩʠʩʪʝʤʥʦʛʦ ʪʝʩʪʠʨʦʚʘʥʠʷ ʠ ʚʝʨʠʬʠʢʘʮʠʠ ʢʦʜʘ. ʂʨʦʤʝ ʪʦʛʦ, ʚʳʜʝʣʷʝʪʩʷ 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʨʦʩʚʝʱʝʥʠʷ ʦʪʥʦʩʠʪʝʣʴʥʦ ʨʝʘʣʠʡ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʢʦʜʘ ʚ 

ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʳʭ ʨʘʙʦʯʠʭ ʩʨʝʜʘʭ ʠ ʧʨʦʙʣʝʤ, ʢʘʩʘʶʱʠʭʩʷ ʤʠʛʨʘʮʠʠ 

ʜʘʥʥʳʭ, ʩʪʨʘʪʝʛʠʡ ʠ ʢʦʥʚʝʡʝʨʦʚ ʨʘʟʚʝʨʪʳʚʘʥʠʷ, ʘ ʪʘʢʞʝ ʩʪʘʥʜʘʨʪʦʚ 

ʨʘʟʨʘʙʦʪʢʠ ʤʝʭʘʥʠʟʤʦʚ ʩʙʦʨʘ ʠ ʧʝʨʝʜʘʯʠ ʪʝʣʝʤʝʪʨʠʠ. 

 

ɺ ʜʘʥʥʳʡ ʤʦʤʝʥʪ, ʦʜʥʠʤ ʠʟ ʩʘʤʳʭ ʚʦʩʪʨʝʙʦʚʘʥʥʳʭ ʥʘʧʨʘʚʣʝʥʠʡ ʚ IT-

ʵʢʩʧʣʫʘʪʘʮʠʠ ʷʚʣʷʝʪʩʷ ʥʘʣʘʜʢʘ ʠ ʦʙʝʩʧʝʯʝʥʠʝ ʥʝʧʨʝʨʳʚʥʦʡ ʜʦʩʪʘʚʢʠ ʠ 

ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʜʘ ʧʨʦʜʫʢʪʘ ʥʘ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʝ ʩʝʨʚʝʨʳ, ʩ 

ʧʦʤʦʱʴʶ ʨʘʟʥʦʦʙʨʘʟʥʳʭ ʢʦʤʙʠʥʘʮʠʡ ʪʝʭʥʦʣʦʛʠʡ ʠ ʠʥʩʪʨʫʤʝʥʪʦʚ. ʅʦʚʳʝ 

ʪʨʝʙʦʚʘʥʠʷ ʢ ʜʦʩʪʘʚʢʝ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʶ, ʧʨʦʜʠʢʪʦʚʘʥʥʳʝ ʨʘʟʚʠʪʠʝʤ 

ʪʝʭʥʦʣʦʛʠʡ ʠ ʤʝʪʦʜʦʣʦʛʠʡ ʨʘʟʨʘʙʦʪʢʠ, ʚʢʣʶʯʘʶʪ ʚ ʩʝʙʷ ʧʦʩʪʦʷʥʥʫʶ 

ʛʦʪʦʚʥʦʩʪʴ ʠ ʥʝʧʨʝʨʳʚʥʦʩʪʴ ʪʝʩʪʠʨʦʚʘʥʠʷ ʠʟʤʝʥʝʥʠʡ, ʧʦʜʛʦʪʦʚʢʫ ʠ 

ʥʘʩʪʨʦʡʢʫ ʪʝʩʪʦʚʦʡ ʩʨʝʜʳ ʜʣʷ ʢʦʤʘʥʜʳ ʦʙʝʩʧʝʯʝʥʠʷ ʢʘʯʝʩʪʚʘ. ʂʨʦʤʝ ʪʦʛʦ, 

ʧʦʩʪʦʷʥʥʦʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʝ ʨʘʟʚʠʪʠʝ ʩʜʝʣʘʣʦ ʚʦʟʤʦʞʥʳʤ ʠ ʜʦʩʪʫʧʥʳʤ 

ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʝʨʚʠʩʦʚ, ʘʧʧʘʨʘʪʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʢʦʪʦʨʳʝ ʨʘʥʝʝ ʥʝ 

ʨʘʩʩʤʘʪʨʠʚʘʣʠʩʴ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʧʨʦʠʟʚʦʜʩʪʚʝ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ ʜʘʥʥʳʡ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʧʨʦʨʳʚ, ʘ ʪʘʢʞʝ ʫʩʧʝʭ ʩʚʦʙʦʜʥʦ ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʦʛʦ ʇʆ, 

ʧʨʠʚʝʣʠ ʢ ʪʦʤʫ, ʯʪʦ ʧʦʜʭʦʜ ʢ ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʦʮʝʩʩʦʚ CI/CD ʟʥʘʯʠʪʝʣʴʥʦ 

ʠʟʤʝʥʠʣʩʷ. ʇʝʨʝʭʦʜ ʥʘ ʥʦʚʳʝ ʧʨʠʥʮʠʧʳ ʧʨʠʚʝʣ ʢ ʤʘʩʰʪʘʙʥʳʤ ʧʝʨʝʤʝʥʘʤ ʚ 

ʤʠʨʝ ʨʘʟʨʘʙʦʪʢʠ ʇʆ, ʦʢʘʟʘʚ ʩʠʣʴʥʦʝ ʚʣʠʷʥʠʝ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʫʶ ʢʫʣʴʪʫʨʫ, 

ʚʦʩʪʨʝʙʦʚʘʥʥʳʝ ʥʘʚʳʢʠ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʩʘʤʠ ʧʨʠʥʮʠʧʳ ʨʘʙʦʪʳ ʚ 

ʦʨʛʘʥʠʟʘʮʠʷʭ. 

ɺ ʩʚʷʟʠ ʩ ʨʘʟʚʠʪʠʝʤ ʪʝʭʥʦʣʦʛʠʠ ʦʙʣʘʯʥʳʭ ʚʳʯʠʩʣʝʥʠʡ ʦʙʣʘʯʥʘʷ ʩʨʝʜʘ 

ʩʪʘʥʦʚʠʪʩʷ ʥʘʠʙʦʣʝʝ ʧʝʨʩʧʝʢʪʠʚʥʳʤ ʧʫʪʝʤ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʢʣʠʝʥʪʘʤ 

ʦʪʨʘʩʣʝʚʳʭ ʨʝʰʝʥʠʡ. ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʥʝʧʨʝʨʳʚʥʦʡ ʧʦʩʪʘʚʢʠ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ ʛʨʫʧʧʳ ʨʘʟʨʘʙʦʪʢʠ, ʪʝʩʪʠʨʦʚʘʥʠʷ ʠ ʵʢʩʧʣʫʘʪʘʮʠʠ ʜʦʣʞʥʳ 
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ʵʬʬʝʢʪʠʚʥʦ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʠ ʨʘʙʦʪʘʪʴ ʩʦʚʤʝʩʪʥʦ. ʆʙʣʘʯʥʘʷ ʩʨʝʜʘ 

ʭʦʨʦʰʦ ʧʦʜʭʦʜʠʪ ʪʘʢʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ. ʆʜʥʘʢʦ ʵʪʘʧ ʨʘʟʚʝʨʪʳʚʘʥʠʷ, 

ʚʳʧʦʣʥʷʝʤʳʡ ʚ ʩʣʦʞʥʦʡ ʨʘʩʧʨʝʜʝʣʝʥʥʦʡ ʪʦʧʦʣʦʛʠʠ, ʧʦʜʚʝʨʞʝʥ ʦʰʠʙʢʘʤ ʠ, 

ʢʘʢ ʧʨʘʚʠʣʦ, ʪʨʝʙʫʝʪ ʨʫʯʥʦʛʦ ʧʦʠʩʢʘ ʠ ʫʩʪʨʘʥʝʥʠʷ ʥʝʠʩʧʨʘʚʥʦʩʪʝʡ. ʕʪʘʧ 

ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʦʜʫʢʪʦʚ ʚ ʨʘʤʢʘʭ ʧʨʦʮʝʩʩʘ ʥʝʧʨʝʨʳʚʥʦʡ ʧʦʩʪʘʚʢʠ ʯʘʩʪʦ 

ʩʦʟʜʘʝʪ ʫʟʢʠʝ ʤʝʩʪʘ ʠ ʦʪʨʠʮʘʪʝʣʴʥʦ ʚʣʠʷʝʪ ʥʘ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʧʨʦʮʝʩʩʘ 

DevOps. 

ʎʝʣʴʶ ʥʝʧʨʝʨʳʚʥʦʡ ʧʦʩʪʘʚʢʠ ʷʚʣʷʝʪʩʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʪʝʩʪʠʨʦʚʘʥʠʷ 

ʠʥʢʨʝʤʝʥʪʘʣʴʥʳʭ ʠʟʤʝʥʝʥʠʡ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʚ ʦʧʝʨʘʪʠʚʥʦʤ 

ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʦʙʥʦʚʣʝʥʥʳʭ ʚʝʨʩʠʡ ʥʘ ʨʘʙʦʯʝʡ ʧʣʘʪʬʦʨʤʝ ʤʘʢʩʠʤʘʣʴʥʦ 

ʵʬʬʝʢʪʠʚʥʳʤʠ ʠ ʙʝʟʦʧʘʩʥʳʤʠ ʤʝʪʦʜʘʤʠ. ʀʟʤʝʥʝʥʠʷ ʣʶʙʦʡ ʯʘʩʪʠ 

ʧʨʦʛʨʘʤʤʥʦʡ ʩʠʩʪʝʤʳ (ʥʘ ʫʨʦʚʥʝ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʧʨʠʣʦʞʝʥʠʷ ʠʣʠ ʜʘʥʥʳʭ 

ʥʘʩʪʨʦʡʢʠ) ʥʝʧʨʝʨʳʚʥʦ ʨʝʘʣʠʟʫʶʪʩʷ ʚ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʡ ʩʨʝʜʝ ʧʦʩʨʝʜʩʪʚʦʤ 

ʢʦʥʚʝʡʝʨʘ ʧʦʩʪʘʚʢʠ. ʊʘʢʦʡ ʧʦʜʭʦʜ ʜʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʫʚʝʨʝʥʥʦʩʪʴ, ʯʪʦ ʚ 

ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʡ ʩʨʝʜʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʘʤʘʷ ʩʚʝʞʘʷ ʚʝʨʩʠʷ ʢʦʜʘ, ʠ 

ʠʟʤʝʥʝʥʠʷ, ʚʥʦʩʠʤʳʝ ʧʨʦʛʨʘʤʤʠʩʪʘʤʠ, ʤʦʛʫʪ ʧʦʧʘʜʘʪʴ ʢ ʢʣʠʝʥʪʘʤ ʟʘ 

ʩʯʠʪʘʥʥʳʝ ʯʘʩʳ ʠʣʠ ʜʘʞʝ ʤʠʥʫʪʳ. 

ʈʘʩʩʤʦʪʨʠʤ ʥʘʠʙʦʣʝʝ ʦʙʱʠʡ ʩʮʝʥʘʨʠʡ ʨʝʘʣʠʟʘʮʠʠ CI/CD ʚ ʧʨʦʝʢʪʝ: 

1. ʂʦʤʘʥʜʘ ʨʘʟʨʘʙʦʪʢʠ ʚʳʧʫʩʢʘʝʪ ʥʦʚʫʶ ʚʝʨʩʠʶ ʧʨʦʜʫʢʪʘ (ʥʦʚʳʡ 

ʬʫʥʢʮʠʦʥʘʣ ʠʣʠ ʠʩʧʨʘʚʣʝʥʠʝ ʦʰʠʙʦʢ ʧʨʝʜʳʜʫʱʝʛʦ ʨʝʣʠʟʘ) 

2. ʉʝʨʚʠʩ ʥʝʧʨʝʨʳʚʥʦʡ ʠʥʪʝʛʨʘʮʠʠ (CI) ʧʨʦʚʝʨʷʝʪ ʥʦʚʳʡ ʢʦʜ ʨʷʜʦʤ 

ʪʝʩʪʦʚ, ʚʢʣʶʯʘʶʱʠʭ ʥʝʩʢʦʣʴʢʦ ʫʨʦʚʥʝʡ ʪʝʩʪʠʨʦʚʘʥʠʷ, ʪʘʢʠʝ ʢʘʢ 

ʩʠʥʪʘʢʩʠʯʝʩʢʠʝ, ʤʦʜʫʣʴʥʳʝ ʠ ʨʝʛʨʝʩʩʠʦʥʥʳʝ ʪʝʩʪʳ 

3. ɺ ʩʣʫʯʘʝ ʫʩʧʝʭʘ ʩʝʨʚʠʩ ʥʝʧʨʝʨʳʚʥʦʡ ʠʥʪʝʛʨʘʮʠʠ ʛʦʪʦʚʠʪ ʥʦʚʫʶ 

ʩʙʦʨʢʫ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ ʠ ʩʦʚʝʨʰʘʝʪ ʩʠʩʪʝʤʥʳʡ ʚʳʟʦʚ ʢ ʩʝʨʚʠʩʫ, 

ʦʩʫʱʝʩʪʚʣʷʶʱʝʤʫ ʥʝʧʨʝʨʳʚʥʫʶ ʜʦʩʪʘʚʢʫ (CD) 

4. ʉʦʚʤʝʩʪʥʦ ʩ ʩʝʨʚʠʩʦʤ ʥʝʧʨʝʨʳʚʥʦʛʦ ʨʘʟʚʝʨʪʳʚʘʥʠʷ (ʯʘʩʪʦ, ʵʪʦʪ 

ʬʫʥʢʮʠʦʥʘʣ ʚʳʧʦʣʥʷʝʪ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʩʝʨʚʠʩ), ʘʚʪʦʤʘʪʠʯʝʩʢʠʤ ʦʙʨʘʟʦʤ 

ʧʦʜʥʠʤʘʝʪʩʷ ʩʫʱʥʦʩʪʴ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ ʧʨʦʤʝʞʫʪʦʯʥʦʝ ʨʘʟʚʝʨʪʳʚʘʥʠʝ 

(staging), ʛʜʝ, ʚ ʫʩʣʦʚʠʷʭ ʙʣʠʟʢʠʤ ʢ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʤ, ʧʨʦʚʦʜʷʪʩʷ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʠʥʪʝʛʨʘʮʠʦʥʥʳʝ, ʜʳʤʦʚʳʝ ʠ ʥʘʛʨʫʟʦʯʥʳʝ ʪʝʩʪʳ 

5. ʇʦʩʣʝ ʫʩʧʝʰʥʦʛʦ ʧʨʦʚʝʜʝʥʠʷ stage-ʪʝʩʪʦʚ ʩʠʩʪʝʤʘ CI/CD ʜʦʩʪʘʚʣʷʝʪ 

ʥʦʚʫʶ ʚʝʨʩʠʶ ʧʨʦʜʫʢʪʘ ʥʘ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʝ ʤʦʱʥʦʩʪʠ, ʛʜʝ ʚʳʧʦʣʥʷʝʪʩʷ 

ʙʝʩʰʦʚʥʦʝ ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʧʘʨʘʣʣʝʣʴʥʦʡ ʠʥʩʪʘʣʣʷʮʠʠ ʧʨʦʜʫʢʪʘ 

6. ʇʨʦʠʟʚʦʜʠʪʩʷ ʧʝʨʝʢʣʶʯʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʪʨʘʬʬʠʢʘ ʥʘ ʥʦʚʫʶ 

ʚʝʨʩʠʶ ʇʆ 

ɼʘʥʥʳʡ ʩʮʝʥʘʨʠʡ ʷʚʣʷʝʪʩʷ ʥʘʠʙʦʣʝʝ ʦʙʱʠʤ ʠ ʧʦʢʨʳʚʘʝʪ ʙʦʣʴʰʠʥʩʪʚʦ 

ʥʫʞʜ ʢʦʤʘʥʜ ʨʘʟʨʘʙʦʪʢʠ ʠ ʵʢʩʧʣʫʘʪʘʮʠʠ, ʥʦ, ʚʩʸ ʞʝ, ʠʤʝʝʪ ʥʝʢʦʪʦʨʳʝ 

ʧʨʦʙʣʝʤʳ, ʥʘʧʨʠʤʝʨ: 

1. ɿʘʤʝʥʘ ʬʘʡʣʦʚ. ɿʘʯʘʩʪʫʶ ʪʨʝʙʫʝʪʩʷ ʦʙʥʦʚʣʝʥʠʝ ʠʣʠ ʟʘʤʝʥʘ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ, ʠʣʠ ʧʝʨʝʛʝʥʝʨʘʮʠʷ ʢʘʢʦʛʦ-ʪʦ ʩʪʘʪʠʯʥʦʛʦ 

ʢʦʥʪʝʥʪʘ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʧʦʣʫʯʘʪʴ ʦʰʠʙʢʠ, ʧʦʢʘ ʥʝ 

ʧʨʦʠʟʦʰʣʦ ʧʝʨʝʢʣʶʯʝʥʠʷ ʪʨʘʬʬʠʢʘ ʩʦ ʩʪʘʨʦʡ ʚʝʨʩʠʠ ʇʆ ʥʘ ʥʦʚʫʶ. ɺ ʩʣʫʯʘʝ 
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ʞʝ, ʢʦʛʜʘ ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʟʘʢʦʥʯʠʣʦʩʴ ʥʝʫʜʘʯʝʡ, ʝʩʪʴ ʨʠʩʢ ʥʝʩʦʚʤʝʩʪʠʤʦʩʪʠ 

ʬʘʡʣʦʚ. 

2. ʆʙʥʦʚʣʝʥʠʝ ʩʠʩʪʝʤʥʳʭ ʨʝʩʫʨʩʦʚ. ʇʨʝʜʧʦʣʦʞʠʤ, ʚʘʰʘ ʩʠʩʪʝʤʘ 

ʢʦʥʬʠʛʫʨʠʨʫʝʪʩʷ ʧʦʜ ʩʘʤʦʦʙʩʣʫʞʠʚʘʥʠʝ, ʥʘʩʪʨʘʠʚʘʶʪʩʷ ʧʣʘʥʠʨʦʚʱʠʢʠ ʠ 

ʩʠʩʪʝʤʥʳʝ ʜʝʤʦʥʳ. ɺʦ ʚʨʝʤʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʥʦʚʦʡ ʚʝʨʩʠʠ, ʫ ʚʘʩ ʤʦʛʫʪ 

ʟʘʤʝʥʷʪʴʩʷ ʢʦʤʘʥʜʳ ʠ ʧʨʝʬʠʢʩʳ ʜʣʷ ʩʠʩʪʝʤʥʳʭ ʚʳʟʦʚʦʚ. ʆʜʥʘʢʦ, 

ʩʫʱʝʩʪʚʫʝʪ ʚʝʨʦʷʪʥʦʩʪʴ, ʯʪʦ ʢʘʢʠʝ-ʪʦ ʠʟ ʵʪʠʭ ʬʫʥʢʮʠʡ ʧʦʪʨʝʙʫʶʪʩʷ ʜʣʷ 

ʨʘʙʦʪʘʶʱʝʡ ʥʘ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ ʧʨʝʜʳʜʫʱʝʡ ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ, ʠʟ-ʟʘ ʯʝʛʦ 

ʦʥʦ ʥʝ ʙʫʜʝʪ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ ʦʙʩʣʫʞʝʥʘ ʠ ʨʘʙʦʪʘ ʩʝʨʚʝʨʘ ʤʦʞʝʪ ʙʳʪʴ 

ʥʘʨʫʰʝʥʘ. 

3. ʂʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʙʘʟ ʜʘʥʥʳʭ. ʀʟʤʝʥʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʙʘʟʳ 

ʜʘʥʥʳʭ ʧʦʨʦʞʜʘʶʪ ʥʘʠʙʦʣʝʝ ʩʣʦʞʥʳʝ ʧʨʦʙʣʝʤʳ. ʆʙʥʦʚʣʝʥʠʝ ʨʝʰʝʥʠʷ 

ʧʨʠʚʦʜʠʪ ʢ ʠʟʤʝʥʝʥʠʷʤ ʩʪʨʫʢʪʫʨʳ ʪʘʙʣʠʮ, ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʧʦʣʥʦʤʦʯʠʡ, 

ʩʦʭʨʘʥʝʥʥʳʭ ʜʘʥʥʳʭ ʠ ʪ. ʜ. ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʙʘʟʘ ʜʘʥʥʳʭ 

ʤʦʞʝʪ ʩʪʘʪʴ ʥʝʜʦʩʪʫʧʥʘ ʜʣʷ ʨʘʙʦʪʘʶʱʝʛʦ ʧʨʠʣʦʞʝʥʠʷ, ʥʘ ʚʨʝʤʷ ʧʨʠʤʝʥʝʥʠʷ 

ʥʦʚʳʭ ʤʠʛʨʘʮʠʡ. ʊʘʢʞʝ, ʩʫʱʝʩʪʚʫʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʦʰʠʙʢʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ, ʠʟ-

ʟʘ ʯʝʛʦ ʙʘʟʘ ʜʘʥʥʳʭ ʫʞʝ ʥʝ ʙʫʜʝʪ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʪʨʝʙʫʝʤʦʡ ʜʣʷ ʥʦʨʤʘʣʴʥʦʡ 

ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ, ʠ ʜʘʞʝ ʧʦʚʪʦʨʥʦʝ ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʧʨʝʞʥʝʡ ʚʝʨʩʠʠ ʥʝ 

ʨʝʰʠʪ ʧʨʦʙʣʝʤʫ, ʪ. ʢ. ʧʦʪʨʝʙʫʝʪʩʷ ʨʘʟʨʘʙʦʪʢʘ ʩʧʝʮʠʘʣʴʥʳʭ ʦʙʨʘʪʥʳʭ 

ʤʠʛʨʘʮʠʡ. 

ʉʪʦʠʪ ʟʘʤʝʪʠʪʴ, ʯʪʦ ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʚʳʰʝ ʧʨʦʙʣʝʤʳ ï ʤʦʛʫʪ ʚʦʟʥʠʢʥʫʪʴ 

ʜʘʞʝ ʚ ʙʣʠʟʢʦʡ ʢ ʠʜʝʘʣʴʥʦʡ ʩʨʝʜʝ, ʥʦ ʦʜʥʘ ʠʟ ʦʩʥʦʚʥʳʭ ʩʣʦʞʥʦʩʪʝʡ 

ʚʥʝʜʨʝʥʠʷ ʤʝʪʦʜʦʣʦʛʠʠ DevOps ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦ ʥʝʪ ʝʜʠʥʦʡ ʢʘʨʪʠʥʳ, ʢʘʢ 

ʜʦʣʞʝʥ ʚʳʛʣʷʜʝʪʴ ʧʨʦʮʝʩʩ ʥʝʧʨʝʨʳʚʥʦʡ ʜʦʩʪʘʚʢʠ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʦʜʫʢʪʘ. 

ʄʥʦʛʠʝ IT-ʢʦʤʧʘʥʠʠ ʟʥʘʶʪ ʦ DevOps ʩʣʠʰʢʦʤ ʤʘʣʦ, ʠʥʦʛʜʘ ʠ ʚʦʚʩʝ ʥʝ 

ʧʦʥʠʤʘʶʪ ʵʪʦʡ ʤʝʪʦʜʦʣʦʛʠʠ, ʚ ʜʨʫʛʠʭ ʞʝ ʫʞʝ ʝʩʪʴ ʠʩʪʦʨʠʯʝʩʢʠ 

ʩʣʦʞʠʚʰʠʝʩʷ ʨʝʰʝʥʠʷ, ʧʦʚʝʨʭ ʢʦʪʦʨʳʭ ʧʨʠʭʦʜʠʪʩʷ ʚʳʩʪʨʘʠʚʘʪʴ ʥʦʚʳʝ 

ʧʨʦʮʝʩʩʳ. ʉ ʫʯʝʪʦʤ ʚʳʩʦʢʠʭ ʪʨʝʙʦʚʘʥʠʡ ʢ ʢʚʘʣʠʬʠʢʘʮʠʠ devops-

ʩʧʝʮʠʘʣʠʩʪʦʚ, ʠ ʠʭ ʥʝʭʚʘʪʢʦʡ ʥʘ ʨʳʥʢʝ ʪʨʫʜʘ, ʨʘʙʦʪʦʜʘʪʝʣʴ ʟʘʯʘʩʪʫʶ 

ʚʳʥʫʞʜʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʞʝ ʠʤʝʶʱʠʝʩʷ ʫ ʥʝʛʦ ʨʝʩʫʨʩʳ, ʠ ʦʪʜʘʚʘʪʴ devops-

ʟʘʜʘʯʠ ʥʘ ʠʥʞʝʥʝʨʦʚ, ʢʦʪʦʨʳʝ ʝʱʝ ʥʝ ʫʩʧʝʣʠ ʠʟʫʯʠʪʴ ʪʝʤʫ ʚ ʜʦʣʞʥʦʡ ʤʝʨʝ. 

ʂʘʢ ʠʪʦʛ, ʚ ʩʠʩʪʝʤʝ ʧʦʣʫʯʘʝʪʩʷ ʙʦʣʴʰʝ ʩʣʘʙʳʭ ʤʝʩʪ, ʯʝʤ ʚ ʨʘʩʩʤʦʪʨʝʥʥʦʡ 

ʚʳʰʝ ʚʝʨʩʠʠ. 

ʀʟ ʵʪʦʛʦ ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʚʳʚʦʜ, ʯʪʦ ʦʪʩʫʪʩʪʚʠʝ ʧʨʘʚʠʣʴʥʦʛʦ ʧʦʥʠʤʘʥʠʷ 

ʤʝʪʦʜʦʣʦʛʠʠ ʠ ʘʥʘʣʠʪʠʯʝʩʢʠʡ ʧʦʜʭʦʜ ʢ ʧʦʩʪʨʦʝʥʠʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ 

ʤʝʪʦʜʦʚ ʜʦʩʪʘʚʢʠ ʢʦʜʘ ï ʷʚʣʷʝʪʩʷ ʦʜʥʦʡ ʠʟ ʢʣʶʯʝʚʳʭ ʧʨʦʙʣʝʤ ʧʨʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ CI/CD. ʆʪʩʶʜʘ ʞʝ ʚʳʪʝʢʘʶʪ ʠ ʩʣʝʜʫʶʱʠʝ ʚʦʟʤʦʞʥʳʝ 

ʧʨʦʙʣʝʤʳ: 

1. ʏʝʣʦʚʝʯʝʩʢʠʡ ʬʘʢʪʦʨ. ʇʝʨʚʳʡ ʠ ʩʘʤʳʡ ʩʫʱʝʩʪʚʝʥʥʳʡ ʨʠʩʢ ʩʚʷʟʘʥ ʩ 

ʯʝʣʦʚʝʯʝʩʢʠʤ ʬʘʢʪʦʨʦʤ. ʇʨʝʜʩʪʘʚʠʤ ʩʝʙʝ ʩʠʪʫʘʮʠʶ, ʢʦʛʜʘ ʥʝʦʙʭʦʜʠʤʦ 

ʥʘʩʪʨʦʠʪʴ ʝʱʸ ʥʝʩʢʦʣʴʢʦ ʩʝʨʚʝʨʦʚ, ʘʥʘʣʦʛʠʯʥʳʭ ʩʫʱʝʩʪʚʫʶʱʠʤ. ɽʩʣʠ 

ʩʧʝʮʠʘʣʠʩʪ, ʢʦʪʦʨʳʡ ʧʨʦʠʟʚʦʜʠʣ ʧʨʝʜʳʜʫʱʠʝ ʫʩʪʘʥʦʚʢʠ ʠʣʠ ʥʘʩʪʨʦʡʢʠ ʚ 

ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʥʝʜʦʩʪʫʧʝʥ ʧʦ ʢʘʢʠʤ-ʣʠʙʦ ʧʨʠʯʠʥʘʤ (ʙʦʣʝʥ, ʫʚʦʣʠʣʩʷ ʠ ʪ. ʜ.) 
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ʠ ʥʝ ʧʦʜʛʦʪʦʚʠʣ ʧʦʜʨʦʙʥʳʭ ʠʥʩʪʨʫʢʮʠʡ, ʪʦ ʩʠʪʫʘʮʠʷ ʟʥʘʯʠʪʝʣʴʥʦ 

ʦʩʣʦʞʥʷʝʪʩʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʢʘʞʜʳʡ ʥʦʚʳʡ ʩʧʝʮʠʘʣʠʩʪ ʜʦʣʞʝʥ ʠʟʫʯʠʪʴ ʚʝʩʴ 

ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʘ ʧʦʣʥʦʩʪʴʶ, ʧʨʠ ʵʪʦʤ ʫ ʥʝʛʦ ʥʝʪ ʧʨʘʚʘ ʥʘ ʦʰʠʙʢʫ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʙʫʜʝʪ ʧʦʪʨʘʯʝʥʦ ʥʝʦʧʨʝʜʝʣʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʚʨʝʤʝʥʠ ʥʘ 

ʥʘʩʪʨʦʡʢʫ, ʧʨʠ ʵʪʦʤ ʨʝʟʫʣʴʪʘʪ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʛʘʨʘʥʪʠʨʦʚʘʥʥʦ ʫʩʧʝʰʥʳʤ. 

ʂʨʦʤʝ ʵʪʦʛʦ, ʚʩʝʛʜʘ ʝʩʪʴ ʚʝʨʦʷʪʥʦʩʪʴ, ʯʪʦ ʘʚʪʦʨ ʤʝʪʦʜʘ ʥʘʩʪʨʦʡʢʠ ï ʪʦʞʝ 

ʜʦʧʫʩʪʠʣ ʦʰʠʙʢʫ, ʟʘʙʳʣ ʧʦʢʨʳʪʴ ʪʝʩʪʘʤʠ ʧʨʦʮʝʩʩʳ, ʦʪʚʝʯʘʶʱʠʝ ʟʘ ʜʦʩʪʘʚʢʫ 

ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʝ, ʠʣʠ ʧʨʦʩʪʦ ʥʝ ʫʯʝʣ ʢʘʢʦʡ-ʪʦ ʤʦʤʝʥʪ, ʢʦʪʦʨʳʡ ʥʝ ʚʳʟʳʚʘʣ 

ʧʨʦʙʣʝʤ ʧʨʠ ʧʨʦʰʣʳʭ ʨʘʟʚʝʨʪʳʚʘʥʠʷʭ. ʅʝ ʩʪʦʠʪ ʪʘʢʞʝ ʟʘʙʳʚʘʪʴ, ʯʪʦ, 

ʥʝʨʝʜʢʦ, ʚ ʢʦʤʧʘʥʠʷʭ ʨʘʟʨʘʙʘʪʳʚʘʶʪʩʷ ʥʝʩʢʦʣʴʢʦ ʧʨʦʝʢʪʦʚ, ʘ ʦʪʜʝʣ IT-

ʵʢʩʧʣʫʘʪʘʮʠʠ, ʦʙʳʯʥʦ, ʦʜʠʥ, ʠ ʦʜʠʥ ʠʥʞʝʥʝʨ ʵʢʩʧʣʫʘʪʘʮʠʠ ʦʙʩʣʫʞʠʚʘʝʪ 

ʥʝʩʢʦʣʴʢʦ ʧʨʦʝʢʪʦʚ. ɽʩʣʠ ʥʝʪ ʝʜʠʥʦʡ ʩʭʝʤʳ ʠ ʢʦʥʮʝʧʮʠʠ, ʪʦ ʧʨʦʮʝʩʩʳ ʚ 

ʨʘʟʥʳʭ ʢʦʤʘʥʜʘʭ ʙʫʜʫʪ ʚʳʩʪʨʦʝʥʳ ʧʦ-ʨʘʟʥʦʤʫ, ʯʪʦ ʟʥʘʯʠʪʝʣʴʥʦ ʟʘʪʨʫʜʥʠʪ 

ʧʦʩʣʝʜʫʶʱʝʝ ʨʘʟʚʠʪʠʝ devops ʚ ʢʦʤʧʘʥʠʠ, ʠ ʩʜʝʣʘʝʪ ʚʳʩʦʢʠʡ ʧʦʨʦʛ 

ʚʭʦʞʜʝʥʠʷ ʠʥʞʝʥʝʨʘ ʵʢʩʧʣʫʘʪʘʮʠʠ ʚ ʜʨʫʛʦʡ ʧʨʦʝʢʪ, ʛʜʝ ʫʞʝ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʧʨʦʮʝʩʩʳ, ʦʪʣʠʯʥʳʝ ʦʪ ʪʝʭ, ʩ ʢʦʪʦʨʳʤʠ ʦʥ ʨʘʙʦʪʘʣ ʨʘʥʝʝ. 

2. ʅʝʠʜʝʤʧʦʪʝʥʪʥʳʝ ʩʮʝʥʘʨʠʠ. ʀʜʝʤʧʦʪʝʥʪʥʦʩʪʴ ʷʚʣʷʝʪʩʷ ʚʘʞʥʝʡʰʠʤ 

ʘʪʨʠʙʫʪʦʤ ʩʮʝʥʘʨʠʝʚ ʥʝʧʨʝʨʳʚʥʦʡ ʜʦʩʪʘʚʢʠ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʢʦʜʘ, ʦʩʦʙʝʥʥʦ 

ʚ ʫʩʣʦʚʠʷʭ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. ʀʥʞʝʥʝʨ ʜʦʣʞʝʥ ʙʳʪʴ ʫʚʝʨʝʥ, 

ʯʪʦ ʢʘʞʜʳʡ ʨʘʟ, ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʩʮʝʥʘʨʠʝʚ, ʨʝʟʫʣʴʪʘʪ ʙʫʜʝʪ ʦʜʥʦʟʥʘʯʥʦ 

ʛʘʨʘʥʪʠʨʦʚʘʥʥʳʤ ʠ ʦʞʠʜʘʝʤʳʤ, ʠ ʥʝʠʟʤʝʥʥʳʤ, ʧʨʠ ʧʦʚʪʦʨʥʦʤ 

ʧʨʦʠʛʨʳʚʘʥʠʠ ʪʦʛʦ ʞʝ ʩʮʝʥʘʨʠʠ. ɿʘʯʘʩʪʫʶ, ʧʨʠ ʚʥʝʜʨʝʥʠʠ devops ʚ 

ʢʦʤʧʘʥʠʠ, ʠʥʞʝʥʝʨʳ ʩʪʘʨʘʶʪʩʷ ʨʘʟʨʘʙʦʪʘʪʴ ʙʠʟʥʝʩ-ʨʝʰʝʥʠʝ, ʠ ʤʦʛʫʪ ʥʝ 

ʫʯʝʩʪʴ ʠʜʝʤʧʦʪʝʥʪʥʦʩʪʴ, ʠʣʠ ʞʝ ʧʨʦʩʪʦ ʥʝ ʟʥʘʪʴ ʦʙ ʵʪʦʤ ʪʨʝʙʦʚʘʥʠʠ. ʊʘʢʦʡ 

ʚʘʨʠʘʥʪ ʧʨʝʜʩʪʘʚʣʷʝʪ ʠʟ ʩʝʙʷ ʙʦʤʙʫ ʟʘʤʝʜʣʝʥʥʦʛʦ ʜʝʡʩʪʚʠʷ, ʪ. ʢ. ʩʫʱʝʩʪʚʫʝʪ 

ʚʝʨʦʷʪʥʦʩʪʴ ʜʦʩʪʘʚʠʪʴ ʥʘ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʝ ʤʦʱʥʦʩʪʠ ʥʝʦʞʠʜʘʝʤʳʡ ʢʦʜ 

(ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʢʪʦ-ʪʦ ʦʙʥʦʚʠʣ ʤʦʜʫʣʴ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ 

ʢʦʥʬʠʛʫʨʘʮʠʷʤʠ ʜʣʷ ʦʜʥʦʛʦ ʧʨʦʝʢʪʘ, ʠ ʪʝʤ ʩʘʤʳʤ ʧʦʚʣʠʷʣ ʥʘ ʦʩʪʘʣʴʥʳʝ, ʛʜʝ 

ʵʪʦʛʦ ʥʝ ʦʞʠʜʘʶʪ). 

3. ʍʨʘʥʝʥʠʝ ʯʫʚʩʪʚʠʪʝʣʴʥʳʭ ʜʘʥʥʳʭ ʠ ʦʨʛʘʥʠʟʘʮʠʷ ʜʦʩʪʫʧʘ. ʆʜʠʥ ʠʟ 

ʩʘʤʳʭ ʚʘʞʥʳʭ ʤʦʤʝʥʪʦʚ ʚ devops ï ʧʦʜʭʦʜ ʢ ʭʨʘʥʝʥʠʶ ʩʝʢʨʝʪʥʳʭ ʜʘʥʥʳʭ, 

ʦʛʨʘʥʠʯʝʥʠʶ ʧʨʘʚ, ʦʨʛʘʥʠʟʘʮʠʠ ʩʝʪʝʚʦʛʦ ʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʜʦʩʪʫʧʘ. ɼʦ 

ʩʠʭ ʧʦʨ ʥʝʪ ʝʜʠʥʳʭ ʧʨʠʥʷʪʳʭ ʧʨʘʢʪʠʢ ʠ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʧʦʟʚʦʣʷʶʱʠʭ ʨʝʰʠʪʴ 

ʵʪʫ ʧʨʦʙʣʝʤʫ, ʠ ʠʥʞʝʥʝʨʘʤ ʧʨʠʭʦʜʠʪʩʷ ʢʘʞʜʳʡ ʨʘʟ ʧʨʦʚʦʜʠʪʴ ʠʩʩʣʝʜʦʚʘʥʠʷ, 

ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʝʢʫʱʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ ʧʨʠʥʷʪʳʭ ʤʝʪʦʜʦʚ 

ʦʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ. ʇʦ ʵʪʦʡ ʧʨʠʯʠʥʝ ʚʥʝʜʨʝʥʠʝ ʤʝʪʦʜʦʣʦʛʠʠ devops ʥʘ 

ʧʨʝʜʧʨʠʷʪʠʠ ʫʩʣʦʞʥʷʝʪʩʷ ʪʝʤ, ʯʪʦ ʥʝʣʴʟʷ ʦʜʥʦʟʥʘʯʥʦ ʥʘʡʪʠ ʨʝʰʝʥʠʝ ʧʦʜ 

ʩʚʦʡ ʯʘʩʪʥʳʡ ʩʣʫʯʘʡ, ʘ ʧʨʠʤʝʥʝʥʠʝ ʯʫʞʠʭ ʧʨʘʢʪʠʢ ï ʥʝ ʚʩʝʛʜʘ ʛʘʨʘʥʪʠʨʫʝʪ 

ʙʝʟʦʧʘʩʥʦʩʪʴ. 

4. ʆʧʨʝʜʝʣʝʥʥʘʷ ʤʦʜʝʣʴ ʙʶʜʞʝʪʠʨʦʚʘʥʠʷ, ʙʦʣʝʝ ʧʦʜʭʦʜʷʱʘʷ ʜʣʷ 

Waterfall ʤʝʪʦʜʦʣʦʛʠʠ. 

5. ɺʳʩʦʢʠʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ ʥʝʚʦʟʤʦʞʥʦʩʪʴ 

ʨʘʟʤʝʱʝʥʠʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʥʘʮʠʦʥʘʣʴʥʳʭ IT ʧʨʦʝʢʪʦʚ ʚ ʟʦʥʝ 
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ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʢʦʤʤʝʨʯʝʩʢʠʭ, ʠʥʦʩʪʨʘʥʥʳʭ ʢʦʤʧʘʥʠʡ, ʥʘʧʨʠʤʝʨ Amazon, 

Microsoft. 

6. ɺʳʩʦʢʠʡ ʦʙʲʝʤ ñlegacycodeò, ñlegacyinfrastructureò, ʢʦʪʦʨʳʝ 

ʥʝʦʙʭʦʜʠʤʦ ʧʦʜʜʝʨʞʠʚʘʪʴ. ʅʝʦʙʭʦʜʠʤʦʩʪʴ ʠʥʪʝʛʨʘʮʠʠ ʩ ʙʦʣʴʰʠʤ 

ʢʦʣʠʯʝʩʪʚʦʤ ʫʩʪʘʨʝʚʰʠʭ ʩʠʩʪʝʤ. 

ʀʟ ʩʢʘʟʘʥʥʦʛʦ ʚʳʰʝ, ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʚʳʚʦʜ, ʯʪʦ ʧʨʦʮʝʩʩ ʧʦʩʪʨʦʝʥʠʷ 

devops ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ ʤʦʞʝʪ ʥʝʩʪʠ ʟʘ ʩʦʙʦʡ ʨʷʜ ʧʨʦʙʣʝʤ, ʠ ʥʝ ʚʩʝʛʜʘ 

ʨʝʰʘʪʴ ʟʘʜʘʯʠ, ʜʣʷ ʢʦʪʦʨʳʭ ʩʦʟʜʘʥ. 

ʇʝʨʚʳʤ ʚʘʞʥʳʤ ʰʘʛʦʤ ʷʚʣʷʝʪʩʷ ʦʪʢʘʟ ʦʪ ʦʪʥʦʰʝʥʠʷ ʢ ʩʝʨʚʝʨʘʤ, ʢʘʢ 

ʪʨʫʜʥʦ ʥʘʩʪʨʘʠʚʘʝʤʦʤʫ, ʫʥʠʢʘʣʴʥʦʤʫ ʵʣʝʤʝʥʪʫ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʧʝʨʝʭʦʜ ʦʪ 

ʨʫʯʥʦʡ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʝʨʘ ʢ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʤʫ, ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʤʫ 

ʫʧʨʘʚʣʝʥʠʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʢʘʞʜʦʛʦ 

ʩʝʨʚʝʨʘ ʜʦʣʞʝʥ ʙʳʪʴ ʦʧʠʩʘʥ ʚ ʚʠʜʝ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʣʝʛʢʦ ʯʠʪʘʝʤʦʡ, 

ʠʟʤʝʥʷʝʤʦʡ, ʠ ʛʦʪʦʚʦʡ ʢ ʤʥʦʛʦʢʨʘʪʥʦʤʫ ʙʝʟʦʧʘʩʥʦʤʫ ʧʝʨʝʠʩʧʦʣʴʟʦʚʘʥʠʶ, 

ʦʙʝʩʧʝʯʠʚʘʶʱʝʡ ʦʜʥʦʟʥʘʯʥʳʡ ʛʘʨʘʥʪʠʨʦʚʘʥʥʳʡ ʨʝʟʫʣʴʪʘʪ. ʇʨʠʤʝʨʘʤʠ 

ʧʨʦʤʳʰʣʝʥʥʳʭ ʩʠʩʪʝʤ-ʦʨʢʝʩʪʨʘʪʦʨʦʚ ʷʚʣʷʶʪʩʷ Chef ʠʣʠ Ansible. ɼʘʥʥʳʝ 

ʩʠʩʪʝʤʳ ʧʦʟʚʦʣʷʶʪ ʫʧʨʘʚʣʷʪʴ ʙʦʣʴʰʠʤ ʢʦʣʠʯʝʩʪʚʦʤ ʩʝʨʚʝʨʦʚ ʩ 

ʤʠʥʠʤʘʣʴʥʳʤʠ ʟʘʪʨʘʪʘʤʠ. 

ʉʣʝʜʫʶʱʠʤ ʚʘʞʥʳʤ ʰʘʛʦʤ ʷʚʣʷʝʪʩʷ ʧʨʠʤʝʥʝʥʠʷ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʛʦ 

ʪʝʩʪʠʨʦʚʘʥʠʷ ʜʣʷ ʢʘʢ ʤʦʞʥʦ ʙʦʣʴʰʝʛʦ ʧʦʢʨʳʪʠʷ ʬʫʥʢʮʠʦʥʘʣʘ 

ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʛʦ ʢʦʜʘ (ʢʘʢ ʧʨʦʛʨʘʤʤʥʦʛʦ, ʪʘʢ ʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʥʦʛʦ). ʀʥʘʯʝ 

ʛʦʚʦʨʷ, ʠʤʝʷ ʨʘʟʚʝʨʥʫʪʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʥʦ ʙʝʟ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʛʦ 

ʪʝʩʪʠʨʦʚʘʥʠʷ, ʫʟʢʠʤ ʤʝʩʪʦʤ ʧʨʦʮʝʩʩʘ ʨʘʟʨʘʙʦʪʢʠ ʙʫʜʝʪ ʩʚʦʝʚʨʝʤʝʥʥʘʷ 

ʧʨʦʚʝʨʢʘ ʬʫʥʢʮʠʦʥʘʣʘ. ɸʚʪʦʤʘʪʠʟʠʨʦʚʘʥʠʝ ʧʨʦʮʝʩʩʘ ʪʝʩʪʠʨʦʚʘʥʠʷ ʜʦʣʞʥʦ 

ʥʘʯʠʥʘʪʴʩʷ ʩ ʩʦʙʩʪʚʝʥʥʦ ʥʘʧʠʩʘʥʠʷ ʢʦʜʘ ʇʆ (ʤʦʜʫʣʴʥʦʝ ʪʝʩʪʠʨʦʚʘʥʠʝ), 

ʧʨʠʤʝʥʝʥʠʝ ʧʝʨʚʠʯʥʳʭ ʪʝʩʪʦʚ ʥʘ ʩʝʨʚʝʨʝ, ʦʪʚʝʯʘʶʱʠʤ ʟʘ ʩʙʦʨʢʫ ʇʆ, ʘ 

ʪʘʢʞʝ ʪʝʩʪ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʝʨʚʝʨʦʚ. ʕʪʦ ʧʦʟʚʦʣʠʪ ʩʥʠʟʠʪʴ ʥʘʛʨʫʟʢʫ ʥʘ 

ʢʦʤʘʥʜʫ ʦʙʝʩʧʝʯʝʥʠʷ ʢʘʯʝʩʪʚʘ ʇʆ ʠ ʟʥʘʯʠʪʝʣʴʥʦ ʩʥʠʟʠʪ ʚʨʝʤʷ ʧʨʦʭʦʞʜʝʥʠʷ 

ʇʆ ʥʘ ʢʦʥʚʝʡʝʨʝ. ɿʘʢʣʶʯʠʪʝʣʴʥʳʤ ʣʦʛʠʯʥʳʤ ʰʘʛʦʤ ʷʚʣʷʝʪʩʷ 

ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʡ ʩʙʦʨ ʠ ʘʥʘʣʠʟ ʣʦʛ-ʬʘʡʣʦʚ ʩʦ ʚʩʝʭ ʩʝʨʚʝʨʦʚ, ʜʣʷ 

ʩʚʦʝʚʨʝʤʝʥʥʦʛʦ ʦʧʦʚʝʱʝʥʠʷ ʚʩʝʭ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʭ ʣʠʮ ʠ ʧʨʦʘʢʪʠʚʥcʦʤ 

ʥʘʙʣʶʜʝʥʠʠ ʟʘ ʩʦʩʪʦʷʥʠʝʤ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʚ ʮʝʣʦʤ. ʉʣʝʜʦʚʘʥʠʝ 

ʧʝʨʝʯʠʩʣʝʥʥʳʤ ʚʳʰʝ ʨʝʢʦʤʝʥʜʘʮʠʷʤ ʧʦʟʚʦʣʠʪ ʧʦʩʪʨʦʠʪʴ ʫʩʪʦʡʯʠʚʫʶ, 

ʤʘʩʰʪʘʙʠʨʫʝʤʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʩʧʦʩʦʙʥʫʶ ʨʘʙʦʪʘʪʴ ʚ ʠʥʪʝʥʩʠʚʥʦʤ 

ʧʨʦʮʝʩʩʝ ʨʘʟʨʘʙʦʪʢʠ. 

ɺʥʝʜʨʝʥʠʝ DevOps ʪʨʝʙʫʝʪ ʚʦʚʣʝʯʝʥʥʦʩʪʠ ʚ ʧʨʦʮʝʩʩ ʢʘʞʜʦʛʦ ʫʯʘʩʪʥʠʢʘ 

ʧʨʦʮʝʩʩʘ, ʦʪ ʦʪʜʝʣʦʚ ʪʝʩʪʠʨʦʚʘʥʠʷ ʠ ʨʘʟʨʘʙʦʪʢʠ, ʜʦ ʤʝʥʝʜʞʝʨʦʚ ʠ ʦʪʜʝʣʘ 

ʵʢʩʧʣʫʘʪʘʮʠʷ. ʅʘ ʢʘʞʜʦʤ ʵʪʘʧʝ, ʪʨʝʙʫʝʪʩʷ ʧʦʩʪʦʷʥʥʳʡ ʨʝʪʨʦʩʧʝʢʪʠʚʥʳʡ 

ʘʥʘʣʠʟʘ ʧʨʦʮʝʩʩʘ ð ʚʝʜʴ ʚ ʨʝʟʫʣʴʪʘʪʝ ʩʣʫʯʘʡʥʳʭ ʦʰʠʙʦʢ ʧʨʠ ʠʟʤʝʥʝʥʠʠ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦʣʥʦʩʪʴʶ ʦʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʨʘʙʦʪʘ ʩʠʩʪʝʤ. ʅʝʦʙʭʦʜʠʤʦ 

ʫʣʫʯʰʘʪʴ ʪʝʣʝʤʝʪʨʠʶ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʦʣʝʝ ʫʩʧʝʰʥʦʛʦ ʦʙʥʘʨʫʞʝʥʠʷ 

ʦʰʠʙʦʢ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ, ʟʘʱʠʪʳ ʢʦʥʚʝʡʝʨʘ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʠ ʜʦʩʪʠʞʝʥʠʷ 

ʮʝʣʝʡ ʧʦ ʠʟʤʝʥʝʥʠʶ ʫʧʨʘʚʣʝʥʠʷ ï ʯʪʦʙʳ ʧʦʣʫʯʘʪʴ ʤʘʢʩʠʤʘʣʴʥʫʶ ʧʦʜʜʝʨʞʢʫ 
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ʩʦ ʩʪʦʨʦʥʳ ʨʫʢʦʚʦʜʩʪʚʘ ʧʨʠ ʚʥʝʜʨʝʥʠʠ ʠʥʠʮʠʘʪʠʚ DevOps, ʩʦʟʜʘʪʴ ʙʦʣʝʝ 

ʦʞʠʚʣʝʥʥʫʶ ʠ ʜʨʫʞʝʣʶʙʥʫʶ ʨʘʙʦʯʫʶ ʩʨʝʜʫ, ʯʪʦʙʳ ʣʶʙʦʡ ʫʯʘʩʪʥʠʢ ʩʤʦʛ 

ʫʯʠʪʴʩʷ ʚ ʪʝʯʝʥʠʠ ʚʩʝʛʦ ʚʨʝʤʝʥʠ ï ʵʪʦ ʥʝ ʪʦʣʴʢʦ ʧʦʤʦʞʝʪ ʢʘʞʜʦʤʫ 

ʠʩʧʦʣʥʠʪʝʣʶ ʜʦʩʪʠʯʴ ʮʝʣʝʡ, ʥʦ ʠ ʧʨʠʚʝʜʝʪ ʦʨʛʘʥʠʟʘʮʠʶ ʢ ʧʦʙʝʜʝ. 
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ʆʉʆɹɽʅʅʆʉʊʀ ʄɸʉʂʀʈʆɺɸʅʀʗ ʊʈɸʌʀʂɸ ʉɽʊʀ ʊʆʈ 

ʃʘʧʰʠʯʸʚ ɺ.ɺ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʜ.ʪ.ʥ., ʧʨʦʬʝʩʩʦʨ, ʧʨʦʬʝʩʩʦʨ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʄʘʢʘʨʝʚʠʯ ʆ. ɹ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ʌʝʜʝʨʘʣʴʥʳʡ ʟʘʢʦʥ ʦʪ 29.07.2017 ˉ276-ʌɿ [1] ʟʘʧʨʝʱʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

çʧʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʳʭ ʩʨʝʜʩʪʚ ʜʦʩʪʫʧʘ ʢ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʨʝʩʫʨʩʘʤ, 

ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʤ ʩʝʪʷʤ, ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʳʤ 

ʦʛʨʘʥʠʯʝʥè ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ. ʂ ʪʘʢʠʤ ʩʨʝʜʩʪʚʘʤ ʤʦʞʥʦ 

ʦʪʥʝʩʪʠ ʠ ʧʨʦʛʨʘʤʤʥʳʡ ʢʦʤʧʣʝʢʩ çʊʦʨè, ʧʦʟʚʦʣʷʶʱʠʡ ʧʦʣʴʟʦʚʘʪʝʣʶ 

ʘʥʦʥʠʤʥʦ ʦʩʫʱʝʩʪʚʣʷʪʴ ʜʦʩʪʫʧ ʢ ʣʶʙʳʤ ʨʝʩʫʨʩʘʤ ʩʝʪʠ ʀʥʪʝʨʥʝʪ, ʚ ʪʦʤ 

ʯʠʩʣʝ, ʢ ʪʘʢ ʥʘʟʳʚʘʝʤʦʤʫ çɼʘʨʢʥʝʪʫè. ɼʘʥʥʘʷ ʘʥʦʥʠʤʥʘʷ ʩʝʪʴ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʨʘʟʣʠʯʥʳʤʠ ʣʠʮʘʤʠ ʜʣʷ ʩʦʚʝʨʰʝʥʠʷ ʧʨʦʪʠʚʦʧʨʘʚʥʳʭ ʜʝʡʩʪʚʠʡ, 

ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʧʨʝʜʤʝʪʦʚ, ʭʠʤʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ ʠ 

ʠʥʬʦʨʤʘʮʠʠ, ʟʘʧʨʝʱʝʥʥʳʭ ʢ ʩʚʦʙʦʜʥʦʤʫ ʦʙʦʨʦʪʫ ʥʘ ʪʝʨʨʠʪʦʨʠʠ, ʢʘʢ 

ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ, ʪʘʢ ʠ ʜʨʫʛʠʭ ʩʪʨʘʥ ʤʠʨʘ. 

ʈʘʙʦʪʳ, ʧʨʦʚʦʜʠʤʳʝ ʨʘʥʝʝ ʚ ʨʘʤʢʘʭ ʜʠʩʩʝʨʪʘʮʠʦʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ 

çʈʘʟʨʘʙʦʪʢʘ ʠ ʠʩʩʣʝʜʦʚʘʥʠʝ ʤʝʪʦʜʠʢ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ ʊʆʈ ʚ ʩʝʪʷʭ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭè [2], 

ʧʦʟʚʦʣʠʣʠ ʚʳʷʚʠʪʴ ʨʷʜ ʦʩʦʙʝʥʥʦʩʪʝʡ TLS/SSL ʩʝʨʪʠʬʠʢʘʪʦʚ X.509, ʢʦʪʦʨʳʝ 

ʤʦʛʣʠ ʙʳ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʟʘʢʦʥʥʦʛʦ ʙʣʦʢʠʨʦʚʘʥʠʷ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ 

ʀʥʪʝʨʥʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʤʧʣʝʢʩʘ ʠ ʩʝʪʠ çʊʦʨè. 

ɼʘʣʴʥʝʡʰʝʝ ʠʩʩʣʝʜʦʚʘʥʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʩʦʝʜʠʥʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʢʦʤʧʣʝʢʩʘ ʩ ʩʝʪʴʶ çʊʦʨè ʧʦʟʚʦʣʠʣʦ ʚʳʜʝʣʠʪʴ ʦʪʜʝʣʴʥʳʝ ʦʩʦʙʝʥʥʦʩʪʠ ʚ 

ʧʨʘʢʪʠʢʝ ʚʳʷʚʣʝʥʠʷ ʠ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʘʥʦʥʠʤʥʦʡ ʩʝʪʠ. 

ʉʝʪʴ çʊʦʨè ʠʩʧʦʣʴʟʫʝʪ ʪʘʢ ʥʘʟʳʚʘʝʤʫʶ çʣʫʢʦʚʫʶè ʤʘʨʰʨʫʪʠʟʘʮʠʶ, ʚ 

ʭʦʜʝ ʢʦʪʦʨʦʡ ʩ ʜʘʥʥʳʭ, ʫʧʘʢʦʚʘʥʥʳʭ ʚ ʪʨʠ ʩʣʦʷ ʰʠʬʨʦʚʘʥʠʷ, ʥʘ ʢʘʞʜʦʤ ʫʟʣʝ 

ʩʥʠʤʘʝʪʩʷ ʩʣʦʡ ʠ ʧʨʦʠʩʭʦʜʠʪ ʪʨʘʥʩʧʦʨʪʠʨʦʚʘʥʠʝ ʢ ʩʣʝʜʫʶʱʝʤʫ ʫʟʣʫ ʥʘ 

ʦʩʥʦʚʝ ʫʢʘʟʘʥʥʦʡ ʘʜʨʝʩʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʂʘʢ ʠʟʚʝʩʪʥʦ, ʪʨʘʬʠʢ ʩ ʚʳʭʦʜʥʦʛʦ 

ʫʟʣʘ çʊʦʨè ʠʜʝʪ ʢ ʨʝʩʫʨʩʫ ʚ ʩʝʪʠ ʀʥʪʝʨʥʝʪ ʥʝʟʘʰʠʬʨʦʚʘʥʥʳʤ. ɼʣʷ ʟʘʱʠʪʳ 

ʦʪ ʧʝʨʝʭʚʘʪʘ ʜʘʥʥʳʭ ʧʨʠʤʝʥʷʝʪʩʷ ʤʘʩʢʠʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʧʨʠ ʧʦʤʦʱʠ 

ʦʙʬʫʩʢʘʮʠʠ. 

ʈʘʥʝʝ, ʢʘʢ ʚ ʩʝʨʚʠʩʝ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʘʜʨʝʩʦʚ ʫʟʣʦʚ [3], ʪʘʢ ʠ ʚ 

ʥʘʩʪʨʦʡʢʘʭ ʩʘʤʦʛʦ ʙʨʘʫʟʝʨʘ çʊʦʨè (ʦʩʥʦʚʘʥ ʥʘ Mozilla Firefox 68.6.0esr) ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʜʘʚʘʣʩʷ ʧʝʨʝʯʝʥʴ IP-ʘʜʨʝʩʦʚ ʠ ʧʦʨʪʦʚ, ʠʩʧʦʣʴʟʦʚʘʚʰʠʭ TLS/SSL-

ʰʠʬʨʦʚʘʥʠʝ ʜʣʷ ʤʘʩʢʠʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʩʝʪʠ çʊʦʨè ʧʦʜ ʦʙʳʯʥʳʡ HTTPS-

ʧʨʦʪʦʢʦʣ. ʆʜʥʘʢʦ ʧʦʚʝʜʝʥʠʝ ʤʘʩʢʠʨʦʚʘʥʥʦʛʦ ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʪʨʘʬʠʢʘ 

ʨʘʩʧʦʟʥʘʝʪʩʷ ʩʠʩʪʝʤʦʡ ʛʣʫʙʦʢʦʛʦ ʘʥʘʣʠʟʘ ʧʘʢʝʪʦʚ (Deep Packet Inspection, 

DPI). 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ, ʩ ʫʯʝʪʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʝʭʥʦʣʦʛʠʠ DPI, ʩʝʪʴ çʊʦʨè 

ʧʨʠʤʝʥʷʝʪ ʨʷʜ ʧʦʜʢʣʶʯʘʝʤʳʭ ʪʨʘʥʩʧʦʨʪʥʳʭ ʧʨʦʪʦʢʦʣʦʚ (Pluggable 

Transports, PT), ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʦʙʬʫʩʢʘʮʠʠ ʧʝʨʝʜʘʚʘʝʤʳʭ ʤʝʞʜʫ ʫʟʣʘʤʠ 



25  

  

ʜʘʥʥʳʭ. ʆʩʥʦʚʥʳʤ ʠʩʧʦʣʴʟʫʝʤʳʤ ʧʨʦʪʦʢʦʣʦʤ, ʢʘʢ ʧʦʢʘʟʘʣʠ ʠʩʩʣʝʜʦʚʘʥʠʷ, 

ʷʚʣʷʝʪʩʷ obfs4. 

ʇʨʠ ʟʘʧʨʦʩʝ IP-ʘʜʨʝʩʦʚ ʠ ʧʦʨʪʦʚ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʘʥʦʥʠʤʥʦʩʪʠ 

ʧʦʜʢʣʶʯʝʥʠʷ çʊʦʨè, ʣʠʙʦ ʧʨʠ ʥʝʚʦʟʤʦʞʥʦʩʪʠ ʫʩʪʘʥʦʚʣʝʥʠʷ ʩʦʝʜʠʥʝʥʠʷ ʩ 

ʧʘʨʘʤʝʪʨʘʤʠ, ʫʢʘʟʘʥʥʳʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʠ ʩʘʡʪ [3], ʠ ʚʩʪʨʦʝʥʥʳʡ ʚ ʙʨʘʫʟʝʨ 

ʩʝʨʚʠʩ, ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʧʝʨʝʯʝʥʴ ʧʦʜʢʣʶʯʘʝʤʳʭ ʪʨʘʥʩʧʦʨʪʥʳʭ ʧʨʦʪʦʢʦʣʦʚ, 

ʥʘ ʢʦʪʦʨʳʭ ʨʝʘʣʠʟʫʝʪʩʷ ʦʙʬʫʩʢʘʮʠʷ, ʥʘʧʨʠʤʝʨ: 

obfs4 98.201.230.190:58283  

obfs4 185.175.58.104:443  

obfs4 81.174.155.47:9002 

ɿʜʝʩʴ ʩʣʝʜʫʝʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʦʙʬʫʩʢʘʮʠʷ ʨʝʘʣʠʟʫʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ 

ʤʝʨʫ ʤʘʩʢʠʨʦʚʘʥʠʷ ʪʨʘʬʠʢʘ ʧʫʪʝʤ ʟʘʧʫʩʢʘ www-ʩʝʨʚʝʨʘ ʥʘ ʣʦʢʘʣʴʥʦʡ 

ʤʘʰʠʥʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦ ʘʜʨʝʩʫ 127.0.0.1:8080 (HTTP) ʣʠʙʦ 127.0.0.1:8443 

(TLS) [4], ʯʪʦ ʥʝ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʦʪʩʣʝʜʠʪʴ ʧʝʨʝʜʘʚʘʝʤʳʡ ʩʝʨʪʠʬʠʢʘʪ ʚ 

ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ, ʢʘʢ ʫʢʘʟʳʚʘʣʦʩʴ ʨʘʥʝʝ. 

ʉʭʝʤʘ ʨʝʘʣʠʟʘʮʠʠ ʦʙʬʫʩʢʘʮʠʠ ʠʤʝʝʪ 3 ʢʦʥʬʠʛʫʨʘʮʠʠ: ʩ ʧʨʠʤʝʥʝʥʠʝʤ 

ʪʨʘʥʩʧʦʨʪʥʦʛʦ API-ʠʥʪʝʨʬʝʡʩʘ, ʣʦʢʘʣʴʥʦʛʦ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʠ ʠʭ ʢʦʤʙʠʥʘʮʠʶ 

[5]. 

ʇʝʨʚʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʨʝʘʣʠʟʫʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: ʢʣʠʝʥʪʩʢʦʝ 

ʧʨʠʣʦʞʝʥʠʝ ʧʨʠ ʧʦʤʦʱʠ ʪʨʘʥʩʧʦʨʪʥʦʛʦ API-ʠʥʪʝʨʬʝʡʩʘ ʧʦʜʢʣʶʯʘʝʪʩʷ ʢ 

ʙʠʙʣʠʦʪʝʢʝ ʢʣʠʝʥʪʘ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʧʨʦʪʦʢʦʣʘ, ʥʘ ʢʦʪʦʨʦʤ ʧʨʦʠʩʭʦʜʠʪ 

ʦʙʬʫʩʢʘʮʠʷ ʠ ʪʨʘʥʩʬʦʨʤʘʮʠʷ ʜʘʥʥʳʭ. ʄʘʩʢʠʨʦʚʘʥʥʳʝ ʪʘʢʠʤ ʦʙʨʘʟʦʤ 

ʜʘʥʥʳʝ ʧʝʨʝʜʘʶʪʩʷ ʯʝʨʝʟ ʩʝʪʴ ʀʥʪʝʨʥʝʪ ʥʘ ʧʨʠʣʦʞʝʥʠʝ, ʬʠʟʠʯʝʩʢʠ 

ʥʘʭʦʜʷʱʝʝʩʷ ʥʘ ʩʝʨʚʝʨʝ, ʢʦʪʦʨʦʝ ʪʘʢʞʝ ʥʘʭʦʜʠʪʩʷ ʚ ʦʢʨʫʞʝʥʠʠ ʠ API-

ʠʥʪʝʨʬʝʡʩʘ, ʠ ʙʠʙʣʠʦʪʝʢʠ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʧʨʦʪʦʢʦʣʘ, ʥʘ ʢʦʪʦʨʳʭ ʵʪʦʪ ʪʨʘʬʠʢ 

ʜʝʤʘʩʢʠʨʫʝʪʩʷ. 

ɺʪʦʨʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʦʪʣʠʯʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʤʝʩʪʦ API-

ʠʥʪʝʨʬʝʡʩʘ ʣʦʢʘʣʴʥʦʛʦ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ, ʩʚʷʟʘʥʥʦʛʦ ʜʠʩʧʝʪʯʝʨʦʤ ʜʘʥʥʳʭ ʚ 

ʚʠʜʝ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʧʨʦʪʦʢʦʣʘ ʠ ʧʦʜʢʣʶʯʝʥʥʦʡ ʢ ʥʝʤʫ ʙʠʙʣʠʦʪʝʢʠ, ʢʦʪʦʨʳʝ 

ʧʝʨʝʜʘʶʪ ʚ ʩʝʪʴ ʀʥʪʝʨʥʝʪ ʪʨʘʥʩʬʦʨʤʠʨʦʚʘʥʥʳʡ ʠ ʧʨʦʢʩʠʨʦʚʘʥʥʳʡ ʪʨʘʬʠʢ, 

ʩʝʨʚʝʨʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʩ ʪʘʢʠʤ ʞʝ ʦʢʨʫʞʝʥʠʝʤ. 

ʉʣʝʜʫʝʪ ʪʘʢʞʝ ʫʧʦʤʷʥʫʪʴ, ʯʪʦ ʧʨʠʣʦʞʝʥʠʝ, ʢʘʢ ʥʘ ʩʪʦʨʦʥʝ ʢʣʠʝʥʪʘ, ʪʘʢ 

ʠ ʥʘ ʩʪʦʨʦʥʝ ʩʝʨʚʝʨʘ, ʨʘʙʦʪʘʝʪ ʚ ʜʫʧʣʝʢʩʥʦʤ ʨʝʞʠʤʝ, ʪ. ʝ. ʦʜʥʦʚʨʝʤʝʥʥʦ ʠ 

ʤʘʩʢʠʨʫʝʪ, ʠ ʜʝʤʘʩʢʠʨʫʝʪ ʧʦʣʫʯʘʝʤʳʝ ʧʘʢʝʪʳ ʜʘʥʥʳʭ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʨʘʙʦʪʳ www-ʩʝʨʚʝʨʘ ʥʘ ʣʦʢʘʣʴʥʦʡ ʤʘʰʠʥʝ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʫʣʴʪʠʧʣʝʢʩʠʨʦʚʘʥʠʝ ʩʦʝʜʠʥʝʥʠʡ [6], ʢʦʪʦʨʦʝ ʧʦʟʚʦʣʷʝʪ 

ʧʨʠʥʠʤʘʪʴ ʥʘ ʘʜʨʝʩ 127.0.0.1:443 ʰʠʬʨʦʚʘʥʥʳʡ HTTPS-ʪʨʘʬʠʢ ʠ 

ʧʨʦʙʨʘʩʳʚʘʪʴ ʝʛʦ ʥʘ ʘʜʨʝʩ 127.0.0.1:8080. 

ɺ ʪʘʢʠʭ ʫʩʣʦʚʠʷʭ TLS/SSL-ʩʝʨʪʠʬʠʢʘʪʳ X.509 ʥʝ ʧʝʨʝʭʚʘʪʳʚʘʶʪʩʷ 

ʘʥʘʣʠʟʘʪʦʨʘʤʠ ʪʨʘʬʠʢʘ, ʯʪʦ ʚʦʟʤʦʞʥʦ ʪʦʣʴʢʦ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʫʟʣʘʤ ʩʝʪʠ 

çʊʦʨè ʥʘʧʨʷʤʫʶ ʣʠʙʦ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʦʙʬʫʩʢʘʮʠʠ ʙʝʟ ʣʦʢʘʣʴʥʦʛʦ 

ʧʨʦʢʩʠʨʦʚʘʥʠʷ ʠ ʤʫʣʴʪʠʧʣʝʢʩʠʨʦʚʘʥʠʷ ʩʦʝʜʠʥʝʥʠʡ. ʕʪʠ ʤʝʨʳ ʧʦʟʚʦʣʷʶʪ 

ʩʢʨʳʪʴ ʠʩʪʠʥʥʳʝ IP-ʘʜʨʝʩʘ ʠ ʧʦʨʪʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʧʨʠ ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ. 
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ɺ ʭʦʜʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʨʠ ʧʦʤʦʱʠ ʢʨʠʤʠʥʘʣʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘʪʦʨʘ 

ʜʘʥʥʳʭ çNetworkMinerè ʨʝʟʫʣʴʪʘʪʦʚ ʟʘʭʚʘʪʘ ʩʥʠʬʬʝʨʦʤ çWiresharkè 

ʧʘʢʝʪʦʚ, ʧʝʨʝʜʘʚʘʝʤʳʭ ʧʦ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʧʨʦʛʨʘʤʤʥʳʤ ʢʦʤʧʣʝʢʩʦʤ çʊʦʨè, 

ʙʳʣʦ ʚʳʷʚʣʝʥʦ, ʯʪʦ, ʧʦʤʠʤʦ ʨʘʥʝʝ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʧʨʦʪʦʢʦʣʘ TLS v1.2, 

ʘʥʦʥʠʤʘʡʟʝʨ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʝʪ ʚʳʰʝʜʰʫʶ ʚ 2018 ʛʦʜʫ ʥʦʚʫʶ ʚʝʨʩʠʶ 

ʧʨʦʪʦʢʦʣʘ - TLS v1.3. 

ʇʦʜʚʦʜʷ ʠʪʦʛ, ʩʣʝʜʫʝʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʚʳʷʚʣʝʥʠʝ ʠ ʠʜʝʥʪʠʬʠʢʘʮʠʷ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʪʠ çʊʦʨè ʫʩʣʦʞʥʷʝʪʩʷ ʧʦ ʤʝʨʝ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʤʝʨ 

ʤʘʩʢʠʨʦʚʘʥʠʷ ʩʦʝʜʠʥʝʥʠʡ ʤʝʞʜʫ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʘʥʦʥʠʤʘʡʟʝʨʘ, ʥʦ ʥʝ 

ʠʩʢʣʶʯʘʝʪʩʷ ʧʦʣʥʦʩʪʴʶ ʚ ʩʚʷʟʠ ʩ ʥʘʣʠʯʠʝʤ ʦʪʜʝʣʴʥʳʭ ʠʜʝʥʪʠʬʠʮʠʨʫʶʱʠʭ 

ʧʨʠʟʥʘʢʦʚ (ʥʘʧʨʠʤʝʨ, ʥʘʙʦʨʳ ʰʠʬʨʦʚ, ʨʘʟʤʝʨ ʧʝʨʝʜʘʚʘʝʤʳʭ ʧʨʠ ʩʦʝʜʠʥʝʥʠʠ 

ʧʘʢʝʪʦʚ ʠ ʪ. ʜ.), ʢʦʪʦʨʳʝ ʪʨʝʙʫʶʪ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ. 
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ʈɽɸʃʀɿɸʎʀʗ ɺʓʏʀʉʃʀʊɽʃʔʅʆʁ ʄʆɼɽʃʀ ɼʃʗ ʀɿʄɽʈɽʅʀʗ 

ʇʆʂɸɿɸʊɽʃɽʁ ʇʈʆʀɿɺʆɼʀʊɽʃʔʅʆʉʊʀ ʄɽɾɼʋ ɼɺʋʄʗ 

ʀɿʆɹʈɸɾɽʅʀʗʄʀ 

ɸʣʴ-ʂʘʨʘʚʠ ʍʫʩʩʝʡʥ ʐʫʢʦʨ, ʄʘʭʤʫʜ ʍʫʩʩʝʡʥ ɸʭʤʝʜ 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʧʨʦʬʝʩʩʦʨ ʢʘʬʝʜʨʳ ʪʝʦʨʝʪʠʯʝʩʢʠʭ ʦʩʥʦʚ ʨʘʜʠʦʪʝʭʥʠʢʠ 

ʊʫʨʫʣʠʥ ʀ. ʀ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

ʆʙʨʘʙʦʪʢʘ ʠʟʦʙʨʘʞʝʥʠʡ ï ʵʪʦ ʤʝʪʦʜ ʫʣʫʯʰʝʥʠʷ ʥʝʦʙʨʘʙʦʪʘʥʥʳʭ 

ʠʟʦʙʨʘʞʝʥʠʡ, ʧʦʣʫʯʝʥʥʳʭ ʩ ʢʘʤʝʨ ʠ ʜʘʪʯʠʢʦʚ, ʨʘʟʤʝʱʝʥʥʳʭ ʥʘ ʩʧʫʪʥʠʢʘʭ, 

ʢʦʩʤʠʯʝʩʢʠʭ ʟʦʥʜʘʭ ʠ ʩʘʤʦʣʝʪʘʭ, ʠʣʠ ʠʟʦʙʨʘʞʝʥʠʡ, ʧʦʣʫʯʝʥʥʳʭ ʚ ʦʙʳʯʥʦʡ 

ʧʦʚʩʝʜʥʝʚʥʦʡ ʞʠʟʥʠ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʧʨʠʤʝʥʝʥʠʡ [1]. ʆʙʨʘʙʦʪʢʘ ʠʟʦʙʨʘʞʝʥʠʡ 

ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʠʟʤʝʥʝʥʠʝ ʭʘʨʘʢʪʝʨʘ ʠʟʦʙʨʘʞʝʥʠʷ ʩ ʮʝʣʴʶ ʫʣʫʯʰʝʥʠʷ ʝʛʦ 

ʛʨʘʬʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ ʠʥʪʝʨʧʨʝʪʘʮʠʠ ʯʝʣʦʚʝʢʦʤ. ɼʘʥʥʘʷ ʩʪʘʪʴʷ 

ʧʦʩʚʷʱʝʥʘ ʮʠʬʨʦʚʦʡ ʦʙʨʘʙʦʪʢʝ ʠʟʦʙʨʘʞʝʥʠʡ, ʢʦʪʦʨʘʷ ʧʨʝʜʧʦʣʘʛʘʝʪ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʧʴʶʪʝʨʘ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʧʨʠʨʦʜʳ ʮʠʬʨʦʚʳʭ ʠʟʦʙʨʘʞʝʥʠʡ 

[2]. 

ʊʠʧʳ ʠʟʤʝʨʝʥʠʷ ʢʘʯʝʩʪʚʘ: 

1. ʉʫʙʲʝʢʪʠʚʥʦʝ ʠʟʤʝʨʝʥʠʝ: ʦʪʙʠʨʘʝʪʩʷ ʥʝʩʢʦʣʴʢʦ ʥʘʙʣʶʜʘʪʝʣʝʡ, 

ʧʨʦʚʝʨʷʶʪʩʷ ʠʭ ʚʠʟʫʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ, ʧʦʢʘʟʳʚʘʝʪʩʷ ʩʝʨʠʷ ʪʝʩʪʦʚʳʭ ʩʮʝʥ 

ʠ ʟʘʧʨʘʰʠʚʘʝʪʩʷ ʦʮʝʥʢʘ ʢʘʯʝʩʪʚʘ ʵʪʠʭ ʩʮʝʥ. 

2. ʆʙʲʝʢʪʠʚʥʦʝ ʠʟʤʝʨʝʥʠʝ: ʵʪʦ ʘʣʛʦʨʠʪʤʳ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʦʮʝʥʢʠ 

ʢʘʯʝʩʪʚʘ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠʟʦʙʨʘʞʝʥʠʷ ʠ ʩʦʦʙʱʘʪʴ ʦʙ ʠʭ 

ʢʘʯʝʩʪʚʝ ʙʝʟ ʚʤʝʰʘʪʝʣʴʩʪʚʘ ʯʝʣʦʚʝʢʘ [3]. 

ʇʨʝʜʣʦʞʝʥʥʘʷ ʤʝʪʦʜʦʣʦʛʠʷ. ʆʜʥʠʤ ʠʟ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ 

ʧʦʜʭʦʜʦʚ ʢ ʦʮʝʥʢʝ ʢʘʯʝʩʪʚʘ ʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʷʚʣʷʝʪʩʷ ʦʮʝʥʢʘ ʪʦʛʦ, 

ʩʦʭʨʘʥʷʝʪʩʷ ʣʠ ʵʪʘʣʦʥʥʦʝ ʠʟʦʙʨʘʞʝʥʠʝ ʠ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʣʠ ʠʟʦʙʨʘʞʝʥʠʝ ʩ 

ʚʳʩʦʢʠʤ ʫʨʦʚʥʝʤ ʩʭʦʜʩʪʚʘ [4]. ʆʜʥʘʢʦ ʚʩʝ ʵʪʠ ʤʝʪʦʜʳ ʙʳʣʠ ʠʜʝʘʣʴʥʳʤʠ. 

ʄʝʪʨʠʢʘ ʢʘʯʝʩʪʚʘ ʠʟʦʙʨʘʞʝʥʠʷ (IQM) ʚʘʞʥʘ ʜʣʷ ʙʦʣʴʰʠʥʩʪʚʘ ʧʨʠʣʦʞʝʥʠʡ 

ʦʙʨʘʙʦʪʢʠ ʠʟʦʙʨʘʞʝʥʠʡ. ɽʛʦ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʩʨʘʚʥʝʥʠʷ ʠ ʦʮʝʥʢʠ 

ʩʠʩʪʝʤ ʠ ʘʣʛʦʨʠʪʤʦʚ ʦʙʨʘʙʦʪʢʠ ʠʟʦʙʨʘʞʝʥʠʡ [5]. ʅʠʞʝ ʧʨʠʚʝʜʝʥʳ 

ʧʦʢʘʟʘʪʝʣʠ ʢʘʯʝʩʪʚʘ ʠʟʦʙʨʘʞʝʥʠʷ ʜʣʷ ʜʚʫʭ ʠʟʦʙʨʘʞʝʥʠʡ: 
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ʄʝʪʨʠʢʠ ʢʘʯʝʩʪʚʘ ʠʟʦʙʨʘʞʝʥʠʷ (IQM): 

1. ʉʨʝʜʥʷʷ ʢʚʘʜʨʘʪʠʯʝʩʢʘʷ ʦʰʠʙʢʘ (MSE):  
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JIJI YXMSE

,            (1) 

ʛʜʝ M, N ï ʨʘʟʤʝʨʳ ʠʟʦʙʨʘʞʝʥʠʡ, X (i, j) - ʠʩʭʦʜʥʦʝ ʠʟʦʙʨʘʞʝʥʠʝ, 

Y (i, j) ï ʦʙʨʘʙʦʪʘʥʥʦʝ ʠʟʦʙʨʘʞʝʥʠʝ, MSE ʥʦʣʴ, ʢʦʛʜʘ X (i, j) = Y (i, j). 

i ʠ j ï ʧʦʟʠʮʠʷ ʧʠʢʩʝʣʷ ʠʟʦʙʨʘʞʝʥʠʷ M Ĭ N. 

ʉʨʝʜʥʝʢʚʘʜʨʘʪʠʯʝʩʢʘʷ ʦʰʠʙʢʘ ï ʦʜʠʥ ʠʟ ʥʘʠʙʦʣʝʝ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʝʤʳʭ 

ʤʝʪʦʜʦʚ ʧʨʦʝʮʠʨʦʚʘʥʠʷ ʦʰʠʙʦʢ, ʛʜʝ ʟʥʘʯʝʥʠʝ ʦʰʠʙʢʠ ï ʵʪʦ ʨʘʟʥʠʮʘ ʤʝʞʜʫ 

ʬʘʢʪʠʯʝʩʢʠʤʠ ʜʘʥʥʳʤʠ ʠ ʧʦʣʫʯʝʥʥʳʤʠ ʜʘʥʥʳʤʠ [6]. 

2. ʇʠʢʦʚʦʝ ʩʦʦʪʥʦʰʝʥʠʝ ʩʠʛʥʘʣ / ʰʫʤ: 

( ) ( )( )jijiMAXMD ,, U-C= .éé                 (2) 

ʤʘʢʩʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʦʝ ʟʥʘʯʝʥʠʝ ʨʘʚʥʦ 255. ʊʦ ʝʩʪʴ ʚ 8-ʙʠʪʥʦʤ 

ʠʟʦʙʨʘʞʝʥʠʠ ʚ ʛʨʘʜʘʮʠʷʭ ʩʝʨʦʛʦ ʢʘʞʜʳʡ ʙʠʪ ʩ 1 -> 11111111 ʠʤʝʝʪ 

ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʦʝ ʟʥʘʯʝʥʠʝ; ʯʪʦ ʨʘʚʥʦ 255 [7].  

ʉʨʝʜʥʷʷ ʨʘʟʥʠʮʘ (AD): 
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,éé                   (3) 

ʛʜʝ M, N - ʨʘʟʤʝʨʳ ʠʟʦʙʨʘʞʝʥʠʡ, 

X (i, j) - ʟʥʘʯʝʥʠʷ ʧʣʦʪʥʦʩʪʠ ʧʠʢʩʝʣʝʡ ʠʜʝʘʣʴʥʦʛʦ ʠʟʦʙʨʘʞʝʥʠʷ, 

Y (i, j) - ʟʥʘʯʝʥʠʷ ʧʣʦʪʥʦʩʪʠ ʧʠʢʩʝʣʝʡ ʩʣʠʪʦʛʦ ʠʟʦʙʨʘʞʝʥʠʷ. 

ʉʨʝʜʥʝʝ ʨʘʟʣʠʯʠʝ, ʢʦʪʦʨʦʝ ʦʙʲʷʩʥʷʝʪ ʩʘʤ ʪʝʨʤʠʥ, ʷʚʣʷʝʪʩʷ ʩʨʝʜʥʠʤ 

ʨʘʟʣʠʯʠʝʤ ʤʝʞʜʫ ʬʘʢʪʠʯʝʩʢʠʤʠ ʠʣʠ ʠʜʝʘʣʴʥʳʤʠ ʜʘʥʥʳʤʠ ʠ 

ʨʝʟʫʣʴʪʠʨʫʶʱʠʤʠ ʜʘʥʥʳʤʠ. [6] 

3. ʉʪʨʫʢʪʫʨʥʦʝ ʩʦʜʝʨʞʘʥʠʝ (ʉʎ): 
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ʉʪʨʫʢʪʫʨʥʦʝ ʩʦʜʝʨʞʘʥʠʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩʪʝʧʝʥʴ. ʂʦʣʣʝʢʮʠʷ ʩʧʠʯʝʢ. 

ʕʪʦ ʤʝʨʘ ʩʭʦʜʩʪʚʘ ʠʟʦʙʨʘʞʝʥʠʡ, ʦʩʥʦʚʘʥʥʘʷ ʥʘ ʥʝʙʦʣʴʰʠʭ ʦʙʣʘʩʪʷʭ 

ʠʟʦʙʨʘʞʝʥʠʡ, ʩʦʜʝʨʞʘʱʠʭ ʟʥʘʯʠʪʝʣʴʥʫʶ ʩʪʨʫʢʪʫʨʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʥʠʟʢʦʛʦ 

ʫʨʦʚʥʷ [8]. 

4. ʅʦʨʤʘʣʠʟʦʚʘʥʥʘʷ ʚʟʘʠʤʥʘʷ ʢʦʨʨʝʣʷʮʠʷ (NCC): 

ää

ää
M

=

N

=

M

=

N

=

C

UC

=

0 0

2

),(

0 0

),().,(

i j

ji

i j

jiji

NK .é.. (5) 

ʅʦʨʤʘʣʠʟʦʚʘʥʥʘʷ ʚʟʘʠʤʥʘʷ ʢʦʨʨʝʣʷʮʠʷ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʤʝʪʦʜʦʚ, 

ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʰʘʙʣʦʥʘ ʠʣʠ ʦʙʲʝʢʪʘ ʥʘ 

ʠʟʦʙʨʘʞʝʥʠʠ. ʯʝʣʦʚʝʯʝʩʢʠʝ ʛʣʘʟʘ ʥʝ ʤʦʛʫʪ ʨʘʟʣʠʯʘʪʴʩʷ ʧʦ ʩʦʜʝʨʞʘʥʠʶ. 

ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʦʥ ʫʯʠʪʳʚʘʝʪ ʤʝʨʳ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʨʘʟʣʠʯʠʷʭ. [3].  

5. ʄʘʢʩʠʤʘʣʴʥʘʷ ʨʘʟʥʠʮʘ (MD): 

( ) ( )( )jijiMAXMD ,, U-C= .                          (6) 

ʄʘʢʩʠʤʘʣʴʥʘʷ ʨʘʟʥʠʮʘ ï ʵʪʦ ʦʯʝʥʴ ʧʨʦʩʪʘʷ ʤʝʪʨʠʢʘ, ʢʦʪʦʨʘʷ ʜʘʝʪ ʥʘʤ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʘʤʳʭ ʙʦʣʴʰʠʭ ʦʰʠʙʢʘʭ. ʄʘʢʩʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ (MD) 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʠʟʦʙʨʘʞʝʥʠʝ ʥʠʟʢʦʛʦ ʢʘʯʝʩʪʚʘ [6]. 

ʈʝʟʫʣʴʪʘʪʳ ʠ ʟʘʢʣʶʯʝʥʠʝ: 

ɺ ʪʘʙʣʠʮʝ ʥʠʞʝ ʧʦʢʘʟʘʥ ʨʝʟʫʣʴʪʘʪ, ʧʦʣʫʯʝʥʥʳʡ ʥʘʤʠ ʠʟ VB6 ʥʘ ʚʦʩʴʤʠ 

ʠʟʦʙʨʘʞʝʥʠʷʭ, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ ʯʘʩʪʴʶ ʨʘʟʣʠʯʥʳʭ ʧʨʦʮʝʩʩʦʚ. 

ʊʘʙʣʠʮʘ (1) ʜʣʷ ʠʟʤʝʨʝʥʠʡ MSE, PSNR, AD, NK, SC, MD ɼʃʗ 

ʨʘʟʥʦʩʪʥʦʛʦ ʠʟʦʙʨʘʞʝʥʠʷ: 

 
ʀʩʭʦʜʥʦʝ ʠʟʦʙʨʘʞʝʥʠʝ, ʂʦʪ 1 

 
ʉʞʘʪʠʝ ʠʟʦʙʨʘʞʝʥʠʷ, ʂʦʪ 2 

 
ʀʩʭʦʜʥʦʝ ʠʟʦʙʨʘʞʝʥʠʝ 

ʀʟʦʙʨʘʞʝʥʠʝ 1 

 
ʀʟʦʙʨʘʞʝʥʠʝ ʩʦʜʝʨʞʠʪ ʩʢʨʳʪʳʝ 

ʜʘʥʥʳʝ, ʀʟʦʙʨʘʞʝʥʠʝ 2 
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ʀʩʭʦʜʥʦʝ ʠʟʦʙʨʘʞʝʥʠʝ, ʃʝʥʘ 1 

 
ʀʟʦʙʨʘʞʝʥʠʝ ʩ ʨʘʟʤʳʪʠʝʤ ʧʦ ɻʘʫʩʩʫ 3, 

ʃʝʥʘ 2 

 
ʀʩʭʦʜʥʦʝ ʠʟʦʙʨʘʞʝʥʠʝ, ʃʝʥʘ 1 

 
ʀʟʦʙʨʘʞʝʥʠʝ ʩ ʨʘʟʤʳʪʠʝʤ ʧʦ ɻʘʫʩʩʫ 10 

ʃʝʥʘ 3 
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ʊʘʙʣʠʮʘ (1) 

 

 

 

 

 

 

 

 

 

 

 

ɺ ʵʪʦʡ ʩʪʘʪʴʝ ʥʘ ʯʝʪʳʨʝʭ ʧʘʨʘʭ ʠʟʦʙʨʘʞʝʥʠʡ ʤʳ ʠʩʧʦʣʴʟʫʝʤ ʤʝʪʦʜʳ 

ʧʦʣʥʦʡ ʠʥʚʝʨʩʠʠ. ʂʘʢ ʧʦʢʘʟʘʥʦ ʚ ʪʘʙʣʠʮʝ, ʠʟʦʙʨʘʞʝʥʠʷ çLena 1è (ʩʩʳʣʢʘ) ʠ 

çLena 2è (ʠʟʦʙʨʘʞʝʥʠʝ ʩ ʰʫʤʦʤ) ʠʤʝʶʪ MSE = 97 006, ʯʪʦ ʦʟʥʘʯʘʝʪ ʚʳʩʦʢʫʶ 

ʯʘʩʪʦʪʫ ʦʰʠʙʦʢ ʤʝʞʜʫ ʜʚʫʤʷ ʠʟʦʙʨʘʞʝʥʠʷʤʠ, ʠ PSNR ʜʣʷ ʜʚʫʭ ʠʟʦʙʨʘʞʝʥʠʡ 

(Lena 1 ʠ ʃʝʥʘ 2). ) ʩʦʩʪʘʚʣʷʝʪ 28 262, ʯʪʦ ʜʣʷ AD ʜʣʷ ʵʪʠʭ ʜʚʫʭ ʠʟʦʙʨʘʞʝʥʠʡ 

ʩʦʩʪʘʚʣʷʝʪ 0,912, ʯʪʦ ʦʟʥʘʯʘʝʪ ʤʝʥʴʰʫʶ ʨʘʟʥʠʮʫ ʤʝʞʜʫ ʧʠʢʩʝʣʷʤʠ. 

ʅʦʨʤʘʣʠʟʦʚʘʥʥʘʷ ʢʦʨʨʝʣʷʮʠʷ ʜʘʝʪ ʙʣʠʟʦʩʪʴ ʤʝʞʜʫ ʠʩʭʦʜʥʳʤ ʠ ʪʝʩʪʦʚʳʤ 

ʠʟʦʙʨʘʞʝʥʠʷʤʠ ʠ ʧʦʣʫʯʘʝʪʩʷ, ʢʘʢ 0,979 ʜʣʷ ʠʟʦʙʨʘʞʝʥʠʡ (Lena1 ʠ Lena 2), 

ʵʪʦ ʟʥʘʯʝʥʠʝ ʧʨʠʙʣʠʞʘʝʪʩʷ ʢ 1, ʝʩʣʠ ʨʘʟʥʠʮʘ ʤʝʞʜʫ ʠʟʦʙʨʘʞʝʥʠʷʤʠ 

ʢʦʨʨʝʣʠʨʫʝʪ ʩ ʠʩʭʦʜʥʳʤʠ ʠʟʦʙʨʘʞʝʥʠʷʤʠ. 

MD ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʢʦʣʠʯʝʩʪʚʘ ʠʟʦʙʨʘʞʝʥʠʡ: 95 ʜʣʷ ʜʚʫʭ 

ʠʟʦʙʨʘʞʝʥʠʡ, SC ʜʣʷ ʵʪʠʭ ʜʚʫʭ ʠʟʦʙʨʘʞʝʥʠʡ - 1033, ʯʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ 

ʨʘʟʥʠʮʘ ʤʝʞʜʫ ʜʚʫʤʷ ʠʟʦʙʨʘʞʝʥʠʷʤʠ ʨʘʚʥʘ ʥʫʣʶ, ʯʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ 

ʠʟʦʙʨʘʞʝʥʠʝ ʠʤʝʝʪ ʥʠʟʢʦʝ ʢʘʯʝʩʪʚʦ, ʢʦʪʦʨʦʝ ʤʳ ʤʦʞʝʤ ʫʤʝʥʴʰʠʪʴ, 

ʦʨʠʛʠʥʘʣ ʵʪʦʛʦ (ʃʝʥʘ 2) ʠʤʝʝʪ ʥʠʟʢʦʝ ʢʘʯʝʩʪʚʦ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʵʪʘʣʦʥʥʳʤ 

ʠʟʦʙʨʘʞʝʥʠʝʤ (ʃʝʥʘ 1). (Lena 3) ʧʦʢʘʟʳʚʘʝʪ ʫʚʝʣʠʯʝʥʠʝ ʛʘʫʩʩʦʚʩʢʦʛʦ ʰʫʤʘ, 

ʫʚʝʣʠʯʝʥʠʝ MSE ʠ ʫʤʝʥʴʰʝʥʠʝ PSNR, AD ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ, ʢʦʪʦʨʦʝ 

ʦʧʨʝʜʝʣʷʝʪ ʨʘʟʥʠʮʫ ʤʝʞʜʫ ʜʚʫʤʷ ʠʟʦʙʨʘʞʝʥʠʷʤʠ, SC ʩʦʩʪʘʚʣʷʝʪ 0,945, 

ʠʟʦʙʨʘʞʝʥʠʷ ʠʤʝʶʪ ʤʝʥʴʰʫʶ ʢʦʨʨʝʣʷʮʠʶ ʤʝʞʜʫ ʠʭ ʠʩʭʦʜʥʳʤʠ ʠ 

ʟʘʰʫʤʣʝʥʥʳʤʠ ʠʟʦʙʨʘʞʝʥʠʷʤʠ, NK ʩʦʩʪʘʚʣʷʝʪ 1,003, ʯʪʦ ʦʟʥʘʯʘʝʪ ʜʦʢʪʦʨ 

ʤʝʜʠʮʠʥʳ, ʜʦʢʪʦʨ ʤʝʜʠʮʠʥʳ, ʜʦʢʪʦʨ ʤʝʜʠʮʠʥʳ, ʜʦʢʪʦʨ ʤʝʜʠʮʠʥʳ. 

ʂʘʢ ʚʠʜʥʦ, NK ʨʘʚʥʦ 1, ʯʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʩʢʨʳʪʳʭ ʜʘʥʥʳʭ ʥʝʪ, ʚ 

ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʩʢʨʳʪʳʝ ʜʘʥʥʳʝ, ʥʘʡʜʝʥʥʳʝ ʚ ʥʘʰʝʤ ʧʨʠʤʝʨʝ, ʨʘʚʥʳ 

0,999, ʯʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʩʢʨʳʪʳʝ ʜʘʥʥʳʝ ʥʘʡʜʝʥʳ. SC - 0,999, ʯʪʦ ʦʟʥʘʯʘʝʪ 

ʤʝʥʴʰʫʶ ʢʦʨʨʝʣʷʮʠʶ, MSE - 1,410, ʵʪʦ ʥʠʟʢʦʝ ʟʥʘʯʝʥʠʝ, PSNR - 47,636, ʵʪʦ 

ʚʳʩʦʢʦʝ ʟʥʘʯʝʥʠʝ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ MSE, ʘ AD - -0,1, ʘ MD - 43, ʯʪʦ ʦʟʥʘʯʘʝʪ 

ʚʳʩʦʢʦʝ ʢʘʯʝʩʪʚʦ ʠʟʦʙʨʘʞʝʥʠʷ. 

ʀʟ ʚʩʝʭ ʦʙʲʝʢʪʠʚʥʳʭ ʧʦʢʘʟʘʪʝʣʝʡ ʢʘʯʝʩʪʚʘ PSNR ʷʚʣʷʝʪʩʷ ʥʘʠʙʦʣʝʝ 

ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʝʤʦʡ ʤʝʨʦʡ ʢʘʯʝʩʪʚʘ, ʢʦʪʦʨʘʷ ʧʨʠʙʣʠʟʠʪʝʣʴʥʦ ʦʪʨʘʞʘʝʪ 

ʢʘʯʝʩʪʚʦ ʦʙʨʘʙʦʪʘʥʥʳʭ ʠʟʦʙʨʘʞʝʥʠʡ. ʀ MSE, ʢʦʪʦʨʳʝ ʜʘʶʪ ʦʰʠʙʢʫ ʜʚʫʭ 

ʠʟʦʙʨʘʞʝʥʠʡ. 

ʅʘʟʚʘʥʠʝ 

ʠʟʦʙʨʘʞʝʥʠʷ 

ʈʘʟʤʝʨ 

ʠʟʦʙʨʘʞʝʥʠʷ 

 

MSE 

 

PSNR 

 

AD 

 

SC 

 

NK 

 

MD 

ʃʝʥʘ 1 

ʃʝʥʘ 2 

(256X256) 

(256X256) 
97.006 28.262 0.912 1.033 0.979 95 

ʂʦʪ 1 

ʂʦʪ 2 

(170X184) 

(170X184) 
19.063 35.328 0.181 1.001 0.998 

     

28 

ʃʝʥʘ 1 

ʃʝʥʘ 3 

(256X256) 

(256X256) 
614.98 20.242 -0.81 0.945 1.003 103 

ʀʟʦʙʨʘʞʝʥʠʝ 1 

ʀʟʦʙʨʘʞʝʥʠʝ 2 

(384X256) 

(384X256) 
1.410 46.636 -0.01 0.999 0.999 43 
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ʀʅʌʆʈʄɸʎʀʆʅʅɸʗ ɹɽɿʆʇɸʉʅʆʉʊʔ ʀ ʀʉʂʋʉʉʊɺɽʅʅʓʁ 

ʀʅʊɽʃʃɽʂʊ 

ɸʥʘʰʢʠʥ ɽ. ɺ.  

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ɾʫʢʦʚʘ ʄ. ʅ. 

ʉʠʙʠʨʩʢʠʡ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ ʥʘʫʢʠ ʠ ʪʝʭʥʦʣʦʛʠʡ ʠʤ. ʄ. ʌ. 

ʈʝʰʝʪʥʸʚʘ, ʛ. ʂʨʘʩʥʦʷʨʩʢ 

 

ɺʚʝʜʝʥʠʝ. ʀʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ (ʜʘʣʝʝ ï ʀʀ) ʢʘʢ ʪʝʭʥʦʣʦʛʠʷ 

ʧʨʠʦʙʨʝʪʘʝʪ ʧʦʚʩʝʤʝʩʪʥʫʶ ʧʦʧʫʣʷʨʠʟʠʨʦʚʘʥʥʫʶ ʬʦʨʤʫ. ʕʪʦ ʧʦʚʳʩʠʣʦ 

ʧʨʠʦʨʠʪʝʟʘʮʠʶ ʀʀ ʜʦ ʚʳʩʰʝʛʦ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʫʨʦʚʥʷ, ʢʦʛʜʘ ʩʦʟʜʘʶʪʩʷ 

ʥʘʮʠʦʥʘʣʴʥʳʝ ʩʪʨʘʪʝʛʠʠ ʧʦ ʨʘʟʚʠʪʠʶ ʀʀ, ʥʘ ʥʘʩʪʦʷʱʠʡ ʤʦʤʝʥʪ ʙʦʣʝʝ ʯʝʤ ʚ 

30 ʩʪʨʘʥʘʭ [1]. ɺ ʪʦʤ ʯʠʩʣʝ ʚ 2019 ʛʦʜʫ ʫʢʘʟʦʤ ʧʨʝʟʠʜʝʥʪʘ ʈʌ ʫʪʚʝʨʞʜʝʥʘ 

ʅʘʮʠʦʥʘʣʴʥʘʷ ʩʪʨʘʪʝʛʠʷ ʨʘʟʚʠʪʠʷ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʜʦ 2030 ʛʦʜʘ ʚ 

ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ [2]. 

ʉʦʛʣʘʩʥʦ ʜʘʥʥʦʡ ʩʪʨʘʪʝʛʠʠ ʦʜʥʠʤ ʠʟ ʙʘʟʦʚʳʭ ʧʨʠʥʮʠʧʦʚ, ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʢʦʪʦʨʳʤ ʜʦʣʞʥʦ ʧʨʦʠʩʭʦʜʠʪʴ ʨʘʟʚʠʪʠʝ ʚ ʩʬʝʨʝ ʀʀ ʷʚʣʷʝʪʩʷ 

ʙʝʟʦʧʘʩʥʦʩʪʴ. ʇʨʠʥʮʠʧ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʧʨʘʚʣʝʥ ʥʘ: 

ï ʥʝʜʦʧʫʩʪʠʤʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʀʀ ʚ ʮʝʣʷʭ ʫʤʳʰʣʝʥʥʦʛʦ ʧʨʠʯʠʥʝʥʠʷ 

ʚʨʝʜʘ ʛʨʘʞʜʘʥʘʤ ʠ ʶʨʠʜʠʯʝʩʢʠʤ ʣʠʮʘʤ; 

ï ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʠ ʤʠʥʠʤʠʟʘʮʠʶ ʨʠʩʢʦʚ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʥʝʛʘʪʠʚʥʳʭ 

ʧʦʩʣʝʜʩʪʚʠʡ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʝʭʥʦʣʦʛʠʡ ʀʀ. 

ɺ ʧʨʦʝʢʪʝ ɽʚʨʦʢʦʤʠʩʩʠʠ ʧʦ ʠʩʢʫʩʩʪʚʝʥʥʦʤʫ ʠʥʪʝʣʣʝʢʪʫ ʚ ʢʘʯʝʩʪʚʝ 

ʦʩʥʦʚʥʦʛʦ ʨʠʩʢʘ ʧʨʠʤʝʥʝʥʠʷ ʀʀ ʚʳʜʝʣʷʝʪʩʷ ʧʨʠʯʠʥʝʥʠʝ ʫʱʝʨʙʘ [3]. ʋʱʝʨʙ 

ʤʦʞʝʪ ʙʳʪʴ ʤʘʪʝʨʠʘʣʴʥʳʤ (ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʟʜʦʨʦʚʴʝ ʛʨʘʞʜʘʥ, ʚʨʝʜ 

ʠʤʫʱʝʩʪʚʫ) ʠ ʥʝʤʘʪʝʨʠʘʣʴʥʳʤ (ʦʛʨʘʥʠʯʝʥʠʝ ʠʣʠ ʥʘʨʫʰʝʥʠʝ ʧʨʘʚ ʣʶʜʝʡ, 

ʥʘʨʫʰʝʥʠʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ).  

ʂ ʧʝʨʚʦʡ ʢʘʪʝʛʦʨʠʠ ʤʦʞʥʦ ʦʪʥʝʩʪʠ, ʢʘʢ ʧʨʠʤʝʨ, ʦʰʠʙʢʫ ʚ 

ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʦʙʲʝʢʪʘ ʥʘ ʜʦʨʦʛʝ ʘʚʪʦʥʦʤʥʳʤ ʘʚʪʦʤʦʙʠʣʝʤ, ʯʪʦ ʥʘʧʨʷʤʫʶ 

ʩʧʦʩʦʙʥʦ ʧʦʚʣʠʷʪʴ ʥʘ ʟʜʦʨʦʚʴʝ ʠ ʞʠʟʥʴ ʣʶʜʝʡ. 

ʂʦ ʚʪʦʨʦʡ ʢʘʪʝʛʦʨʠʠ, ʥʘʧʨʠʤʝʨ, ʤʦʞʥʦ ʦʪʥʝʩʪʠ ʚʦʟʤʦʞʥʦʩʪʴ 

ʘʣʛʦʨʠʪʤʦʚ ʥʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ ʙʦʣʴʰʦʛʦ ʦʙʲʝʤʘ ʘʥʦʥʠʤʥʳʭ ʜʘʥʥʳʭ ʩʦʟʜʘʪʴ 

ʤʝʞʜʫ ʥʠʤʠ ʩʚʷʟʠ, ʧʦʟʚʦʣʷʶʱʠʝ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʣʠʯʥʦʩʪʴ, ʪʦ ʝʩʪʴ 

ʦʙʨʘʟʦʚʘʪʴ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ. 

ʇʨʠʥʷʪʠʝ ʨʝʰʝʥʠʡ ʀʀ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʫʪʝʤ ʘʥʘʣʠʟʘ ʙʦʣʴʰʠʭ 

ʤʘʩʩʠʚʦʚ ʜʘʥʥʳʭ. ʊʦ ʝʩʪʴ ʚ ʦʩʥʦʚʝ ʝʛʦ ʨʘʙʦʪʳ ʣʝʞʘʪ ʜʘʥʥʳʝ, ʠʥʬʦʨʤʘʮʠʷ. 

ɿʘʱʠʪʘ ʜʘʥʥʳʭ ʠʤʝʝʪ ʧʨʷʤʦʝ ʦʪʥʦʰʝʥʠʝ ʢ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ.  

ʊʘʢʠʤ ʦʙʨʘʟʦʤ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʤʝʝʪ ʥʝʩʢʦʣʴʢʦ ʪʦʯʝʢ 

ʩʦʧʨʠʢʦʩʥʦʚʝʥʠʷ ʩ ʀʀ: 

ï ʦʙʨʘʙʘʪʳʚʘʝʤʘʷ ʠʣʠ ʧʦʣʫʯʘʝʤʘʷ ʚ ʨʝʟʫʣʴʪʘʪʝ ʨʘʙʦʪʳ ʀʀ ʠʥʬʦʨʤʘʮʠʷ 

ʤʦʞʝʪ ʪʨʝʙʦʚʘʪʴ ʟʘʱʠʪʳ; 

ï ʪʝʭʥʦʣʦʛʠʠ ʀʀ ʧʨʠʤʝʥʷʶʪʩʷ ʚ ʩʨʝʜʩʪʚʘʭ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ; 
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ï ʀʀ, ʚʳʧʦʣʥʷʶʱʠʡ ʨʦʣʴ ʮʝʥʪʨʘ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ, 

ʩʧʦʩʦʙʝʥ ʥʘʥʝʩʪʠ ʫʱʝʨʙ ʨʘʟʣʠʯʥʦʛʦ ʪʠʧʘ (ʬʠʥʘʥʩʳ, ʘʢʪʠʚʳ, ʯʝʣʦʚʝʯʝʩʢʦʝ 

ʟʜʦʨʦʚʴʝ ʠ ʞʠʟʥʴ) ʠ ʨʘʟʣʠʯʥʦʛʦ ʨʘʟʤʝʨʘ.  

ʉʪʦʠʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʚ ʨʘʙʦʪʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʧʨʦʙʣʝʤʳ ʢʘʩʘʶʱʠʝʩʷ 

çʩʣʘʙʦʛʦè ʀʀ ʧʦ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʠʟ ʬʠʣʦʩʦʬʠʠ ʀʀ [4], ʪʦ ʝʩʪʴ ʀʀ 

ʨʝʰʘʶʱʝʤʫ ʩʧʝʮʠʬʠʯʥʳʝ ʟʘʜʘʯʠ ʠ ʥʝ ʠʤʝʶʱʝʛʦ ʩʦʟʥʘʥʠʝ. 

ɸʪʘʢʠ ʥʘ ʩʠʩʪʝʤʳ ʩ ʀʀ. ɸʪʘʢʠ ʥʘ ʩʠʩʪʝʤʳ ʩ ʀʀ ʤʦʛʫʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ 

ʥʘ ʜʚʫʭ ʵʪʘʧʘʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ: 

ï ʥʘ ʵʪʘʧʝ ʨʘʟʨʘʙʦʪʢʠ; 

ï ʥʘ ʵʪʘʧʝ ʵʢʩʧʣʫʘʪʘʮʠʠ. 

ʅʘ ʵʪʘʧʝ ʨʘʟʨʘʙʦʪʢʝ ʚʦʟʤʦʞʥʳ ʪʘʢʠʝ ʘʪʘʢʠ ʢʘʢ çʦʪʨʘʚʣʝʥʠʝè 

ʦʙʫʯʘʶʱʠʭ ʜʘʥʥʳʭ (poisoning attack) [5] ʠ ʚʥʝʜʨʝʥʠʝ ʟʘʢʣʘʜʦʢ ʚ ʘʣʛʦʨʠʪʤ 

(ʤʦʜʝʣʴ). 

ɸʪʘʢʠ çʦʪʨʘʚʣʝʥʠʷè ʜʘʥʥʳʭ, ʧʨʝʜʧʦʣʘʛʘʶʪ ʥʘʣʠʯʠʝ ʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ 

ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʦʙʫʯʝʥʠʷ (ʦʙʫʯʘʶʱʠʤ ʚʳʙʦʨʢʘʤ), ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʝʤʫ 

ʚʣʠʷʪʴ ʥʘ ʨʝʟʫʣʴʪʘʪ ʨʘʙʦʪʳ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʵʪʦ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʘʷ ʩʠʩʪʝʤʘ 

ʦʙʥʘʨʫʞʝʥʠʷ ʚʪʦʨʞʝʥʠʡ, ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʠʩʢʣʶʯʠʪʴ ʠʣʠ ʜʘʪʴ 

ʥʝʠʥʬʦʨʤʘʪʠʚʥʳʝ ʜʘʥʥʳʝ ʦʙ ʦʧʨʝʜʝʣʝʥʥʦʡ ʩʝʪʝʚʦʡ ʘʪʘʢʝ. ʕʪʦ ʩʦʟʜʘʩʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʚʦʜʠʪʴ ʝʤʫ ʚ ʜʘʣʴʥʝʡʰʝʤ ʘʪʘʢʠ ʜʘʥʥʦʛʦ ʪʠʧʘ ʙʝʟ 

ʦʙʥʘʨʫʞʝʥʠʷ ʩʠʩʪʝʤʦʡ. 

ɺʥʝʜʨʝʥʠʝ ʟʘʢʣʘʜʦʢ ʚ ʘʣʛʦʨʠʪʤ ʟʘʢʣʶʯʘʝʪʩʷ ʚʦ ʚʩʪʘʚʢʝ ʚ ʠʩʭʦʜʥʳʡ ʢʦʜ 

ʘʣʛʦʨʠʪʤʘ ʙʣʦʢʘ ʢʦʜʘ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʠʪ ʧʦʣʫʯʠʪʴ ʞʝʣʘʝʤʳʡ ʚʳʭʦʜʥʦʡ 

ʩʠʛʥʘʣ ʘʣʛʦʨʠʪʤʘ ʠʣʠ ʚʳʧʦʣʥʠʪʴ ʥʝʜʝʢʣʘʨʠʨʦʚʘʥʥʫʶ ʬʫʥʢʮʠʶ ʧʨʠ 

ʧʦʣʫʯʝʥʠʠ ʩʧʝʮʠʘʣʴʥʦʛʦ ʟʘʜʫʤʘʥʥʦʛʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʚʭʦʜʥʦʛʦ ʩʠʛʥʘʣʘ. 

ʅʘ ʵʪʘʧʝ ʵʢʩʧʣʫʘʪʘʮʠʠ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʳ çʘʪʘʢʠ ʫʢʣʦʥʝʥʠʷè 

(evasion attack). ɺ ʪʘʢʠʭ ʘʪʘʢʘʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʦʧʨʝʜʝʣʝʥʥʳʤ ʦʙʨʘʟʦʤ 

ʤʦʜʠʬʠʮʠʨʫʝʪ ʚʭʦʜʥʳʝ ʜʘʥʥʳʝ, ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ ʥʝʢʦʨʨʝʢʪʥʳʤ ʨʝʟʫʣʴʪʘʪʘʤ 

ʨʘʙʦʪʳ ʘʣʛʦʨʠʪʤʘ.  

ʅʘʧʨʠʤʝʨ, ʚ ʨʘʙʦʪʝ [6] ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʩʤʦʛʣʠ ʚʣʠʷʪʴ ʥʘ ʢʦʨʨʝʢʪʥʦʩʪʴ 

ʨʘʙʦʪʳ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʠʩʪʝʤʳ ʘʚʪʦʧʠʣʦʪʘ ʘʚʪʦʥʦʤʥʳʭ ʘʚʪʦʤʦʙʠʣʝʡ ʩ 

ʧʦʤʦʱʴʶ ʘʪʘʢʠ ʫʢʣʦʥʝʥʠʷ. 

ʅʘ ʦʩʥʦʚʘʥʠʠ ʚʳʰʝʦʧʠʩʘʥʥʳʭ ʘʪʘʢ ʤʦʞʥʦ ʩʦʩʪʘʚʠʪʴ ʧʨʠʤʝʨʥʫʶ ʦʙʱʫʶ 

ʤʦʜʝʣʴ ʘʣʛʦʨʠʪʤʘ ʀʀ, ʧʨʝʜʩʪʘʚʣʝʥʥʫʶ ʥʘ ʨʠʩʫʥʢʝ 1. 

 
ʈʠʩʫʥʦʢ 1 ï ʆʙʱʘʷ ʤʦʜʝʣʴ ʘʣʛʦʨʠʪʤʘ ʀʀ 
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ʅʘʧʨʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʀ. ʀʩʭʦʜʷ ʠʟ ʦʙʱʝʡ 

ʤʦʜʝʣʠ ʤʦʞʥʦ ʩʢʘʟʘʪʴ, ʯʪʦ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʀʀ ʜʦʣʞʥʘ 

ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʥʘ ʨʘʟʥʳʭ ʵʪʘʧʘʭ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʩʠʩʪʝʤʳ. 

ʅʘ ʵʪʘʧʝ ʨʘʟʨʘʙʦʪʢʠ ʦʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʜʦʣʞʥʦ ʫʜʝʣʷʪʴʩʷ ʟʘʱʠʪʝ ʜʘʥʥʳʭ, 

ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʦʙʫʯʝʥʠʷ ʩʠʩʪʝʤʳ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʪʘʢʞʝ ʦʨʛʘʥʠʟʦʚʘʪʴ 

ʧʨʦʮʝʩʩ ʨʘʟʨʘʙʦʪʢʠ ʇʆ ʩ ʀʀ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪʘʥʜʘʨʪʦʤ ʨʘʟʨʘʙʦʪʢʠ 

ʙʝʟʦʧʘʩʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ [7]. 

ʇʨʠ ʵʢʩʧʣʫʘʪʘʮʠʠ ʚʦʟʤʦʞʥʦʡ ʤʝʨʦʡ ʟʘʱʠʪʳ ʤʦʞʝʪ ʩʪʘʪʴ ʧʨʠʤʝʥʝʥʠʝ 

ʬʠʣʴʪʨʦʚ ʜʣʷ ʜʘʥʥʳʭ ʥʘ ʚʭʦʜʝ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʝ ʩʧʦʩʦʙʥʳ ʦʙʥʘʨʫʞʠʪʴ 

çʠʥʲʝʢʮʠʠè ʚʦ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ, ʥʘʤʝʨʝʥʥʦʝ ʠʟʤʝʥʝʥʠʝ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ. 

ʇʨʠʤʝʥʝʥʠʝ ʪʘʢʦʡ ʤʝʨʳ ʷʚʣʷʝʪʩʷ ʟʘʪʨʫʜʥʠʪʝʣʴʥʳʤ, ʢʦʛʜʘ ʚʦʟʤʦʞʥʦ ʚʣʠʷʥʠʝ 

ʥʘ ʩʘʤ ʦʙʲʝʢʪ, ʩ ʢʦʪʦʨʦʛʦ ʜʘʪʯʠʢ ʩʯʠʪʳʚʘʝʪ ʜʘʥʥʳʝ. 

ʆʙʱʠʡ ʩʧʠʩʦʢ ʚʦʟʤʦʞʥʳʭ ʙʘʟʦʚʳʭ ʤʝʨ ʧʦ ʨʘʟʚʠʪʠʶ ʟʘʱʠʪʳ ʩʠʩʪʝʤ ʩ 

ʀʀ, ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ ʨʠʩʫʥʢʝ 2. 

 
ʈʠʩʫʥʦʢ 2 ï ɹʘʟʦʚʳʝ ʥʘʧʨʘʚʣʝʥʠʷ ʨʘʟʚʠʪʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʠʩʪʝʤ ʩ ʀʀ 

 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʨʘʟʚʠʪʠʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʠ ʧʦʧʫʣʷʨʠʟʘʮʠʷ ʪʝʭʥʦʣʦʛʠʡ 

ʀʀ ʪʨʝʙʫʝʪ ʘʜʘʧʪʘʮʠʠ ʩʦ ʩʪʦʨʦʥʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʮʝʣʴʶ 

ʟʘʱʠʪʳ ʦʪ ʫʛʨʦʟ, ʭʘʨʘʢʪʝʨʥʳʭ ʜʣʷ ʩʠʩʪʝʤ ʩ ʀʀ. ɼʘʥʥʘʷ ʨʘʙʦʪʘ ʧʨʦʜʝʣʘʥʘ ʩ 

ʮʝʣʴʶ ʢʨʘʪʢʦ ʦʧʠʩʘʪʴ ʪʝʢʫʱʝʝ ʩʦʩʪʦʷʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʀ, ʧʨʠʚʣʝʯʴ 
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ʚʥʠʤʘʥʠʝ ʢ ʧʨʦʙʣʝʤʝ ʠ ʧʨʝʜʣʦʞʠʪʴ ʚʦʟʤʦʞʥʳʝ ʙʘʟʦʚʳʝ ʤʝʨʳ ʧʦ ʨʘʟʚʠʪʠʶ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʀ. 
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ʆɹɽʉʇɽʏɽʅʀɽ ɹɽɿʆʇɸʉʅʆʉʊʀ ʀʅʌʆʈʄɸʎʀʆʅʅʓʍ ɸʂʊʀɺʆɺ 

ʇʆʉʈɽɼʉʊɺʆʄ ɺʅɽɼʈɽʅʀʗ ɹʃʆʂʏɽʁʅ-ʊɽʍʅʆʃʆɻʀʀ 

ʐʘʤʠʣʴʷʥ ʆ.ʇ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ʀʱʫʢʦʚʘ ɽ.ɸ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ɿʘʜʘʯʘʤʠ ʣʶʙʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʷʚʣʷʶʪʩʷ ʩʙʦʨ, ʭʨʘʥʝʥʠʝ ʠ 

ʦʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ. ʆʥʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʧʨʦʮʝʩʩʘʤʠ 

ʠʣʠ ʤʝʞʜʫ ʣʶʜʴʤʠ [1]. 

ɼʘʥʥʳʝ, ʠʣʠ ʘʢʪʠʚʳ, ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʮʝʥʥʦʩʪʴ, ʢʦʪʦʨʘʷ ʜʦʣʞʥʘ 

ʥʘʭʦʜʠʪʴʩʷ ʧʦʜ ʟʘʱʠʪʦʡ ʠ ʚʢʣʶʯʘʶʪ ʚ ʩʝʙʷ:  

ī ʤʘʪʝʨʠʘʣʴʥʳʝ ʘʢʪʠʚʳ (ʥʘʧʨʠʤʝʨ, ʚʳʯʠʩʣʠʪʝʣʴʥʳʝ ʩʨʝʜʩʪʚʘ, 

ʩʨʝʜʩʪʚʘ ʩʚʷʟʠ, ʟʜʘʥʠʷ); 

ī ʠʥʬʦʨʤʘʮʠʶ (ʜʘʥʥʳʝ) (ʥʘʧʨʠʤʝʨ, ʜʦʢʫʤʝʥʪʳ, ʙʘʟʳ ʜʘʥʥʳʭ); 

ī ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ; 

ī ʩʧʦʩʦʙʥʦʩʪʴ ʧʨʦʠʟʚʦʜʠʪʴ ʧʨʦʜʫʢʪ ʠʣʠ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʫʩʣʫʛʫ; 

ī ʣʶʜʝʡ; 

ī ʥʝʤʘʪʝʨʠʘʣʴʥʳʝ ʨʝʩʫʨʩʳ (ʥʘʧʨʠʤʝʨ, ʧʨʝʩʪʠʞ ʬʠʨʤʳ, ʨʝʧʫʪʘʮʠʶ). 

ʕʪʦʪ ʩʧʠʩʦʢ ʥʝ ʦʢʦʥʯʘʪʝʣʴʥʳʡ, ʚ ʥʝʤ ʚʳʜʝʣʝʥʳ ʪʦʣʴʢʦ ʦʩʥʦʚʥʳʝ ʪʠʧʳ 

[2]. 

ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʟʘʱʠʪʳ ʘʢʪʠʚʦʚ ʚ ʨʘʤʢʘʭ ʢʦʤʧʘʥʠʠ ʚʳʩʪʨʘʠʚʘʝʪʩʷ 

ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ ʧʨʘʚʠʣ, ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʢʦʪʦʨʳʤʠ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʫʧʨʘʚʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʝʡ ʠ ʜʦʩʪʫʧ 

ʢ ʥʝʡ. 

ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ ʙʫʜʝʪ ʨʘʩʩʤʦʪʨʝʥʘ ʧʨʦʙʣʝʤʘ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ ʢʦʤʧʘʥʠʠ ʠ ʧʨʝʜʩʪʘʚʣʝʥʘ ʤʦʜʝʣʴ 

ʩʠʩʪʝʤʳ, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʵʪʫ ʙʝʟʦʧʘʩʥʦʩʪʴ ʦʙʝʩʧʝʯʠʚʘʪʴ. 

 

ʅʠ ʦʜʥʘ ʦʨʛʘʥʠʟʘʮʠʷ ʥʝ ʦʙʭʦʜʠʪʩʷ ʙʝʟ ʨʘʙʦʪʳ ʩ ʙʫʤʘʞʥʳʤʠ 

ʥʦʩʠʪʝʣʷʤʠ, ʜʦʢʫʤʝʥʪʳ, ʜʦʛʦʚʦʨʳ, ʩʯʝʪʘ ʠ ʪ. ʜ. ɹʫʤʘʞʥʳʝ ʠ ʵʣʝʢʪʨʦʥʥʳʝ 

ʜʦʢʫʤʝʥʪʳ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʘʢʪʠʚʳ, ʢʦʪʦʨʳʝ 

ʥʝʦʙʭʦʜʠʤʦ ʦʙʝʟʦʧʘʩʠʪʴ. ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʨʝʙʫʝʪʩʷ ʚʝʩʪʠ 

ʫʯʝʪ ʚʩʝʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ, ʦʪʩʣʝʞʠʚʘʪʴ ʠʭ ʧʝʨʝʤʝʱʝʥʠʝ ʚʥʫʪʨʠ 

ʢʦʤʧʘʥʠʠ, ʩʦʭʨʘʥʷʪʴ ʩʧʠʩʢʠ ʩʦʪʨʫʜʥʠʢʦʚ, ʢʦʪʦʨʳʝ ʧʦʣʫʯʘʣʠ ʠʣʠ ʧʳʪʘʣʠʩʴ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʥʠʤ, ʢʘʢʠʝ ʦʧʝʨʘʮʠʠ ʩ ʥʠʤʠ ʚʳʧʦʣʥʷʣʠʩʴ. ʅʘʙʦʨ ʵʪʠʭ ʠ 

ʜʨʫʛʠʭ ʬʫʥʢʮʠʡ ʤʦʞʝʪ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥ ʚ ʨʘʤʢʘʭ ʝʜʠʥʦʛʦ ʢʦʤʧʣʝʢʩʘ ï 

ʩʠʩʪʝʤʳ ʵʣʝʢʪʨʦʥʥʦʛʦ ʜʦʢʫʤʝʥʪʦʦʙʦʨʦʪʘ (ʉʕɼ). 

ʉʠʩʪʝʤʘ ʵʣʝʢʪʨʦʥʥʦʛʦ ʜʦʢʫʤʝʥʪʦʦʙʦʨʦʪʘ ï ʵʪʦ ʩʦʚʦʢʫʧʥʦʩʪʴ 

ʧʨʦʛʨʘʤʤʥʳʭ ʠ ʪʝʭʥʠʯʝʩʢʠʡ ʨʝʰʝʥʠʡ, ʧʦʟʚʦʣʷʶʰʠʭ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ 

ʧʨʦʮʝʩʩʳ ʫʧʨʘʚʣʝʥʠʷ ʜʦʢʫʤʝʥʪʘʤʠ [3]. ʊʘʢʘʷ ʩʠʩʪʝʤʘ ʥʝʧʨʝʤʝʥʥʦ ʜʦʣʞʥʘ 

ʦʙʝʩʧʝʯʠʚʘʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʮʝʣʦʩʪʥʦʩʪʴ ʠ ʜʦʩʪʫʧʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʠ, 

ʫʜʦʩʪʦʚʝʨʷʪʴ ʢʦʤʧʘʥʠʶ, ʯʪʦ ʝʸ ʘʢʪʠʚʳ ʥʘʭʦʜʷʪʩʷ ʧʦʜ ʟʘʱʠʪʦʡ. ʊʘʢʞʝ ʉʕɼ 
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ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʩʦʪʨʫʜʥʠʢʘʤʠ ʠ ʧʨʝʜʦʭʨʘʥʷʝʪ ʦʪ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʜʦʢʫʤʝʥʪʘʤ. 

ʂʦʥʝʯʥʦ ʞʝ ʪʘʢʘʷ ʩʠʩʪʝʤʘ ʜʦʣʞʥʘ ʙʳʪʴ ʤʘʢʩʠʤʘʣʴʥʦ ʟʘʱʠʱʝʥʥʦʡ ʦʪ 

ʘʪʘʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʠ ʦʙʝʩʧʝʯʠʚʘʪʴ ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴ. ɼʦʩʪʫʧ ʢ 

ʜʘʥʥʳʤ ʜʦʣʞʝʥ ʧʨʝʜʦʩʪʘʚʣʷʪʴʩʷ ʪʦʣʴʢʦ ʪʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ 

ʦʧʨʝʜʝʣʝʥʥʳʝ ʧʨʘʚʘ. ɾʫʨʥʘʣ ʘʫʜʠʪʘ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʱʠʱʝʥ ʦʪ ʚʦʟʤʦʞʥʦʩʪʠ 

ʠʟʤʝʥʝʥʠʷ ʠʟʚʥʝ, ʘ ʜʘʥʥʳʝ ʟʘʱʠʱʝʥʳ ʦʪ ʧʦʜʜʝʣʦʢ. ʊʘʢʦʡ ʬʫʥʢʮʠʦʥʘʣ ʤʦʞʝʪ 

ʙʳʪʴ ʦʙʝʩʧʝʯʝʥ ʩ ʧʦʤʦʱʴʶ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʦʣʝʚʦʡ ʤʦʜʝʣʠ ʠ 

ʜʝʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʡ ʩʝʪʠ, ʘ ʠʤʝʥʥʦ ʧʨʠʤʝʥʝʥʠʷ ʙʣʦʢʯʝʡʥ-ʪʝʭʥʦʣʦʛʠʠ. 

ɹʣʦʢʯʝʡʥ ï ʨʘʩʧʨʝʜʝʣʝʥʥʘʷ ʙʘʟʘ ʜʘʥʥʳʭ, ʛʜʝ ʚʩʷ ʠʥʬʦʨʤʘʮʠʷ ʭʨʘʥʠʪʩʷ 

ʚ ʙʣʦʢʘʭ, ʩʚʷʟʘʥʥʳʭ ʤʝʞʜʫ ʩʦʙʦʡ ʠ ʦʙʨʘʟʫʶʱʠʭ ʪʘʢ ʥʘʟʳʚʘʝʤʫʶ ʮʝʧʦʯʢʫ. 

ʂʘʞʜrʡ ʙʣʦʢ ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ ʩʧʠʩʦʢ ʪʨʘʥʟʘʢʮʠʡ, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ 

ʦʪʨʘʞʝʥʠʝʤ ʣʶʙʦʛʦ ʠʟʤʝʥʝʥʠʷ ʚ ʩʠʩʪʝʤʝ. 

ɺʥʝʜʨʝʥʠʝ ʙʣʦʢʯʝʡʥʘ ʚ ʉʕɼ ʠʤʝʝʪ ʨʷʜ ʧʨʝʠʤʫʱʝʩʪʚ: 

ī ʋʩʠʣʝʥʠʝ ʤʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ; 

ī ʃʝʛʢʘʷ ʤʘʩʰʪʘʙʠʨʫʝʤʦʩʪʴ; 

ī ʆʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʴ ʠ ʜʨ. 

ʆʜʥʘʢʦ, ʙʣʦʢʯʝʡʥ, ʢʘʢ ʠ ʣʶʙʘʷ ʜʨʫʛʘʷ ʩʠʩʪʝʤʘ, ʠʤʝʝʪ ʩʚʦʠ ʥʝʜʦʩʪʘʪʢʠ 

ʪʘʢʠʝ ʢʘʢ, ʘʪʘʢʘ 51% ʠ ʧʦʩʪʦʷʥʥʳʡ ʨʦʩʪ ʮʝʧʦʯʢʠ ʙʣʦʢʦʚ. 

ɼʝʮʝʥʪʨʘʣʠʟʘʮʠʷ ʠʩʢʣʶʯʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʝʜʠʥʦʛʦ ʩʝʨʚʝʨʘ ʩ ʜʘʥʥʳʤʠ 

ʠ ʥʝ ʜʘʸʪ ʚʦʟʤʦʞʥʦʩʪʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 100% 

ʠʥʬʦʨʤʘʮʠʠ. ɺ ʧʨʠʥʮʠʧʝ ʨʘʙʦʪʳ ʧʠʨʠʥʛʦʚʦʡ ʩʝʪʠ ʣʝʞʠʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ ʬʘʡʣʦʚʳʭ ʭʨʘʥʠʣʠʱ. 

 

ɺ ʭʦʜʝ ʧʨʦʚʝʜʝʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʙʳʣʦ ʨʝʰʝʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʩʫʱʝʩʪʚʫʶʱʫʶ ʙʣʦʢʯʝʡʥ-ʧʣʘʪʬʦʨʤʫ HyperLedger, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʝʭʘʥʠʟʤ ʩʤʘʨʪ-ʢʦʥʪʨʘʢʪʦʚ. ʊʘʢʦʝ ʨʝʰʝʥʠʝ ʷʚʣʷʝʪʩʷ 

ʦʧʪʠʤʘʣʴʥʳʤ, ʪʘʢ ʢʘʢ ʧʣʘʪʬʦʨʤʘ ʷʚʣʷʝʪʩʷ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʝʤʦʡ ʠ ʧʦʜʭʦʜʠʪ 

ʜʣʷ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʚʘʨʠʘʥʪʦʚ ʧʨʠʤʝʥʝʥʠʷ. 

ʂʘʞʜʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʩʠʩʪʝʤʳ ʙʫʜʝʪ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʚ ʧʠʨʠʥʛʦʚʦʡ 

ʩʝʪʠ ʧʦʜ ʩʚʦʠʤ ʫʥʠʢʘʣʴʥʳʤ ʠʤʝʥʝʤ ʠ ʠʤʝʪʴ ʧʘʨʫ ʦʪʢʨʳʪʦʛʦ ʠ ʟʘʢʨʳʪʦʛʦ 

ʢʣʶʯʘ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʧʦʜʧʠʩʠ ʠ ʧʨʦʚʝʨʢʠ ʪʨʘʥʟʘʢʮʠʡ. ɺ ʦʩʥʦʚʝ ʉʕɼ 

ʙʫʜʝʪ ʣʝʞʘʪʴ ʨʦʣʝʚʘʷ ʤʦʜʝʣʴ, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ 

ʧʨʘʚ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʢ ʟʘʧʨʘʰʠʚʘʝʤʦʤʫ ʜʦʢʫʤʝʥʪʫ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʫʤʝʥʴʰʘʷ ʨʠʩʢ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ. 

ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʚʠʜʝ ʩʤʘʨʪ-

ʢʦʥʪʨʘʢʪʘ. ʆʥʠ ʣʝʛʢʠ ʚ ʨʘʟʨʘʙʦʪʢʝ ʠ ʧʦʟʚʦʣʷʶʪ ʨʝʘʣʠʟʦʚʘʪʴ ʧʨʘʢʪʠʯʝʩʢʠ 

ʣʶʙʦʡ ʬʫʥʢʮʠʦʥʘʣ. 

ʂʣʶʯʝʚʳʤʠ ʧʘʨʘʤʝʪʨʘʤ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʤ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʷʚʣʷʶʪʩʷ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʤʝʪʦʜʳ ʠ ʘʣʛʦʨʠʪʤʳ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ 

ʙʣʦʢʯʝʡʥʝ. ʂʘʞʜʳʡ ʙʣʦʢ, ʧʦʤʠʤʦ ʩʚʦʝʛʦ ʭʵʰ-ʟʥʘʯʝʥʠʷ, ʭʨʘʥʠʪ ʭʵʰ-ʟʥʘʯʝʥʠʝ 

ʧʨʝʜʳʜʫʱʝʛʦ ʙʣʦʢʘ. ʕʪʦ ʛʘʨʘʥʪʠʨʫʝʪ ʥʝʚʦʟʤʦʞʥʦʩʪʴ ʠʟʤʝʥʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ, ʪʘʢ ʢʘʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʧʨʠʜʝʪʩʷ ʧʝʨʝʩʯʠʪʳʚʘʪʴ ʭʵʰʠ ʚʩʝʭ 



39  

  

ʧʦʩʣʝʜʫʶʱʠʭ ʙʣʦʢʦʚ, ʯʪʦ ʷʚʣʷʝʪʩʷ ʚʳʯʠʩʣʠʪʝʣʴʥʦ ʩʣʦʞʥʦʡ ʟʘʜʘʯʝʡ. ʊʘʢ ʞʝ 

ʚ ʙʣʦʢʯʝʥʡʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʩʩʠʤʝʪʨʠʯʥʘʷ ʢʨʠʧʪʦʛʨʘʬʠʷ, ʢʘʞʜʘʷ ʪʨʘʥʟʘʢʮʠʷ 

ʧʦʜʧʠʩʳʚʘʝʪʩʷ ʟʘʢʨʳʪʳʤ ʢʣʶʯʦʤ ʩʦʟʜʘʪʝʣʷ ʠ ʧʨʦʚʝʨʷʝʪʩʷ ʜʨʫʛʠʤʠ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʥʘ ʢʦʨʨʝʢʪʥʦʩʪʴ. ɽʩʣʠ ʪʨʘʥʟʘʢʮʠʷ ʠʜʝʥʪʠʬʠʮʠʨʫʝʪʩʷ ʢʘʢ 

ʥʝʚʝʨʥʘʷ, ʦʥʘ ʥʝ ʜʦʙʘʚʣʷʝʪʩʷ ʚ ʙʣʦʢ. 

 

ʇʦ ʠʪʦʛʘʤ ʨʘʙʦʪʳ ʧʣʘʥʠʨʫʝʪʩʷ ʨʘʟʨʘʙʦʪʘʪʴ ʜʝʩʢʪʦʧʥʦʝ ʧʨʠʣʦʞʝʥʠʝ, 

ʚʳʧʦʣʥʷʶʱʝʝ ʬʫʥʢʮʠʠ ʩʠʩʪʝʤʳ ʵʣʝʢʪʨʦʥʥʦʛʦ ʜʦʢʫʤʝʥʪʦʦʙʦʨʦʪʘ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʙʣʦʢʯʝʡʥ-ʪʝʭʥʦʣʦʛʠʠ. ɼʘʥʥʳʝ ʙʫʜʫʪ ʭʨʘʥʠʪʴʩʷ ʥʘ 

ʨʘʩʧʨʝʜʝʣʸʥʥʳʭ ʭʨʘʥʠʣʠʱʘʭ, ʠ ʣʶʙʦʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʩʠʩʪʝʤʳ ʩ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʧʨʘʚʘʤʠ ʙʫʜʝʪ ʠʤʝʪʴ ʢ ʥʠʤ ʜʦʩʪʫʧ ʚ ʣʶʙʦʡ ʤʦʤʝʥʪ 

ʚʨʝʤʝʥʠ. ʇʨʘʚʠʣʴʥʦʩʪʴ ʜʦʩʪʫʧʘ ʢ ʬʘʡʣʘʤ ʙʫʜʝʪ ʨʝʛʫʣʠʨʦʚʘʪʴʩʷ 

ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʨʦʣʝʚʦʡ ʤʦʜʝʣʴʶ. ʂʘʞʜʦʝ ʜʝʡʩʪʚʠʝ ʩʠʩʪʝʤʳ ʙʫʜʝʪ 

ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ ʚʠʜʝ ʪʨʘʥʟʘʢʮʠʠ ʠ ʦʪʨʘʞʘʪʴʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʟʘʧʠʩʴʶ ʚ 

ʙʣʦʢʯʝʡʥʝ. 

ʊʘʢʦʝ ʧʨʠʣʦʞʝʥʠʝ ʙʫʜʝʪ ʧʦʜʭʦʜʠʪʴ ʜʣʷ ʩʠʩʪʝʤ ʣʶʙʦʛʦ ʤʘʩʰʪʘʙʘ, ʪʘʢ 

ʢʘʢ ʙʣʦʢʯʝʡʥ ʷʚʣʷʝʪʩʷ ʣʝʛʢʦ ʤʘʩʰʪʘʙʠʨʫʝʤʳʤ. ɹʣʘʛʦʜʘʨʷ ʨʦʣʝʚʦʡ ʤʦʜʝʣʠ, 

ʜʝʮʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʩʝʪʴ ʙʫʜʝʪ ʠʤʝʪʴ ʛʠʙʨʠʜʥʦʝ ʩʪʨʦʝʥʠʝ, ʪ. ʝ. ʚʢʣʶʯʘʪʴ 

ʩʝʙʷ ʪʘʢʠʝ ʫʟʣʳ ʢʘʢ ʩʫʧʝʨʧʠʨʳ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʦʙʨʘʙʦʪʢʠ 

ʟʘʧʨʦʩʦʚ ʦʙʳʯʥʳʭ ʧʠʨʦʚ [4].  

ɿʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʘʢʪʠʚʦʚ ʷʚʣʷʝʪʩʷ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ 

ʣʶʙʦʡ ʧʦʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɼʣʷ ʢʘʞʜʦʡ ʢʦʤʧʘʥʠʠ ʥʝʦʙʭʦʜʠʤʦ ʚ ʧʦʣʥʦʡ 

ʤʝʨʝ ʦʮʝʥʠʪʴ ʮʝʥʥʦʩʪʴ ʩʚʦʠʭ ʘʢʪʠʚʦʚ ʠ ʦʙʝʩʧʝʯʠʪʴ ʠʭ ʩʦʭʨʘʥʥʦʩʪʴ. ʉ ʨʦʩʪʦʤ 

ʨʘʟʚʠʪʠʷ ʮʠʬʨʦʚʦʡ ʦʪʨʘʩʣʠ ʵʣʝʢʪʨʦʥʥʳʡ ʜʦʢʫʤʝʥʪʦʦʙʦʨʦʪ ʥʘʙʠʨʘʝʪ ʩʚʦʶ 

ʧʦʧʫʣʷʨʥʦʩʪʴ ʠ ʩʠʩʪʝʤʳ, ʧʦʜʦʙʥʳʝ ʪʝʤ, ʯʪʦ ʦʧʠʩʘʥʳ ʚ ʵʪʦʡ ʩʪʘʪʴʝ ʦʙʨʝʪʘʶʪ 

ʚʩʸ ʙʦʣʴʰʫʶ ʮʝʥʥʦʩʪʴ. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʙʦʣʴʰʠʥʩʪʚʦ ʢʦʤʧʘʥʠʡ ʚʥʝʜʨʷʝʪ 

ʉʕɼ ʚ ʩʚʦʶ ʨʘʙʦʪʫ, ʪʝʤ ʩʘʤʳʤ ʦʙʝʩʧʝʯʠʚʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʫʤʝʥʴʰʘʷ ʨʠʩʢʠ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʜʦʢʫʤʝʥʪʘʤ ʠ ʫʚʝʣʠʯʠʚʘʷ ʩʢʦʨʦʩʪʴ ʚʩʝʛʦ 

ʨʘʙʦʯʝʛʦ ʧʨʦʮʝʩʩʘ. 

ʉʧʠʩʦʢ ʣʠʪʝʨʘʪʫʨʳ 

1. ɻʆʉʊ 34.321-96. ʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ, ʩʠʩʪʝʤʘ 

ʩʪʘʥʜʘʨʪʦʚ ʧʦ ʙʘʟʘʤ ʜʘʥʥʳʭ, ʵʪʘʣʦʥʥʘʷ ʤʦʜʝʣʴ ʫʧʨʘʚʣʝʥʠʷ ʜʘʥʥʳʤʠ; 

2. ɻʆʉʊ ʈ ʀʉʆ/ʄʕʂ 13335-1-2006. ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷ 

(ʀʊ). ʄʝʪʦʜʳ ʠ ʩʨʝʜʩʪʚʘ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʏʘʩʪʴ 1. ʂʦʥʮʝʧʮʠʷ ʠ 

ʤʦʜʝʣʠ ʤʝʥʝʜʞʤʝʥʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʠ 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ (ʩ ʇʦʧʨʘʚʢʦʡ); 

3. ɻʆʉʊ ʈ 53898-2013 ʉʠʩʪʝʤʳ ʵʣʝʢʪʨʦʥʥʦʛʦ ʜʦʢʫʤʝʥʪʦʦʙʦʨʦʪʘ. 

ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩʠʩʪʝʤ ʫʧʨʘʚʣʝʥʠʷ ʜʦʢʫʤʝʥʪʘʤʠ. ʊʝʭʥʠʯʝʩʢʠʝ ʪʨʝʙʦʚʘʥʠʷ ʢ 

ʵʣʝʢʪʨʦʥʥʦʤʫ ʩʦʦʙʱʝʥʠʶ; 

4. ɸ. ʇ. ʂʨʶʢʦʚ, ɸ. ʇ. ɼʝʤʠʯʝʚ ɼʝʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʝ ʭʨʘʥʠʣʠʱʘ 

ʜʘʥʥʳʭ: ʪʝʭʥʦʣʦʛʠʠ ʧʦʩʪʨʦʝʥʠʷ // Programming and Computer Software, 2018. 

ï ɺʳʧ. 5. ï ʉ. 303-315.  
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ʆʉʅʆɺʅʓɽ ʇʈʀʅʎʀʇʓ ʈɸɹʆʊʓ ʅʆɺʆɻʆ ɸʃɻʆʈʀʊʄɸ 

ʐʀʌʈʆɺɸʅʀʗ Qamal 

ʄʠʢʦʷʥ ɻ. ɸ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ʀʱʫʢʦʚʘ ɽ.ɸ. 

ʖʞʥrʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ɺ ʥʘʯʘʣʝ 70-ʭ ʛʦʜʦʚ ʧʨʦʰʣʦʛʦ ʚʝʢʘ ʙʳʣ ʧʨʠʥʷʪ ʧʝʨʚʳʡ ʩʪʘʥʜʘʨʪ 

ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʙʣʦʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ʚ ʉʐɸ, ʢʦʪʦʨʳʡ ʙʳʣ ʥʘʟʚʘʥ Data 

Encryption Standard (DES). ɽʛʦ ʨʘʟʨʘʙʦʪʯʠʢʠ ʨʘʙʦʪʘʣʠ ʚ ʪʦ ʚʨʝʤʷ ʚ ʢʦʤʧʘʥʠʠ 

IBM. ʀ ʦʜʠʥ ʠʟ ʥʠʭ, ʍʦʨʩʪ ʌʝʡʩʪʝʣʴ, ʨʘʟʨʘʙʦʪʘʣ ʧʨʠʥʮʠʧ ʰʠʬʨʦʚʘʥʠʷ, 

ʢʦʪʦʨʳʡ ʚ ʜʘʣʴʥʝʡʰʝʤ ʩ ʫʩʧʝʭʦʤ ʧʨʠʤʝʥʷʣʩʷ ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ ʜʨʫʛʠʭ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʘʣʛʦʨʠʪʤʦʚ, ʪʘʢʠʭ ʢʘʢ ɻʆʉʊ 28147-89, RC5 ʠ ʜʨʫʛʠʭ [1]. 

ʇʣʘʥʠʨʦʚʘʣʦʩʴ, ʯʪʦ ʫʪʚʝʨʞʜʝʥʥʳʡ ʩʪʘʥʜʘʨʪ DES ʧʨʦʩʣʫʞʠʪ ʚ ʪʝʯʝʥʠʝ 5 ʣʝʪ 

ʠ ʧʦʩʣʝ ʵʪʦʛʦ ʙʫʜʝʪ ʟʘʤʝʥʝʥ ʥʦʚʳʤ ʩʪʘʥʜʘʨʪʦʤ, ʥʦ ʧʦʣʫʯʠʣʦʩʴ ʪʘʢ, ʯʪʦ ʩʨʦʢ 

ʝʛʦ ʩʣʫʞʙʳ ʥʝʦʜʥʦʢʨʘʪʥʦ ʧʨʦʜʣʷʣʩʷ [2]. ʂʦʛʜʘ ʩʪʘʣʦ ʧʦʥʷʪʥʦ, ʯʪʦ ʙʦʣʴʰʝ 

DES ʥʝ ʤʦʞʝʪ ʷʚʣʷʪʴʩʷ ʩʪʘʥʜʘʨʪʦʤ, ʪʘʢ ʢʘʢ ʝʛʦ ʢʣʶʯ ʩʪʘʣ ʫʷʟʚʠʤ ʢ ʘʥʘʣʠʟʫ ʩ 

ʧʦʤʦʱʴʶ ʤʝʪʦʜʘ ʧʦʣʥʦʛʦ ʧʝʨʝʙʦʨʘ (ʢ ʥʘʯʘʣʫ 2000 ʛʦʜʘ ʧʦʣʥʳʡ ʧʝʨʝʙʦʨ 

ʢʣʶʯʝʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʤʦʞʥʦ ʙʳʣʦ ʚʳʧʦʣʥʠʪʴ ʟʘ ʦʜʠʥ ʜʝʥʴ), 

ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʉʐɸ ʨʝʰʠʣʦ ʦʙʲʷʚʠʪʴ ʢʦʥʢʫʨʩ ʥʘ ʧʨʠʥʷʪʠʝ ʥʦʚʦʛʦ ʩʪʘʥʜʘʨʪʘ 

ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ï ʢʦʥʢʫʨʩ AES (Advanced Encryption Stsndard) 

[3]. ʆʜʥʦʚʨʝʤʝʥʥʦ ʩ ʵʪʠʤ ʩʪʘʨʪʦʚʘʣ ʷʧʦʥʩʢʠʡ ʧʨʦʝʢʪ CRYPTREC [4]. ɺ 

ʥʘʰʝʡ ʩʪʨʘʥʝ ʩ 1989 ʛʦʜʘ ʙʳ ʚʚʝʜʝʥ ʩʪʘʥʜʘʨʪ ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ 

ɻʆʉʊ 28147-89, ʥʦ ʜʦ 1994 ʛʦʜʘ ʦʥ ʦʩʪʘʚʘʣʩʷ ʟʘʩʝʢʨʝʯʝʥʥʳʤ. ʇʝʨʚʦʛʦ 

ʷʥʚʘʨʷ 2016 ʛʦʜʘ ʚ ʥʘʰʝʡ ʩʪʨʘʥʝ ʙʳʣ ʧʨʠʥʷʪ ʥʦʚʳʡ ʩʪʘʥʜʘʨʪ ʰʠʬʨʦʚʘʥʠʷ 

ʜʘʥʥʳʭ ï ɻʆʉʊ ʈ 34.12 ï 2015, ʩʦʩʪʦʷʱʠʡ ʠʟ ʜʚʫʭ ʩʠʤʤʝʪʨʠʯʥʳʭ ʰʠʬʨʦʚ 

ʄʘʛʤʘ ʠ ʂʫʟʥʝʯʠʢ [6]. ɺ 2007 ʛʦʜʫ ʚ ʈʝʩʧʫʙʣʠʢʝ ɹʝʣʘʨʫʩʴ ʚʤʝʩʪʦ ʩʦʚʝʪʩʢʦʛʦ 

ʩʪʘʥʜʘʨʪʘ ɻʆʉʊ 28147-89 ʙʳʣ ʨʘʟʨʘʙʦʪʘʥ ʠ ʧʨʠʥʷʪ ʚ ʢʘʯʝʩʪʚʝ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʩʪʘʥʜʘʨʪʘ ʥʦʚʳʡ ʘʣʛʦʨʠʪʤ ʉʊɹ 34.101.31-2007, ʘ ʩ 2011 

ʛʦʜʘ ʵʪʦʪ ʩʪʘʥʜʘʨʪ ʩʪʘʣ ʜʝʡʩʪʚʦʚʘʪʴ ʥʘ ʧʦʩʪʦʷʥʥʦʡ ʦʩʥʦʚʝ [7]. ʊʘʢʞʝ ʥʘʜʦ 

ʩʦʟʜʘʥʠʝʤ ʩʦʙʩʪʚʝʥʥʦʛʦ ʩʪʘʥʜʘʨʪʘ ʨʘʙʦʪʘʣʠ ʫʢʨʘʠʥʩʢʠʝ ʫʯʝʥʳʝ, ʢʦʪʦʨʳʝ 

ʨʘʟʨʘʙʦʪʘʣʠ ʠ ʚʚʝʣʠ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʘʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ ʂʘʣʠʥʘ, ʢʦʪʦʨʳʡ 

ʩ 2015 ʛʦʜʘ ʷʚʣʷʝʪʩʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʩʪʘʥʜʘʨʪʦʤ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ ʚ 

ʋʢʨʘʠʥʝ ɼʉʊʋ 7624:2014 [8]. ʇʦʩʣʝʜʥʠʝ ʜʚʘ ʛʦʜʘ ʚ ʈʝʩʧʫʙʣʠʢʝ ʂʘʟʘʭʩʪʘʥ 

ʧʨʦʚʦʜʷʪʩʷ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʦ ʨʘʟʨʘʙʦʪʢʝ ʥʦʚʦʛʦ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʩʪʘʥʜʘʨʪʘ 

ʩʠʤʤʝʪʨʠʯʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ. ʅʘʠʙʦʣʝʝ ʧʝʨʩʧʝʢʪʠʚʥʳʤ ʷʚʣʷʝʪʩʷ ʘʣʛʦʨʠʪʤ 

Qamal, ʂʦʪʦʨʳʡ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʜʘʥʥʦʡ ʨʘʙʦʪʝ. 

ʆʙʱʘʷ ʩʭʝʤʘ ʨʘʙʦʪʳ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ Qamal ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩ. 

1. ɸʣʛʦʨʠʪʤ ʠʤʝʝʪ ʛʠʙʢʫʶ ʩʪʨʫʢʪʫʨʫ ʠ ʤʦʞʝʪ ʟʘʰʠʬʨʦʚʳʚʘʪʴ ʙʣʦʢʠ ʪʨʝʭ 

ʚʝʣʠʯʠʥ: 128, 192 ʠ 256 ʙʠʪ. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʳʙʨʘʥʥʦʡ ʜʣʠʥʳ 

ʰʠʬʨʫʝʤʦʛʦ ʙʣʦʢʘ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʦ ʜʣʠʥʘ ʩʝʢʨʝʪʥʦʛʦ ʢʣʶʯʘ ʪʘʢʦʛʦ ʞʝ 

ʨʘʟʤʝʨʘ, ʪʦ ʝʩʪʴ ʪʦʞʝ 128, 192 ʠ 256. ʊʘʢʞʝ ʦʪ ʨʘʟʤʝʨʥʦʩʪʠ ʰʠʬʨʫʝʤʦʛʦ 

ʙʣʦʢʘ ʟʘʚʠʩʠʪ ʢʦʣʠʯʝʩʪʚʦ ʨʘʫʥʜʦʚ ʰʠʬʨʦʚʘʥʠʷ. ɹʣʦʢ ʚ 128 ʙʠʪʦʚ ʙʫʜʝʪ 
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ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ 8 ʨʘʫʥʜʦʚ, ʜʣʷ 192 ʙʠʪʦʚ ï 10 ʨʘʫʥʜʦʚ ʠ ʜʣʷ 256 ʙʠʪʦʚ ï 12 

ʨʘʫʥʜʦʚ. ʙʠʪ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʚʦʩʝʤʴ, ʜʝʩʷʪʴ ʠ ʜʚʝʥʘʜʮʘʪʴ 

ʨʘʫʥʜʦʚ ʰʠʬʨʦʚʘʥʠʷ.  

 

 
ʈʠʩ. 1 ï ɸʣʛʦʨʠʪʤ ʰʠʬʨʦʚʘʥʠʷ Qamal 

 

ʂʘʞʜʳʡ ʨʘʫʥʜ ʰʠʬʨʦʚʘʥʠʷ ʩʦʩʪʦʠʪ ʠʟ ʯʝʪʳʨʝʭ ʦʩʥʦʚʥʳʭ ʦʧʝʨʘʮʠʡ: 

ʩʣʦʞʝʥʠʝ ʧʦ ʤʦʜʫʣʶ ʜʚʘ ʰʠʬʨʫʝʤʳʭ ʜʘʥʥʳʭ ʩ ʨʘʫʥʜʦʚʳʤ ʧʦʜʢʣʶʯʦʤ, 

ʥʝʣʠʥʝʡʥʫʶ ʦʧʝʨʘʮʠʶ ʟʘʤʝʥʳ ʙʘʡʪʦʚ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ S-ʙʣʦʢʘ ʟʘʤʝʥʳ ʠ 

ʜʚʘ ʣʠʥʝʡʥʳʭ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ Mixer1 ʠ Mixer2.  

ʇʨʠʥʮʠʧ ʠʩʧʦʣʴʟʦʚʘʥʠʷ S-ʙʣʦʢʘ ʟʘʤʝʥʳ ʩʦʚʧʘʜʘʝʪ ʩ ʧʨʠʥʮʠʧʦʤ 

ʧʨʠʤʝʥʝʥʠʷ ʙʣʦʢʘ ʟʘʤʝʥʳ ʜʣʷ ʩʪʘʥʜʘʨʪʘ ʰʠʬʨʦʚʘʥʠʷ AES. ʉʘʤ ʙʣʦʢ ʟʘʤʝʥʳ 

ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʪʘʙʣ. 1. 

 

ʊʘʙʣʠʮʘ 1 ïS1 ʙʣʦʢ 
 0 1 2 3 4 5 6 7 8 9 A B C D E F 

0 C9 34 F0 18 55 86 21 6B 87 D2 6E 99 BD 31 98 89 

1 29 73 83 8B 1A 19 E1 E4 F3 5B 72 3F A6 F9 2E A3 

2 7E 10 94 07 EC AD 2F 26 20 93 66 3D DD 64 5F C1 

3 13 E0 80 25 D3 08 75 6A B9 2D D1 CC FD CA 3B FC 

4 D5 DA E2 CE A0 7F AE C8 9C 09 3C 95 BA 35 3E 7B 

5 FA 8D 23 AB D9 E8 74 2A C3 A8 D8 52 45 B5 0A 0C 
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6 A4 61 9A FB AA F6 78 84 C4 E9 EE 54 50 81 DF 90 

7 36 B4 BB 44 C5 96 4B 28 14 E6 8F FF B0 1F 53 47 

8 00 4C 40 2C 9B 9F 4A 01 7D AF 92 56 7A DB 8E 16 

9 63 24 A9 1D 33 4D E7 1C 70 69 B7 C6 32 E5 57 03 

A 97 A5 EB D4 BC 5D F8 85 06 F2 59 F4 17 22 38 DC 

B 0B FE BE CD 41 82 04 0E 48 71 30 AC EF C7 2B CB 

C B8 8C 5A 42 A7 4E D0 46 BF B3 91 E3 11 7C 6F DE 

D 88 58 1E 5C 9D 60 C0 62 05 79 ED 76 C2 02 65 D7 

E F1 8A 77 F7 37 B1 0F 67 CF 0D A1 6C 4F 3A 39 1B 

F 27 B6 5E F5 EA 6D 15 9E B2 12 A2 68 43 51 49 D6 

 

ʃʠʥʝʡʥʦʝ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ Mixer1 ʨʘʙʦʪʘʝʪ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ. 

ʐʠʬʨʫʝʤʦʝ ʩʦʦʙʱʝʥʠʝ ʧʨʝʜʩʪʘʚʣʷʝʪʩʷ ʚ ʚʠʜʝ ʜʚʫʤʝʨʥʦʛʦ ʤʘʩʩʠʚʘ ɸ, ʛʜʝ 

ʚʩʝʛʜʘ ʙʫʜʝʪ 4 ʩʪʦʣʙʮʘ, ʘ ʢʦʣʠʯʝʩʪʚʦ ʩʪʨʦʢ m ʙʫʜʝʪ ʟʘʚʠʩʝʪʴ ʦʪ ʨʘʟʤʝʨʥʦʩʪʠ 

ʰʠʬʨʫʝʤʦʛʦ ʙʣʦʢʘ ʠ ʤʦʞʝʪ ʙʳʪʴ ʨʘʚʥʦ 4, 6 ʠ 8 ʜʣʷ 128-ʤʠ, 192-ʭ, ʠ 256-ʪʠ 

ʙʠʪʥʦʛʦ ʙʣʦʢʘ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ Mixer1 

ʙʘʡʪʳ ʢʘʞʜʦʛʦ ʩʪʦʣʙʮʘ ʩʫʤʤʠʨʫʶʪʩʷ ʜʨʫʛ ʩ ʜʨʫʛʦʤ ʧʦ ʤʦʜʫʣʶ 256.  ʅʦʚʳʡ 

ʙʘʡʪ ʦʙʨʘʟʫʝʪ ʩʘʤʳʡ ʧʝʨʚʳʡ ʙʘʡʪ ʩʪʦʣʙʮʘ, ʘ ʦʩʪʘʣʴʥʳʝ ʙʘʡʪʳ ʩʪʦʣʙʮʘ 

ʧʝʨʝʜʚʠʛʘʶʪʩʷ ʥʘ ʦʜʥʫ ʧʦʟʠʮʠʶ ʚʥʠʟ. ʕʪʘ ʦʧʝʨʘʮʠʷ ʧʦʚʪʦʨʷʝʪʩʷ ʩʪʦʣʴʢʦ ʨʘʟ, 

ʩʢʦʣʴʢʦ ʙʘʡʪ ʩʦʜʝʨʞʠʪʩʷ ʚ ʧʨʝʦʙʨʘʟʫʝʤʦʤ ʩʪʦʣʙʮʝ. ʊʘʢʠʤ ʞʝ ʪʦʯʥʦ ʦʙʨʘʟʦʤ 

ʜʘʥʥʘʷ ʦʧʝʨʘʮʠʷ ʧʨʠʤʝʥʷʝʪʩʷ ʢ ʧʨʝʦʙʨʘʟʦʚʘʥʠʶ ʪʨʝʭ ʦʩʪʘʚʰʠʭʩʷ ʩʪʦʣʙʮʦʚ.  

ɺ ʣʠʥʝʡʥʦʤ ʧʨʝʦʙʨʘʟʦʚʘʥʠʠ Mixer2 ʢʘʞʜʘʷ ʩʪʨʦʢʘ ʤʘʩʩʠʚʘ 

ʧʨʝʜʩʪʘʚʣʷʝʪʩʷ ʚ ʚʠʜʝ ʤʥʦʛʦʯʣʝʥʘ ʪʨʝʪʴʝʡ ʩʪʝʧʝʥʠ ʩ ʢʦʵʬʬʠʮʠʝʥʪʘʤʠ ʠʟ 

ʧʦʣʷ G (2
8
). ʂʘʞʜʳʡ ʤʥʦʛʦʯʣʝʥ bi(ʭ) ʫʤʥʦʞʘʝʪʩʷ ʥʘ ʬʠʢʩʠʨʦʚʘʥʥʳʝ 

ʤʥʦʛʦʯʣʝʥʳ mi(x) ʧʦ ʤʦʜʫʣʶ ὴὼ ὼ ὼ υυ. ʄʥʦʛʦʯʣʝʥʳ mi(x) ʠʤʝʶʪ 

ʩʣʝʜʫʶʱʠʡ ʚʠʜ: ὼ ρφψ  ὼ στὼ ρψχὼ ρψφ, ά ὼ ςρπὼ
υσὼ ςρπὼ ρπρ,ά ὼ ςρψὼ ςυὼ ρυπὼ ςρπ, ά ὼ ρττὼ
χυὼ ρυψὼ ςχ, ά ὼ ρφσὼ τὼ ρρρὼ ρ06, ά ὼ ρυπὼ
ςσχὼ ρσὼ υσ, ά ὼ ωωὼ υωὼ ρπτὼ ςπυ, ά ὼ ρφχὼ
τωὼ ςτρὼ ρυτ. 

ɼʣʷ ʨʘʩʰʠʬʨʦʚʘʥʠʷ ʩʦʦʙʱʝʥʠʷ ʚʩʝ ʦʧʝʨʘʮʠʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʠʥʚʝʨʩʥʦʡ 

ʬʦʨʤʝ ʠ ʧʨʠʤʝʥʷʶʪʩʷ ʩʥʠʟʫ ʚʚʝʨʭ. 

ʀʟ ʠʩʭʦʜʥʦʛʦ ʢʣʶʯʘ ʰʠʬʨʦʚʘʥʠʷ ʚʳʨʘʙʘʪʳʚʘʶʪʩʷ ʨʘʫʥʜʦʚʳʝ ʧʦʜʢʣʶʯʠ 

K i. ʇʨʠ ʵʪʦʤ ʩʘʤ ʩʝʢʨʝʪʥʳʡ ʢʣʶʯ ʷʚʣʷʝʪʩʷ ʧʝʨʚʳʤ ʨʘʫʥʜʦʚʳʤ ʧʦʜʢʣʶʯʦʤ. 

ɼʣʷ ʚʳʨʘʙʦʪʢʠ ʢʘʞʜʦʛʦ ʧʦʩʣʝʜʫʶʱʝʛʦ ʨʘʫʥʜʦʚʦʛʦ ʧʦʜʢʣʶʯʘ ʥʝʦʙʭʦʜʠʤʦ 

ʚʳʧʦʣʥʠʪʴ 10 ʨʘʫʥʜʦʚ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ: ʟʘʤʝʥʘ ʧʦ S-ʙʣʦʢʫ (ʥʝ ʪʘʢʦʤʫ ʢʘʢ ʚ 

ʪʘʙʣ. 1), Mixer1, Mixer2, ʠ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ Module pi(x). 

ɼʣʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ Module pi(x) ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʧʝʮʠʘʣʴʥʳʝ 

ʥʝʧʨʠʚʦʜʠʤʳʝ ʤʥʦʛʦʯʣʝʥʳ ʩ ʜʚʦʠʯʥʳʤʠ ʢʦʵʬʬʠʮʠʝʥʪʘʤʠ ὴ ὼȟ
ὴ ὼȟȣȟὴ ὼȟ  ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʨʘʙʦʯʠʭ ʦʩʥʦʚʘʥʠʡ. 

ɼʘʥʥʳʝ ʥʘ ʚʳʭʦʜʝ ʠʟ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ Mixer2 ʧʨʝʜʩʪʘʚʣʷʶʪʩʷ ʚ ʚʠʜʝ 
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ʤʥʦʛʦʯʣʝʥʘ N(ʭ). ʇʨʠ ʵʪʦʤ ʟʥʘʯʝʥʠʷ 1 2( ), ( ),..., ( )Sk x k x k x  ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ  

ʦʩʪʘʪʢʠ ʦʪ ʜʝʣʝʥʠʷ ʤʥʦʛʦʯʣʝʥʘ N(ʭ) ʥʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʦʩʥʦʚʘʥʠʷ

( ), 1,...,ip x i s= , ʛʜʝ ( ), 1,...,ip x i s=  ʠ  ʷʚʣʷʶʪʩʷ ʩʝʢʨʝʪʥʳʤʠ ʵʣʝʤʝʥʪʘʤʠ 

ʧʨʦʮʝʜʫʨʳ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʢʣʶʯʘ 

ɼʘʥʥʳʝ 4 ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ (S-ʙʣʦʢ, Mixer1, Mixer2, Module pi(x)) 

ʩʦʩʪʘʚʣʷʶʪ ʦʜʠʥ ʨʘʫʥʜ. ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʢʘʞʜʦʛʦ ʩʣʝʜʫʶʱʝʛʦ ʨʘʫʥʜʦʚʦʛʦ 

ʧʦʜʢʣʶʯʘ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ 10 ʨʘʫʥʜʦʚ. ʇʦʩʣʝʜʥʝʡ ʦʧʝʨʘʮʠʝʡ ʷʚʣʷʝʪʩʷ 

ʩʣʦʞʝʥʠʝ ʨʝʟʫʣʴʪʘʪʘ ʥʘ ʚʳʭʦʜʝ ʠʟ 10 ʨʘʫʥʜʘ ʰʠʬʨʦʚʘʥʠʷ ʩ ʠʩʭʦʜʥʳʤ 

ʨʘʫʥʜʦʚʳʤ ʢʣʶʯʦʤ, ʩ ʢʦʪʦʨʦʛʦ ʥʘʯʠʥʘʣʘʩʴ ʚʳʨʘʙʦʪʢʘ. ʉʣʦʞʝʥʠʝ 

ʚʳʧʦʣʥʷʝʪʩʷ ʧʦ ʤʦʜʫʣʶ ʜʚʘ. ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʩʣʝʜʫʶʱʝʛʦ ʨʘʫʥʜʦʚʦʛʦ ʢʣʶʯʘ 

ʥʝʦʙʭʦʜʠʤʦ ʟʘʥʦʚʦ ʚʳʧʦʣʥʠʪʴ ʮʠʢʣ ʠʟ ʜʝʩʷʪʠ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ.  
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ɺʆɿʄʆɾʅʆʉʊʀ ʂʆʄʄʋʅʀʂɸʊʀɺʅʆʁ ʉʈɽɼʓ ɼʃʗ ɸʅɸʃʀɿɸ
2
 

ʉʘʣʤʘʥʦʚ ɺ. ɼ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ʀʱʫʢʦʚʘ ɽ.ɸ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ɺ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʩʪʨʝʤʠʪʝʣʴʥʦ ʨʘʟʚʠʚʘʶʪʩʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ. ʅʘʨʷʜʫ ʩ ʵʪʠʤ ʦʥʠ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ 

ʜʦʩʪʫʧʥʳʤʠ ʰʠʨʦʢʠʤ ʤʘʩʩʘʤ. ɽʩʣʠ ʥʝʩʢʦʣʴʢʦ ʣʝʪ ʥʘʟʘʜ ʠʥʪʝʨʥʝʪ ʥʘ 

ʤʦʙʠʣʴʥʦʤ ʫʩʪʨʦʡʩʪʚʝ ʙʳʣ ʜʦʨʦʛʠʤ ʫʜʦʚʦʣʴʩʪʚʠʝʤ ʠ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʪʦʣʴʢʦ 

ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʪʦ ʩʝʡʯʘʩ ï ʵʪʦ ʥʦʨʤʘ ʞʠʟʥʠ. ʉʤʘʨʪʬʦʥʳ ʧʦʢʫʧʘʶʪʩʷ 

ʜʝʪʷʤ (ʠʣʠ ʚʳʜʘʶʪʩʷ ʚ ʧʦʣʴʟʦʚʘʥʠʝ) ʩ ʩʘʤʦʛʦ ʨʘʥʥʝʛʦ ʚʦʟʨʘʩʪʘ. ʇʦʢʘ 

ʨʝʙʝʥʦʢ ʤʘʣʝʥʴʢʠʡ, ʨʦʜʠʪʝʣʴ ʠʤʝʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʢʦʥʪʨʦʣʷ ʢʦʥʪʝʥʪʘ, 

ʢʦʪʦʨʳʡ ʧʨʦʩʤʘʪʨʠʚʘʝʪ ʨʝʙʝʥʦʢ. ʅʦ ʯʝʤ ʩʪʘʨʰʝ ʨʝʙʝʥʦʢ ʩʪʘʥʦʚʠʪʩʷ, ʪʝʤ 

ʩʣʦʞʥʝʝ ʦʪʩʣʝʜʠʪʴ ʝʛʦ ʜʝʡʩʪʚʠʷ. ʕʪʦʤʫ ʩʧʦʩʦʙʩʪʚʫʝʪ ʥʘʣʠʯʠʝ ʩʚʦʙʦʜʥʦʛʦ wi-

fi ʚʦ ʤʥʦʛʠʭ ʧʫʙʣʠʯʥʳʭ ʤʝʩʪʘʭ, ʚʢʣʶʯʘʷ ʪʨʘʥʩʧʦʨʪ. ʇʦ ʨʘʟʥʳʤ ʦʮʝʥʢʘʤ 

ʵʢʩʧʝʨʪʦʚ ʧʦʜʨʦʩʪʢʠ ʧʨʦʚʦʜʷʪ ʜʦ 9 ʯʘʩʦʚ ʚ ʩʫʪʢʠ ʥʘ ʩʦʮʠʘʣʴʥʳʭ ʧʣʘʪʬʦʨʤʘʭ. 

ʇʨʠ ʵʪʦʤ ʦʢʦʣʦ 30% ʚʨʝʤʝʥʠ ʫ ʥʠʭ ʫʭʦʜʠʪ ʥʘ ʦʙʱʝʥʠʝ [1]. ʂʨʫʧʥʦʝ 

ʠʩʩʣʝʜʦʚʘʥʠʝ ʦ ʧʦʚʝʜʝʥʠʠ ʧʦʜʨʦʩʪʢʦʚ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ ʚ ʬʝʚʨʘʣʝ 2018 

ʛʦʜʘ ʧʨʝʜʩʪʘʚʠʣ ɺʣʘʜʠʤʠʨ ʉʦʙʢʠʥ, ʧʨʦʬʝʩʩʦʨ ʬʘʢʫʣʴʪʝʪʘ ʧʩʠʭʦʣʦʛʠʠ ʄɻʋ, 

ʨʫʢʦʚʦʜʠʪʝʣʴ ʮʝʥʪʨʘ ʩʦʮʠʦʣʦʛʠʠ ʦʙʨʘʟʦʚʘʥʠʷ ʌɻɹʅʋ çʀʥʩʪʠʪʫʪ ʫʧʨʘʚʣʝʥʠʷ 

ʦʙʨʘʟʦʚʘʥʠʝʤ ʈɸʆè ʥʘ ʢʦʥʬʝʨʝʥʮʠʠ  ʄʝʞʨʝʛʠʦʥʘʣʴʥʘʷ ʥʘʫʯʥʦ-

ʧʨʘʢʪʠʯʝʩʢʘʷ ʢʦʥʬʝʨʝʥʮʠʷ çʇʦʢʦʣʝʥʠʝ Z:  ʮʠʬʨʦʚʘʷ ʢʫʣʴʪʫʨʘ ʧʦʚʝʜʝʥʠʷ ʠ 

ʙʝʟʦʧʘʩʥʦʩʪʴè. ʀʟ 2000 ʦʧʨʦʰʝʥʥʳʭ ʧʦʜʨʦʩʪʢʦʚ ʇʦʜʤʦʩʢʦʚʴʷ ʚ ʩʦʮʠʘʣʴʥʳʭ 

ʩʝʪʷʭ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ 90%, ʝʱʝ 4% ʧʨʦʩʤʘʪʨʠʚʘʶʪ ʠʭ ʙʝʟ ʨʝʛʠʩʪʨʘʮʠʠ. 40 

ʧʨʦʮʝʥʪʦʚ ʠʟ ʥʠʭ ʧʨʦʚʦʜʷʪ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ ʙʦʣʝʝ 5 ʯʘʩʦʚ, ʧʨʠʯʝʤ 26% 

ʩʤʦʪʨʷʪ ʚ ʪʝʣʝʬʦʥ ʚʝʟʜʝ (ʚ ʪʦʤ ʯʠʩʣʝ ʥʘ ʫʨʦʢʘʭ) [3].  

ɺʘʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʜʝʪʩʢʘʷ ʧʩʠʭʠʢʘ ʟʘʯʘʩʪʫʶ ʥʝ ʩʧʦʩʦʙʥʘ ʩʧʨʘʚʠʪʴʩʷ ʩ 

ʪʝʤʠ ʦʧʘʩʥʦʩʪʷʤʠ, ʢʦʪʦʨʳʝ ʠʤ ʤʦʛʫʪ ʚʩʪʨʝʪʠʪʴʩʷ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 

ʩʦʚʨʝʤʝʥʥʳʭ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ.  

ʄʦʞʥʦ ʚʳʜʝʣʠʪʴ ʩʣʝʜʫʶʱʠʝ ʦʩʥʦʚʥʳʝ ʦʧʘʩʥʦʩʪʠ ʚ ʀʥʪʝʨʥʝʪʝ ʜʣʷ ʜʝʪʝʡ 

ʠ ʧʦʜʨʦʩʪʢʦʚ [2]: 

1.  ʂʠʙʝʨʙʫʣʣʠʥʛ (ʠʥʪʝʨʥʝʪ-ʪʨʘʚʣʷ). 

2. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʀʥʪʝʨʥʝʪʘ ʜʣʷ ʤʘʥʠʧʫʣʷʮʠʠ ʩʦʟʥʘʥʠʝʤ ʜʝʪʝʡ ʠ 

ʧʦʜʨʦʩʪʢʦʚ (ʧʨʦʧʘʛʘʥʜʘ ʵʢʩʪʨʝʤʠʩʪʩʢʦʛʦ, ʘʥʪʠʩʦʮʠʘʣʴʥʦʛʦ ʧʦʚʝʜʝʥʠʷ, 

ʩʫʠʮʠʜʦʚ, ʚʦʚʣʝʯʝʥʠʝ ʚ ʦʧʘʩʥʳʝ ʠʛʨʳ). 

3. "ʅʝʟʥʘʢʦʤʳʡ ʜʨʫʛ" ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ. 

4. ʂʠʙʝʨʤʦʰʝʥʥʠʯʝʩʪʚʦ. 

                                                 
2
 ʈʘʙʦʪʘ ʚʳʧʦʣʥʝʥʘ ʧʨʠ ʧʦʜʜʝʨʞʢʝ ʛʨʘʥʪʘ ʈʌʌʀ ʠ ʕʀʉʀ ˉ19-011-33006 çʈʘʟʨʘʙʦʪʢʘ ʠ 

ʠʩʩʣʝʜʦʚʘʥʠʝ ʤʝʪʦʜʦʚ ʠ ʧʦʜʭʦʜʦʚ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʬʦʨʤʠʨʦʚʘʥʠʝ ʧʦʣʦʞʠʪʝʣʴʥʳʭ 

ʢʫʣʴʪʫʨʥʦ-ʥʨʘʚʩʪʚʝʥʥʳʭ ʢʘʯʝʩʪʚ ʧʦʜʨʦʩʪʢʘ ʧʦʩʨʝʜʩʪʚʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʦʚʨʝʤʝʥʥʦʡ 

ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʩʨʝʜʳè. 
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5. ʅʝʙʝʟʦʧʘʩʥʦʩʥʳʡ ʜʦʩʪʫʧ ʚ ʉʝʪʴ ʠ ʢʨʘʞʘ ʣʠʯʥʳʭ ʜʘʥʥʳʭ 

ʪʝʭʥʠʯʝʩʢʠʤʠ ʩʨʝʜʩʪʚʘʤʠ. 

6. ʅʝʟʘʢʦʥʥʳʡ ʩʙʦʨ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʥʝʩʦʚʝʨʰʝʥʥʦʣʝʪʥʠʭ ʠ (ʠʣʠ) 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʠʭ ʚ ʦʪʢʨʳʪʦʤ ʜʦʩʪʫʧʝ. 

7. ʇʨʦʩʤʦʪʨ ʩʘʡʪʦʚ ʜʣʷ ʚʟʨʦʩʣʳʭ. 

8. ʋʚʣʝʯʝʥʠʝ ʘʟʘʨʪʥʳʤʠ ʠʛʨʘʤʠ ʚ ʦʥʣʘʡʥ ʢʘʟʠʥʦ. 

ʇʦ ʜʘʥʥʳʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʚ 2018 ʛʦʜʫ ʧʦʜʨʦʩʪʢʠ ʚ 5,5 ʨʘʟ ʯʘʱʝ 

ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ ʦʥʣʘʡʥ-ʘʛʨʝʩʩʠʝʡ, ʯʝʤ ʚ 2010-ʤ [3]. ʉʦʮʠʘʣʴʥʘʷ ʩʝʪʴ 

çɺʂʦʥʪʘʢʪʝè ʣʠʜʠʨʫʝʪ ʧʦ ʯʘʩʪʦʪʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʨʝʜʠ ʚʩʝʭ ʛʨʫʧʧ. ʀ ʪʘʤ ʞʝ 

ʥʘʠʙʦʣʝʝ ʯʘʩʪʦ ʰʢʦʣʴʥʠʢʠ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ ʫʛʨʦʟʘʤʠ ʠ ʥʘʠʙʦʣʝʝ ʩʝʨʴʝʟʥʦʡ 

ʬʦʨʤʦʡ ʘʛʨʝʩʩʠʠ ï ʢʠʙʝʨʙʫʣʣʠʥʛʦʤ. ʇʦ ʜʘʥʥʳʤ ʣʘʙʦʨʘʪʦʨʠʠ ʢʦʛʥʠʪʠʚʥʳʭ 

ʠʩʩʣʝʜʦʚʘʥʠʡ ʈɸʅʍʠɻʉ, ʪʘʤ ʧʨʦʠʩʭʦʜʷʪ 30% ʩʣʫʯʘʝʚ ʩʝʪʝʚʦʡ ʪʨʘʚʣʠ 

[3]. ʉʦʛʣʘʩʥʦ ʠʩʪʦʯʥʠʢʫ [3] ʠʩʩʣʝʜʦʚʘʥʠʝ ʩʦʪʨʫʜʥʠʢʦʚ ʌʦʥʜʘ ʨʘʟʚʠʪʠʷ 

ʀʥʪʝʨʥʝʪ ʦʙʥʘʨʫʞʠʣʦ, ʯʪʦ ʧʦʯʪʠ 20% ʧʦʜʨʦʩʪʢʦʚ ʧʦʣʫʯʘʣʠ ʧʨʦʩʴʙʳ ʚʳʩʣʘʪʴ 

ʬʦʪʦʛʨʘʬʠʠ ʚ ʦʙʥʘʞʝʥʥʦʤ ʚʠʜʝ, 17% ʧʦʣʫʯʘʣʠ ʫʛʨʦʟʳ ʬʠʟʠʯʝʩʢʦʡ ʨʘʩʧʨʘʚʳ, 

26% ʧʦʣʫʯʘʣʠ ʧʨʝʜʣʦʞʝʥʠʷ ʧʦʛʦʚʦʨʠʪʴ ʥʘ ʠʥʪʠʤʥʳʝ ʪʝʤʳ, 10% 

ʩʪʘʣʢʠʚʘʣʠʩʴ ʩ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝʤ ʦ ʩʝʙʝ ʦʙʠʜʥʦʡ ʠ ʥʝʧʨʠʩʪʦʡʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʉʝʪʠ, ʩʪʦʣʴʢʦ ʞʝ ʩʪʘʣʢʠʚʘʣʠʩʴ ʩ ʧʨʠʛʣʘʰʝʥʠʝʤ ʚʩʪʫʧʠʪʴ ʚ 

ʧʨʦʪʠʚʦʟʘʢʦʥʥʳʝ ʛʨʫʧʧʳ, ʧʦʩʚʷʱʝʥʥʳʝ ʩʘʤʦʫʙʠʡʩʪʚʫ, ʩʝʢʪʘʤ ʠ ʪʝʨʨʦʨʠʟʤʫ. 

ʇʨʠʯʝʤ, ʢʦʛʜʘ ʵʪʠ ʧʨʦʮʝʥʪʳ ʧʨʦʩʠʣʠ ʥʘʚʩʢʠʜʢʫ ʦʮʝʥʠʪʴ ʠʭ ʨʦʜʠʪʝʣʝʡ, ʪʝ 

ʥʝʜʦʦʮʝʥʠʚʘʣʠ ʩʠʪʫʘʮʠʶ ʠ ʦʰʠʙʘʣʠʩʴ ʚ ʤʝʥʴʰʫʶ ʩʪʦʨʦʥʫ, ʚ ʨʘʟʳ ʫʤʝʥʴʰʘʷ 

ʦʮʝʥʢʠ ʫʛʨʦʟ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ ʠʭ ʜʝʪʷʤ. 

ɺ ʩʠʣʫ ʪʦʛʦ, ʯʪʦ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʩʝʪʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʠ ʩʦʮʠʘʣʴʥʳʝ, ʚʩʝ 

ʙʦʣʴʰʝ ʥʘʙʠʨʘʶʪ ʦʙʦʨʦʪ, ʦʥʠ ʩʦʜʝʨʞʘʪ ʚʩʝ ʙʦʣʴʰʝ ʠ ʙʦʣʴʰʝ ʜʘʥʥʳʭ, ʘʥʘʣʠʟ 

ʢʦʪʦʨʳʭ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʜʦʩʪʘʪʦʯʥʦ ʢʨʦʧʦʪʣʠʚʫʶ ʟʘʜʘʯʫ. ʉʫʱʝʩʪʚʫʝʪ 

ʤʥʦʞʝʩʪʚʦ ʧʦʜʭʦʜʦʚ ʢ ʧʨʦʚʝʜʝʥʠʶ ʘʥʘʣʠʟʘ, ʥʘʯʠʥʘʷ ʦʪ ʘʥʘʣʠʟʘ ʘʚʘʪʘʨʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ, ʟʘʢʘʥʯʠʚʘʷ ʝʛʦ ʜʨʫʞʝʩʢʠʤʠ ʩʚʷʟʷʤʠ ʠ ʧʨʝʜʧʦʯʪʝʥʠʷʤʠ [4]. 

ʉʘʤʳʤ ʠʟʚʝʩʪʥʳʤ ʤʝʪʦʜʦʤ ʧʨʦʚʝʜʝʥʠʷ ʧʩʠʭʦʣʦʛʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ 

ʷʚʣʷʝʪʩʷ ʪʝʩʪ çɹʦʣʴʰʘʷ ʧʷʪʝʨʢʘè, ʧʨʝʜʣʦʞʝʥʥʳʡ ʈ.ʈ. ʄʘʢʂʨʘʝ ʠ ʇ. ʂʦʩʪʘ ʚ 

1983-1985 ʛʛ. [5]. ʆʜʥʘʢʦ ʠ ʦʥ ʥʝ ʜʘʝʪ ʧʦʣʥʦʡ ʢʘʨʪʠʥʳ.  

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʘʥʘʣʠʟ ʜʘʥʥʳʭ ʠʟ ʩʦʮʩʝʪʝʡ ʦʪʥʦʩʷʪ ʢ ʘʥʘʣʠʟʫ 

ʙʦʣʴʰʠʭ ʜʘʥʥʳʭ (BigData). ɸʥʘʣʠʟ ʙʦʣʴʰʠʭ ʜʘʥʥʳʭ ʟʘʪʨʫʜʥʷʝʪʩʷ ʚ ʧʝʨʚʫʶ 

ʦʯʝʨʝʜʴ ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʚʩʝ ʜʘʥʥʳʝ ʨʘʟʨʦʟʥʝʥʳ, ʠʤʝʶʪ ʨʘʟʣʠʯʥʫʶ ʩʪʨʫʢʪʫʨʫ 

ʠ ʥʘʟʥʘʯʝʥʠʝ. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʥʝ ʩʫʱʝʩʪʚʫʝʪ ʫʥʠʚʝʨʩʘʣʴʥʳʭ ʘʣʛʦʨʠʪʤʦʚ, 

ʢʦʪʦʨʳʝ ʙʳ ʧʦʟʚʦʣʠʣʠ ʧʨʦʚʦʜʠʪʴ ʧʦʣʥʳʡ ʘʥʘʣʠʟ ʧʨʦʬʠʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ. ʅʘ ʨʝʩʫʨʩʝ [6] ʩʦʙʨʘʥʦ 35 ʩʘʤʳʭ ʠʟʚʝʩʪʥʳʭ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ ʩʨʝʜʩʪʚ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʘʥʘʣʠʟ ʜʘʥʥʳʭ ʩʦʮʠʘʣʴʥʳʭ 

ʩʝʪʝʡ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʚʦʝʤ ʵʪʠ ʩʨʝʜʩʪʚʘ ʦʮʝʥʠʚʘʶʪ ʢʦʥʪʝʥʪ ʢʦʣʠʯʝʩʪʚʝʥʥʦ 

(ʩʢʦʣʴʢʦ ʬʦʪʦ, ʚʠʜʝʦ, ʘʫʜʠʦ, ʧʦʩʪʦʚ ʥʘ ʩʪʨʘʥʠʮʝ ʧʦʣʴʟʦʚʘʪʝʣʷ), ʧʦ ʚʨʝʤʝʥʠ 

ʘʢʪʠʚʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʧʦ ʥʘʠʙʦʣʝʝ ʯʘʩʪʦ ʫʧʦʪʨʝʙʣʷʝʤʳʤ ʩʣʦʚʘʤ. 

ʉʫʱʝʩʪʚʫʶʪ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʚʳʷʚʣʝʥʠʝ ʩʫʠʮʠʠʜʘʣʴʥʦ 

ʥʘʩʪʨʦʝʥʥʳʭ ʛʨʫʧʧ ʚ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ çɺʂʦʥʪʘʢʪʝè, ʥʦ ʠʭ ʨʘʙʦʪʘ ʦʩʥʦʚʘʥʘ 

ʥʘ ʧʦʠʩʢʝ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʭʵʰʪʝʛʦʚ [7]. ʅʠ ʦʜʥʦ ʠʟ 
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ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʩʨʝʜʩʪʚ ʥʝ ʧʨʦʚʦʜʠʪ ʢʦʤʧʣʝʢʩʥʳʡ ʘʥʘʣʠʟ, ʥʝ ʦʪʩʣʝʞʠʚʘʝʪ 

ʧʩʠʭʦʵʤʦʮʠʦʥʘʣʴʥʦʝ ʩʦʩʪʦʷʥʠʝ ʯʝʣʦʚʝʢʘ, ʘ ʟʥʘʯʠʪ ʥʝ ʤʦʞʝʪ ʙʳʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʦ ʜʣʷ ʮʝʣʝʡ ʥʘʩʪʦʷʱʝʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ.  

ɺ ʨʘʤʢʘʭ ʟʘʜʘʯʠ ʧʦ ʨʘʟʨʘʙʦʪʢʝ, ʨʝʘʣʠʟʘʮʠʠ ʠ ʠʩʩʣʝʜʦʚʘʥʠʶ ʘʣʛʦʨʠʪʤʦʚ 

ʜʣʷ ʩʦʟʜʘʥʠʷ ʧʨʦʛʨʘʤʤ ʧʦ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʤʫ ʘʥʘʣʠʟʫ ʩʪʨʘʥʠʮʳ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ ʙʳʣʦ ʩʬʦʨʤʫʣʠʨʦʚʘʥʦ ʜʚʝ ʪʝʭʥʠʯʝʩʢʠʝ 

ʟʘʜʘʯʠ:  

1. ʈʘʟʨʘʙʦʪʘʪʴ ʠ ʨʝʘʣʠʟʦʚʘʪʴ ʘʣʛʦʨʠʪʤ ʘʥʘʣʠʟʘ ʦʪʢʨʳʪʳʭ ʜʘʥʥʳʭ ʥʘ 

ʩʪʨʘʥʠʮʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ ʩ ʮʝʣʴʶ ʚʳʷʚʣʝʥʠʷ ʥʝʛʘʪʠʚʥʦʛʦ 

ʢʦʥʪʝʥʪʘ. 

2.  ʈʘʟʨʘʙʦʪʘʪʴ ʠ ʨʝʘʣʠʟʦʚʘʪʴ ʘʣʛʦʨʠʪʤ ʘʥʘʣʠʟʘ ʦʪʢʨʳʪʳʭ ʜʘʥʥʳʭ 

ʥʘ ʩʪʨʘʥʠʮʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ ʩ ʮʝʣʴʶ ʚʳʷʚʣʝʥʠʷ ʠʟʤʝʥʝʥʠʷ ʝʛʦ 

ʧʩʠʭʦʵʤʦʮʠʦʥʘʣʴʥʦʛʦ ʩʦʩʪʦʷʥʠʷ. 

ɼʣʷ ʨʝʰʝʥʠʷ ʦʙʝʠʭ ʟʘʜʘʯ ʙʳʣ ʨʝʘʣʠʟʦʚʘʥ ʧʘʨʩʝʨ. ʇʘʨʩʝʨ ï ʵʪʦ 

ʤʝʭʘʥʠʟʤ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʠʟʚʣʝʢʘʪʴ ʜʘʥʥʳʝ ʩʦ ʩʪʨʘʥʠʮʳ ʩʦʮʠʘʣʴʥʳʭ 

ʩʝʪʝʡ ʜʣʷ ʠʭ ʜʘʣʴʥʝʡʰʝʛʦ ʘʥʘʣʠʟʘ. ʊʘʢ ʢʘʢ, ʩʦʛʣʘʩʥʦ ʠʩʩʣʝʜʦʚʘʥʠʷʤ, 

ʥʘʠʙʦʣʴʰʝʝ ʚʣʠʷʥʠʝ ʥʘ ʧʦʜʨʦʩʪʢʦʚ ʦʢʘʟʳʚʘʝʪ ʩʦʮʠʘʣʴʥʘʷ ʩʝʪʴ çɺʂʦʥʪʘʢʪʝè, 

ʪʦ ʚ ʨʘʤʢʘʭ ʨʘʙʦʪʳ ʧʦ ʧʨʦʝʢʪʫ ʙʳʣ ʨʘʟʨʘʙʦʪʘʥ ʩʦʙʩʪʚʝʥʥʳʡ ʧʘʨʩʝʨ 

ʩʦʦʙʱʝʥʠʡ ʩʦ ʩʪʨʘʥʠʮ ɺʢʘʦʥʪʘʢʪʝ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʘʣʛʦʨʠʪʤʳ ʠ ʧʦʜʭʦʜʳ, 

ʧʨʝʜʣʦʞʝʥʥʳʝ ʚ ʭʦʜʝ ʨʘʙʦʪʳ ʥʘʜ ʧʨʦʝʢʪʦʤ, ʤʦʛʫʪ ʣʝʛʢʦ ʙʳʪʴ ʘʜʘʧʪʠʨʦʚʘʥʳ 

ʜʣʷ ʜʨʫʛʠʭ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʝʪʝʡ. ɺʩʝ ʤʝʪʦʜʳ API ɺʂʦʥʪʘʢʪʝ ʜʝʣʷʪʩʷ ʥʘ 

ʜʚʘ ʙʦʣʴʰʠʭ ʢʣʘʩʩʘ: ʦʙʳʯʥʳʝ ʠ ʨʘʩʰʠʨʝʥʥʳʝ. ʈʘʥʴʰʝ ʵʪʦ ʙʳʣʦ ʚʠʜʥʦ ʚ 

ʜʦʢʫʤʝʥʪʘʮʠʠ: ʦʧʠʩʘʥʠʷ ʤʝʪʦʜʦʚ ʠʟ ʨʘʟʥʳʭ ʢʣʘʩʩʦʚ ʥʘʭʦʜʠʣʠʩʴ ʚ ʨʘʟʥʳʭ 

ʨʘʟʜʝʣʘʭ, ʥʦ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʦʩʣʝʜʥʝʛʦ ʦʙʥʦʚʣʝʥʠʷ ʜʘʥʥʘʷ ʚʦʟʤʦʞʥʦʩʪʴ 

ʠʩʯʝʟʣʘ. ʊʝʧʝʨʴ ʫ ʪʝʭ ʤʝʪʦʜʦʚ, ʯʪʦ ʨʘʥʴʰʝ ʥʘʟʳʚʘʣʠʩʴ ʨʘʩʰʠʨʝʥʥʳʤʠ, 

ʧʨʦʩʪʦ ʫʢʘʟʘʥʦ ʚ ʦʧʠʩʘʥʠʠ, ʯʪʦ ʦʥʠ ʜʦʩʪʫʧʥʳ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʜʣʷ standalone-

ʧʨʠʣʦʞʝʥʠʡ: ʤʦʙʠʣʴʥʳʭ ʠʣʠ ʜʝʩʢʪʦʧʥʳʭ. ʈʘʩʰʠʨʝʥʥʳʝ ʤʝʪʦʜʳ ʧʦʤʦʛʫʪ 

ʧʨʦʚʦʜʠʪʴ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʳʡ ʩʠʥʪʘʢʩʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʠʥʬʦʨʤʘʮʠʠ, 

ʨʘʟʤʝʱʸʥʥʦʡ ʥʘ ʩʦʮʠʘʣʴʥʦʡ ʩʪʨʘʥʠʮʝ ʧʦʣʴʟʦʚʘʪʝʣʷ [8]. 

ʉʢʨʠʧʪ ʟʘʧʨʘʰʠʚʘʝʪ ʫ ʧʨʠʣʦʞʝʥʠʷ ʚ VK ʧʨʦʬʠʣʴ ʚʳʙʨʘʥʥʦʛʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʠʟ ʚʚʝʜʝʥʥʦʛʦ ʥʘʤʠ ʩʧʠʩʢʘ ʚʳʚʦʜʠʪ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ 

ʦ ʥʸʤ: ʠʤʷ, ʬʘʤʠʣʠʶ, ʚʦʟʨʘʩʪ, ʜʘʪʫ ʨʦʞʜʝʥʠʷ, ʩʝʤʝʡʥʦʝ ʧʦʣʦʞʝʥʠʝ, ʠʤʷ ʠ 

ʩʩʳʣʢʫ ʥʘ ʧʘʨʪʥʸʨʘ, ʦʙʨʘʟʦʚʘʥʠʝ, ʨʘʙʦʪʫ, ʜʦʣʞʥʦʩʪʴ ʠ ʧʨʦʯʝʝ. ʇʦʣʝ ʙʫʜʝʪ 

ʦʩʪʘʚʘʪʴʩʷ ʧʫʩʪʳʤ, ʝʩʣʠ ʥʝʪ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʥʝʤʫ (ʥʘʧʨʠʤʝʨ, ʜʘʪʘ 

ʨʦʞʜʝʥʠʷ). ɺʩʷ ʧʦʣʫʯʘʝʤʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʫʙʣʠʯʥʘ ʠ ʙʝʨʸʪʩʷ ʠʟ ʦʪʢʨʳʪʳʭ 

ʜʘʥʥʳʭ ʧʨʦʬʠʣʷ, ʢ ʟʘʢʨʳʪʳʤ ʜʘʥʥʳʤ ʩʢʨʠʧʪ ʥʝ ʠʤʝʝʪ ʜʦʩʪʫʧʘ, ʯʪʦ ʥʝ ʩʦʚʩʝʤ 

ʫʜʦʙʥʦ.  

ɼʣʷ ʨʘʙʦʪʳ ʧʘʨʩʝʨʘ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠʩʭʦʜʥʳʡ ʢʦʜ 

ʩʪʨʘʥʠʮ ʩʘʡʪʘ. ɼʣʷ ʵʪʦʛʦ ʠʩʧʦʣʴʟʫʶʪʩʷ HyperText Markup Language (ʜʘʣʝʝ 

HTML), Cascading Style Sheets (CSS) ʠ Java Script. ʇʘʨʩʠʥʛ ʥʘ ʷʟʳʢʝ Pyton ʧʦ 

ʙʦʣʴʰʝʡ ʯʘʩʪʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩ ʙʠʙʣʠʦʪʝʢʦʡ lxml. ɸʣʴʪʝʨʥʘʪʠʚʥʳʤ ʨʝʰʝʥʠʝʤ 

ʷʚʣʷʝʪʩʷ Grab, ʧʨʝʜʩʪʘʚʣʷʶʱʘʷ ʩʦʙʦʡ ʜʘʞʝ ʥʝ ʙʠʙʣʠʦʪʝʢʫ, ʘ ʫʜʦʙʥʳʡ 
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ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʡ ʬʨʝʡʤʚʦʨʢ. ʇʘʨʩʠʥʛ html-ʩʪʨʘʥʠʮʳ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʧʨʦʮʝʩʩ, ʢʦʪʦʨʳʡ ʤʦʞʥʦ ʨʘʟʙʠʪʴ ʥʘ ʪʨʠ ʵʪʘʧʘ:  

- ʧʦʣʫʯʝʥʠʝ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʚʝʙ-ʩʪʨʘʥʠʮʳ, ʚ ʨʘʟʥʳʭ ʷʟʳʢʘʭ 

ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ʜʣʷ ʵʪʦʛʦ ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʨʘʟʣʠʯʥʳʝ ʩʧʦʩʦʙʳ;  

- ʠʟʚʣʝʯʝʥʠʝ ʠʟ html-ʢʦʜʘ ʥʝʦʙʭʦʜʠʤʳʭ ʜʘʥʥʳʭ (ʧʦʣʫʯʠʚ 

ʩʪʨʘʥʠʮʫ, ʥʝʦʙʭʦʜʠʤʦ ʦʙʨʘʙʦʪʘʪʴ ʝʸ ï ʦʪʜʝʣʠʪʴ ʦʙʳʯʥʳʡ ʪʝʢʩʪ ʦʪ 

ʛʠʧʝʨʪʝʢʩʪʦʚʦʡ ʨʘʟʤʝʪʢʠ, ʚʳʩʪʨʦʠʪʴ ʠʝʨʘʨʭʠʯʝʩʢʦʝ ʜʝʨʝʚʦ ʵʣʝʤʝʥʪʦʚ 

ʜʦʢʫʤʝʥʪʘ, ʢʦʨʨʝʢʪʥʦ ʩʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʥʝʚʘʣʠʜʥʳʡ ʢʦʜ, ʚʳʯʣʝʥʠʪʴ ʩʦ 

ʩʪʨʘʥʠʮʳ ʠʤʝʥʥʦ ʪʫ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʠʥʪʝʨʝʩ);  

- ʬʠʢʩʘʮʠʷ ʨʝʟʫʣʴʪʘʪʘ (ɹʣʘʛʦʧʦʣʫʯʥʦ ʦʙʨʘʙʦʪʘʚ ʜʘʥʥʳʝ ʥʘ 

ʩʪʨʘʥʠʮʝ, ʪʨʝʙʫʝʪʩʷ ʠʭ ʩʦʭʨʘʥʠʪʴ ʚ ʥʝʦʙʭʦʜʠʤʦʤ ʚʠʜʝ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʡ 

ʦʙʨʘʙʦʪʢʠ). ʆʙʭʦʜ ʚʩʝʭ ʥʫʞʥʳʭ ʩʪʨʘʥʠʮ ʩʘʡʪʘ ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʨʘʟʥʳʤʠ 

ʩʧʦʩʦʙʘʤʠ.  

ɼʣʷ ʧʝʨʚʦʡ ʟʘʜʘʯʠ ʥʝʦʙʭʦʜʠʤʦ ʦʧʨʝʜʝʣʠʪʴ ʥʝʛʘʪʠʚʥʳʡ ʢʦʥʪʝʥʪ. ɼʣʷ 

ʵʪʦʛʦ ʙʳʣʦ ʠʩʧʦʣʴʟʦʚʘʥʦ ʜʚʘ ʨʘʟʥʳʭ ʨʝʰʝʥʠʷ. ɺ ʧʝʨʚʦʤ ʩʣʫʯʘʝ ʙʳʣ ʩʦʟʜʘʥ 

ʩʧʠʩʦʢ ʩʣʦʚ, ʢʦʪʦʨʳʝ ʧʨʷʤʳʤ ʠʣʠ ʢʦʩʚʝʥʥʳʤ ʦʙʨʘʟʦʤ ʤʦʛʫʪ ʫʢʘʟʳʚʘʪʴ ʥʘ 

ʥʝʛʘʪʠʚʥʳʡ ʢʦʥʪʝʥʪ. ɺʦ ʚʪʦʨʦʤ ʩʣʫʯʘʝ ʙʳʣʘ ʠʩʧʦʣʴʟʦʚʘʥʘ ʥʝʡʨʦʥʥʘʷ ʩʝʪʴ 

ʜʣʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʛʦ ʦʧʨʝʜʝʣʝʥʠʷ ʥʝʛʘʪʠʚʥʦʛʦ ʢʦʥʪʝʥʪʘ ʥʘ ʩʪʨʘʥʠʮʝ 

ʧʦʣʴʟʦʚʘʪʝʣʷ.  

ɼʣʷ ʚʪʦʨʦʡ ʟʘʜʘʯʠ ʪʨʝʙʫʝʪʩʷ ʦʪʩʣʝʜʠʪʴ ʠʟʤʝʥʝʥʠʝ 

ʧʩʠʭʦʵʤʦʮʠʦʥʘʣʴʥʦʛʦ ʩʦʩʪʦʷʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʕʪʦ ʙʳʣʦ ʩʜʝʣʘʥʦ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʥʝʡʨʦʩʝʪʠ, ʢʦʪʦʨʘʷ ʦʧʨʝʜʝʣʷʝʪ ʨʝʟʢʦʝ ʠʟʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʥʠʝ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦ ʢʦʥʪʝʥʪʫ ʝʛʦ ʩʪʨʘʥʠʮʳ. 
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ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ɹʝʩʧʨʦʚʦʜʥʳʝ ʩʝʥʩʦʨʥʳʝ ʩʝʪʠ ð ʵʪʦ ʩʝʪʠ, ʩʦʩʪʦʷʱʠʝ ʠʟ ʤʠʥʠʘʪʶʨʥʳʭ 

ʜʘʪʯʠʢʦʚ, ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ, ʢʘʢ ʧʨʘʚʠʣʦ, ʧʦ ʢʘʢʦʡ-ʣʠʙʦ ʪʝʨʨʠʪʦʨʠʠ, ʠ 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʩʙʦʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʳ 

(ʪʝʤʧʝʨʘʪʫʨʘ, ʚʣʘʞʥʦʩʪʴ, ʩʠʣʘ ʚʝʪʨʘ, ʫʨʦʚʝʥʴ ʰʫʤʘ ʠ ʪʘʢ ʜʘʣʝʝ). ʂʘʞʜʳʡ ʠʟ 

ʪʘʢʠʭ ʜʘʪʯʠʢʦʚ ʦʙʣʘʜʘʝʪ ʨʘʜʠʦʧʝʨʝʜʘʪʯʠʢʦʤ ʜʣʷ ʧʨʠʝʤʘ ʠ ʧʝʨʝʜʘʯʠ 

ʩʦʙʠʨʘʝʤʳʭ ʜʘʥʥʳʭ, ʠ ʥʝ ʟʘʚʠʩʠʪ ʚ ʩʚʦʝʡ ʨʘʙʦʪʝ ʦʪ ʜʨʫʛʠʭ ʜʘʪʯʠʢʦʚ, ʪʦ ʝʩʪʴ 

ʷʚʣʷʝʪʩʷ ʧʦʣʥʦʩʪʴʶ ʘʚʪʦʥʦʤʥʳʤ. ɹʝʩʧʨʦʚʦʜʥʳʝ ʩʝʪʠ ʷʚʣʷʶʪʩʷ, ʢʘʢ ʧʨʘʚʠʣʦ, 

ʩʘʤʦʦʨʛʘʥʠʟʫʶʱʠʤʠʩʷ, ʪʦ ʝʩʪʴ ʩʧʦʩʦʙʥʳʤʠ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʚʳʙʠʨʘʪʴ 

ʤʘʨʰʨʫʪʳ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ, ʧʝʨʝʧʦʜʢʣʶʯʘʪʴʩʷ ʢ ʩʝʪʠ ʚ ʩʣʫʯʘʝ ʢʘʢʠʭ-ʣʠʙʦ 

ʩʙʦʝʚ, ʘ ʪʘʢʞʝ ʧʦʚʪʦʨʷʪʴ ʧʝʨʝʜʘʯʫ ʜʘʥʥʳʭ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʦʥʠ ʥʝ ʙʫʜʫʪ 

ʫʩʧʝʰʥʦ ʧʨʠʥʷʪʳ ʘʜʨʝʩʘʪʦʤ (ʢʘʢ ʧʨʘʚʠʣʦ, ʮʝʥʪʨʘʣʴʥʳʤ ʩʝʨʚʝʨʦʤ ʩʙʦʨʘ 

ʜʘʥʥʳʭ). 

ɹʝʩʧʨʦʚʦʜʥʳʝ ʩʝʥʩʦʨʥʳʝ ʩʝʪʠ ʧʦʩʪʨʦʝʥʳ ʠʟ "ʫʟʣʦʚ", ʦʙʳʯʥʦ 

ʥʘʟʳʚʘʝʤʳʭ ʤʦʪʘʤʠ ð ʚ ʢʦʣʠʯʝʩʪʚʝ ʦʪ ʥʝʩʢʦʣʴʢʠʭ ʜʦ ʩʦʪʝʥ ʠ ʜʘʞʝ ʪʳʩʷʯ 

ʜʘʪʯʠʢʦʚ, ʢʘʞʜʳʡ ʠʟ ʢʦʪʦʨʳʭ ʩʚʷʟʘʥ ʩ ʜʨʫʛʠʤ ʠʣʠ ʥʝʩʢʦʣʴʢʠʤʠ ʜʘʪʯʠʢʘʤʠ. 

ʂʘʞʜʳʡ ʪʘʢʦʡ ʤʦʪ ʩʝʪʠ ʜʘʪʯʠʢʦʚ ʦʙʳʯʥʦ ʩʦʩʪʦʠʪ ʠʟ ʥʝʩʢʦʣʴʢʠʭ ʯʘʩʪʝʡ: 

ʨʘʜʠʦʧʝʨʝʜʘʪʯʠʢʘ ʩ ʚʥʫʪʨʝʥʥʝʡ ʘʥʪʝʥʥʦʡ ʠʣʠ ʧʦʜʢʣʶʯʝʥʠʝʤ ʢ ʚʥʝʰʥʝʡ 

ʘʥʪʝʥʥʝ, ʤʠʢʨʦʢʦʥʪʨʦʣʣʝʨʘ ʩ ʧʘʤʷʪʴʶ, ʵʣʝʢʪʨʦʥʥʦʡ ʩʭʝʤʳ ʜʣʷ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʜʘʪʯʠʢʘʤʠ ʠ ʠʩʪʦʯʥʠʢʘ ʵʥʝʨʛʠʠ. ɺ 

ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʵʥʝʨʛʠʠ ʦʙʳʯʥʦ ʚʳʩʪʫʧʘʝʪ ʤʠʥʠʘʪʶʨʥʘʷ ʙʘʪʘʨʝʷ, ʣʠʙʦ 

ʩʭʝʤʘ ʚʩʪʨʦʝʥʥʦʡ ʬʦʨʤʳ ʩʙʦʨʘ ʵʥʝʨʛʠʠ (ʙʝʩʧʨʦʚʦʜʥʘʷ ʟʘʨʷʜʢʘ). 

ʂʨʦʤʝ ʤʠʥʠʘʪʶʨʥʳʭ ʩʝʥʩʦʨʥʳʭ ʫʟʣʦʚ-ʤʦʪʦʚ, ʚ ʩʦʩʪʘʚ ʙʝʩʧʨʦʚʦʜʥʳʭ 

ʩʝʥʩʦʨʥʳʭ ʩʝʪʝʡ ʦʙʳʯʥʦ ʚʭʦʜʷʪ ʪʘʢ ʥʘʟʳʚʘʝʤʳʝ ʙʘʟʦʚʳʝ ʩʪʘʥʮʠʠ. ɹʘʟʦʚʳʝ 

ʩʪʘʥʮʠʠ ʷʚʣʷʶʪʩʷ ʦʜʠʥʦʯʥʳʤ ʠʣʠ ʤʥʦʞʝʩʪʚʝʥʥʳʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ 

ʙʝʩʧʨʦʚʦʜʥʳʭ ʩʝʥʩʦʨʥʳʭ ʩʝʪʝʡ, ʦʜʥʘʢʦ, ʚ ʦʪʣʠʯʠʝ ʦʪ ʤʦʪʦʚ, ʦʥʠ ʠʤʝʶʪ 

ʛʦʨʘʟʜʦ ʙʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ, ʵʥʝʨʛʝʪʠʯʝʩʢʠʭ ʠ 

ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ. ʆʙʳʯʥʦ ʦʥʠ ʜʝʡʩʪʚʫʶʪ ʢʘʢ ʧʦʩʨʝʜʥʠʢ (ʰʣʶʟ) 

ʤʝʞʜʫ ʩʝʪʴʶ ʜʘʪʯʠʢʦʚ ʠ ʢʦʥʝʯʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʪʘʢ ʢʘʢ ʠʭ 

ʧʨʝʜʥʘʟʥʘʯʝʥʠʝ ʠ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦʙʳ ʧʝʨʝʜʘʚʘʪʴ ʜʘʥʥʳʝ, ʩʦʙʠʨʘʝʤʳʝ 

ʤʦʪʘʤʠ, ʥʘ ʮʝʥʪʨʘʣʴʥʳʡ ʩʝʨʚʝʨ.  

ɽʱʝ ʦʜʥʠʤ ʚʘʞʥʳʤ ʧʘʨʘʤʝʪʨʦʤ ʩʝʥʩʦʨʥʳʭ ʩʝʪʝʡ ʷʚʣʷʶʪʩʷ 

ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʤʦʪʘʭ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ (ʆʉ). ʈʘʟʫʤʝʝʪʩʷ, ʧʦ 

ʩʣʦʞʥʦʩʪʠ ʪʘʢʠʝ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʥʝ ʠʜʫʪ ʥʠ ʚ ʢʘʢʦʝ ʩʨʘʚʥʝʥʠʝ ʩ ʆʉ 

                                                 
3
 ʈʘʙʦʪʘ ʚʳʧʦʣʥʝʥʘ ʧʨʠ ʧʦʜʜʝʨʞʢʝ ʛʨʘʥʪʘ ʈʌʌʀ 19-37-90148 çɿʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʠ 

ʚ ʩʝʥʩʦʨʥʳʭ ʩʝʪʷʭ ʩ ʧʦʤʦʱʴʶ ʧʦʣʥʦʩʪʴʶ ʛʦʤʦʤʦʨʬʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷè. 



50  

  

ʦʙʱʝʛʦ ʥʘʟʥʘʯʝʥʠʷ, ʩʢʦʨʝʝ, ʦʥʠ ʙʣʠʞʝ ʢ ʚʩʪʨʘʠʚʘʝʤʳʤ ʆʉ (embedded OS). 

ʇʨʠʯʠʥʳ ʵʪʦʛʦ ʢʨʦʶʪʩʷ, ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ, ʚ ʪʦʤ, ʯʪʦ ʙʝʩʧʨʦʚʦʜʥʳʝ 

ʩʝʥʩʦʨʥʳʝ ʩʝʪʠ ʦʙʳʯʥʦ ʨʘʟʨʘʙʘʪʳʚʘʶʪʩʷ ʜʣʷ ʢʦʥʢʨʝʪʥʦʡ ʮʝʣʠ ʠ ʦʙʣʘʩʪʠ 

ʧʨʠʤʝʥʝʥʠʷ, ʥʝʞʝʣʠ ʜʣʷ ʦʙʱʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. ɺʦ ʚʪʦʨʫʶ ʦʯʝʨʝʜʴ ʥʝ ʩʪʦʠʪ 

ʟʘʙʳʚʘʪʴ ʧʨʦ ʥʠʟʢʫʶ ʩʪʦʠʤʦʩʪʴ ʠ ʯʨʝʟʚʳʯʘʡʥʦʝ ʥʠʟʢʦʝ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝ 

ʤʦʪʦʚ ʩʝʥʩʦʨʥʳʭ ʩʝʪʝʡ, ʯʪʦ ʚʳʥʫʞʜʘʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʠʭ ʘʧʧʘʨʘʪʥʦʡ ʯʘʩʪʠ 

ʩʧʝʮʠʘʣʴʥʳʝ ʤʠʢʨʦʢʦʥʪʨʦʣʣʝʨʳ, ʩ ʥʠʟʢʠʤ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝʤ, ʠ, 

ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʩ ʦʛʨʘʥʠʯʝʥʥʳʤ ʬʫʥʢʮʠʦʥʘʣʦʤ ʠ ʦʙʲʝʤʦʤ ʧʘʤʷʪʠ. ʕʪʦ 

ʥʘʢʣʘʜʳʚʘʝʪ ʩʝʨʴʝʟʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ʥʘ ʩʣʦʞʥʦʩʪʴ ʠ ʨʘʟʤʝʨ ʦʧʝʨʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ ʜʣʷ ʙʝʩʧʨʦʚʦʜʥʳʭ ʩʝʥʩʦʨʥʳʭ ʩʝʪʝʡ. ʇʨʠʤʝʨʘʤʠ ʦʧʝʨʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ, ʨʘʟʨʘʙʦʪʘʥʥʳʭ ʩʧʝʮʠʘʣʴʥʦ ʜʣʷ ʙʝʩʧʨʦʚʦʜʥʳʭ ʩʝʥʩʦʨʥʳʭ ʩʝʪʝʡ, 

ʷʚʣʷʶʪʩʷ TinyOS, LiteOS, Contiki ʠ ʜʨʫʛʠʝ.  

ʇʨʠ ʚʩʝʭ ʩʚʦʠʭ ʧʨʝʠʤʫʱʝʩʪʚʘʭ ʙʝʩʧʨʦʚʦʜʥʳʝ ʩʝʥʩʦʨʥʳʝ ʩʝʪʠ ʠʤʝʶʪ 

ʙʦʣʝʝ ʷʚʥʳʝ ʧʨʦʙʣʝʤʳ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠʥʬʦʨʤʘʮʠʠ, ʥʝʞʝʣʠ ʪʨʘʜʠʮʠʦʥʥʳʝ 

ʧʨʦʚʦʜʥʳʝ ʩʝʪʠ. ʊʘʢ, ʚ ʯʘʩʪʥʦʩʪʠ, ʩʝʪʝʚʘʷ ʘʨʭʠʪʝʢʪʫʨʘ ʩʝʥʩʦʨʥʳʭ ʩʝʪʝʡ 

(ʧʨʠʤʝʥʝʥʠʝ ʩʝʪʝʚʦʡ ʪʦʧʦʣʦʛʠʠ "ɺʩʝ-ʩʦ-ʚʩʝʤʠ"), ʦʙʱʠʝ ʦʩʦʙʝʥʥʦʩʪʠ ʠʭ 

ʧʨʠʤʝʥʝʥʠʷ (ʠʟʦʣʠʨʦʚʘʥʥʦʩʪʴ, ʘʚʪʦʥʦʤʥʦʩʪʴ) ʟʘʯʘʩʪʫʶ ʤʦʛʫʪ ʚʳʣʠʚʘʪʴʩʷ ʚ 

ʧʦʷʚʣʝʥʠʝ ʩʣʘʙʳʭ ʤʝʩʪ ʚ ʮʝʣʦʩʪʥʦʩʪʠ ʢʘʢ ʚʩʝʡ ʙʝʩʧʨʦʚʦʜʥʦʡ ʩʝʪʠ, ʪʘʢ ʠ 

ʦʪʜʝʣʴʥʳʭ ʤʦʪʦʚ. ɺ ʩʠʣʫ ʫʥʠʢʘʣʴʥʳʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʙʝʩʧʨʦʚʦʜʥʳʭ 

ʩʝʥʩʦʨʥʳʭ ʩʝʪʝʡ ʪʨʘʜʠʮʠʦʥʥʳʝ ʤʝʪʦʜʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡ ʙʝʩʧʦʣʝʟʥʳ (ʠʣʠ ʤʝʥʝʝ ʵʬʬʝʢʪʠʚʥʳ) ʜʣʷ ʥʠʭ, 

ʧʦʩʢʦʣʴʢʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʘʧʨʠʦʨʠ ʟʥʘʝʪ ʦ ʪʦʤ, ʯʪʦ ʫʟʣʳ ʩʝʥʩʦʨʥʦʡ 

ʙʝʩʧʨʦʚʦʜʥʦʡ ʩʝʪʠ ʧʦʩʪʦʷʥʥʦ ʦʙʤʝʥʠʚʘʶʪʩʷ ʜʨʫʛ ʩ ʜʨʫʛʦʤ ʠʥʬʦʨʤʘʮʠʝʡ. 

ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʦʪʩʫʪʩʪʚʠʝ ʤʝʭʘʥʠʟʤʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʚʝʜʝʪ ʢ ʧʦʧʳʪʢʘʤ 

ʚʪʦʨʞʝʥʠʷʤ ʚ ʪʘʢʠʝ ʩʝʪʠ. ʕʪʠ ʚʪʦʨʞʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʚʳʷʚʣʷʪʴ ʠ ʧʨʠʤʝʥʷʪʴ 

ʤʝʪʦʜʳ ʩʤʷʛʯʝʥʠʷ ʠʭ ʧʦʩʣʝʜʩʪʚʠʡ. 

ʉʘʤʳʤʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤʠ ʪʠʧʘʤʠ ʩʝʪʝʚʳʭ ʘʪʘʢ ʥʘ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 

ʙʝʩʧʨʦʚʦʜʥʳʭ ʩʝʥʩʦʨʥʳʭ ʩʝʪʝʡ ʷʚʣʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ: 

1. ʆʪʢʘʟ ʚ ʜʦʩʪʫʧʝ (Denial of Service attack, DoS-attack) ð ʦʩʥʦʚʥʦʡ 

ʮʝʣʴʶ ʪʘʢʠʭ ʘʪʘʢ ʷʚʣʷʝʪʩʷ ʧʝʨʝʛʨʫʟʢʘ ʜʘʪʯʠʢʘ ʠʣʠ ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʠ 

ʟʘʧʨʦʩʘʤʠ ʥʘʩʪʦʣʴʢʦ, ʯʪʦ ʘʪʘʢʫʝʤʳʡ ʫʟʝʣ ʙʝʩʧʨʦʚʦʜʥʦʡ ʩʝʥʩʦʨʥʦʡ ʩʝʪʠ 

ʩʪʘʥʦʚʠʪʩʷ ʥʝʜʦʩʪʫʧʥʳʤ ʜʣʷ ʘʚʪʦʨʠʟʦʚʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʜʨʫʛʠʭ ʫʟʣʦʚ 

ʩʝʪʠ. [1] ɺ ʦʩʥʦʚʥʦʤ ʵʪʦ ʜʦʩʪʠʛʘʝʪʩʷ ʧʫʪʝʤ ʧʦʩʳʣʢʠ ʦʛʨʦʤʥʦʛʦ ʯʠʩʣʘ 

ʩʝʪʝʚʳʭ ʧʘʢʝʪʦʚ, ʥʝ ʥʝʩʫʱʠʭ ʦʩʦʙʦʡ ʩʤʳʩʣʦʚʦʡ ʥʘʛʨʫʟʢʠ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʯʝʛʦ 

ʫʟʝʣ ʩʝʪʠ ʧʝʨʝʩʪʘʝʪ ʫʩʧʝʚʘʪʴ ʧʨʠʥʠʤʘʪʴ ʥʦʨʤʘʣʴʥʳʝ ʩʝʪʝʚʳʝ ʧʘʢʝʪʳ 

(ʨʠʩʫʥʦʢ 1). 
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ɿʣʦʫʤr -

ʣhʝʥʥʠʢ

ɾʝʨʪʚʘ

ʄʥʦʞʝʩʪʚʝʥʥrʝ 

ʟʘʧʨʦʩr

 
ʈʠʩʫʥʦʢ 1 ð ɸʪʘʢʘ ʦʪʢʘʟʦʤ ʚ ʜʦʩʪʫʧʝ. 

 

2. ɸʪʘʢʘ ʧʦʜʜʝʣʴʥʳʤ ʤʘʨʰʨʫʪʦʤ (Sinkhole attack) ð ʚ ʵʪʦʡ ʘʪʘʢʝ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʨʝʛʠʩʪʨʠʨʫʶʪ ʚ ʙʝʩʧʨʦʚʦʜʥʦʡ ʩʝʥʩʦʨʥʦʡ ʩʝʪʠ ʥʦʚʳʡ ʫʟʝʣ, 

ʢʦʪʦʨʳʡ ʜʝʣʘʝʪ ʩʝʙʷ ʧʨʠʚʣʝʢʘʪʝʣʴʥʳʤ ʜʣʷ ʦʢʨʫʞʘʶʱʠʭ ʝʛʦ ʫʟʣʦʚ ʧʨʠ 

ʧʦʤʦʱʠ ʣʦʞʥʦʡ ʤʘʨʰʨʫʪʠʟʘʮʠʦʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʇʨʠ ʵʪʦʤ ʚʩʝ ʜʘʥʥʳʝ, 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʙʘʟʦʚʦʡ ʩʪʘʥʮʠʠ, ʧʨʦʭʦʜʷʪ ʯʝʨʝʟ ʵʪʦʪ ʚʨʝʜʦʥʦʩʥʳʡ 

ʫʟʝʣ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʳʩʦʢʦʢʘʯʝʩʪʚʝʥʥʦʛʦ ʤʘʨʰʨʫʪʘ. ɿʘʪʝʤ ʦʥ ʚʳʧʦʣʥʷʝʪ 

ʠʟʤʝʥʝʥʠʝ ʠʣʠ ʚʳʙʦʨʦʯʥʫʶ ʧʝʨʝʘʜʨʝʩʘʮʠʶ ʜʘʥʥʳʭ. [2] ʅʘ ʨʠʩʫʥʢʝ 2 

ʧʨʠʚʝʜʝʥʘ ʩʭʝʤʘ ʧʦʜʦʙʥʦʡ ʘʪʘʢʠ ʥʘ ʙʝʩʧʨʦʚʦʜʥʫʶ ʩʝʥʩʦʨʥʫʶ ʩʝʪʴ, ʛʜʝ 

ʨʦʟʦʚʳʤ ʮʚʝʪʦʤ ʦʪʤʝʯʝʥʳ ʫʟʣʳ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ 

ʚʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʳʡ, ʥʦ ʚʨʝʜʦʥʦʩʥʳʡ ʫʟʝʣ, ʘ ʟʝʣʝʥʳʤ ð ʥʝ ʟʘʪʨʦʥʫʪʳʝ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʫʟʣʳ. 

ɿʣʦʫʤr -

ʣhʝʥʥʠʢ

ɹʘʟʦʚʘ̫ 

ʩʪʘʥʮʠ̫

ɺr
ʩʦʢʦʩʢʦʨʦʩʪʥʦʡ 

ʤʘʨh
ʨʫʪ

 

ʈʠʩʫʥʦʢ 2 ð ɸʪʘʢʘ ʧʦʜʜʝʣʴʥʳʤ ʤʘʨʰʨʫʪʦʤ 

 

3. ɸʪʘʢʘ ʧʨʠ ʧʦʤʦʱʠ "ʢʨʦʪʦʚʴʠʭ ʜʳʨ" (Wormhole attack) ð ʧʦ ʩʫʪʠ, 

ʵʪʦ ʧʘʨʪʥʝʨʩʢʘʷ ʘʪʘʢʘ, ʚ ʢʦʪʦʨʦʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʜʝʡʩʪʚʦʚʘʪʴ 

ʩʦʦʙʱʘ, ʯʪʦʙʳ ʧʦʜʜʝʣʘʪʴ ʮʝʣʝʚʦʡ ʫʟʝʣ. ʕʪʦ ʩʘʤʘʷ ʩʝʨʴʝʟʥʘʷ ʘʪʘʢʘ ʥʘ 

ʙʝʩʧʨʦʚʦʜʥʳʝ ʩʝʥʩʦʨʥʳʝ ʩʝʪʠ. ɺ ʵʪʦʡ ʘʪʘʢʝ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʚʳʩʦʢʦʩʢʦʨʦʩʪʥʘʷ ʧʦʜʩʝʪʴ. ʀʩʪʦʯʥʠʢ ʧʦʩʳʣʘʝʪ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʣʦʞʥʦ 

ʧʝʨʝʜʘʶʪʩʷ ʯʝʨʝʟ ʟʦʥʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ. ɿʘʪʝʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʠʣʠ 

ʚʨʝʜʦʥʦʩʥʳʝ ʫʟʣʳ ʧʝʨʝʜʘʶʪ ʵʪʠ ʜʘʥʥʳʝ ʚ ʧʫʥʢʪ ʥʘʟʥʘʯʝʥʠʷ ʧʦ 
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ʚʳʩʦʢʦʩʢʦʨʦʩʪʥʦʤʫ ʢʘʥʘʣʫ ʩʚʷʟʠ ʙʳʩʪʨʝʝ, ʯʝʤ ʣʶʙʦʡ ʜʨʫʛʦʡ ʢʘʥʘʣ ʩʚʷʟʠ ʦʪ 

ʠʩʪʦʯʥʠʢʘ ʢ ʧʫʥʢʪʫ ʥʘʟʥʘʯʝʥʠʷ. ʇʦʩʢʦʣʴʢʫ ʟʘʧʨʦʩʳ ʧʦʩʪʫʧʘʶʪ ʙʳʩʪʨʝʝ ʧʦ 

ʣʦʞʥʦʡ ʚʳʩʦʢʦʩʢʦʨʦʩʪʥʦʡ ʩʩʳʣʢʝ, ʫʟʝʣ ʥʘʟʥʘʯʝʥʠʷ ʪʘʢʞʝ ʚʳʙʠʨʘʝʪ ʪʦʪ ʞʝ 

ʩʘʤʳʡ ʧʫʪʴ ʜʣʷ ʦʪʧʨʘʚʢʠ ʩʚʦʝʛʦ ʦʪʚʝʪʘ. ʂʦʛʜʘ ʦʪʚʝʪʳ ʧʦʩʪʫʧʘʶʪ ʢ ʠʩʪʦʯʥʠʢʫ 

ʯʝʨʝʟ ʠʩʭʦʜʥʳʡ ʫʟʝʣ ʟʦʥʳ ʘʪʘʢʠ, ʮʝʣʝʚʦʡ ʫʟʝʣ ʪʘʢʞʝ ʥʘʯʠʥʘʝʪ ʦʪʧʨʘʚʣʷʪʴ 

ʩʚʦʠ ʜʘʥʥʳʝ ʧʦ ʧʫʪʠ, ʚ ʢʦʪʦʨʳʡ ʚʢʣʶʯʝʥʳ ʘʪʘʢʫʶʱʠʝ ʫʟʣʳ, ʥʝ ʟʥʘʷ ʦʙ ʵʪʦʤ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʚʩʝ ʜʘʥʥʳʝ ʧʨʦʭʦʜʷʪ ʯʝʨʝʟ ʚʨʝʜʦʥʦʩʥʳʝ ʫʟʣʳ. [3] ʅʘ ʨʠʩʫʥʢʝ 3 

ʧʨʠʚʝʜʝʥʘ ʩʭʝʤʘ ʚʢʣʶʯʝʥʠʷ "ʢʨʦʪʦʚʴʝʡ ʜʳʨʳ" ʚ ʩʫʱʝʩʪʚʫʶʱʫʶ 

ʙʝʩʧʨʦʚʦʜʥʫʶ ʩʝʥʩʦʨʥʫʶ ʩʝʪʴ. 

 

ɿʣʦʫʤr -

ʣhʝʥʥʠʢ 1

ɿʣʦʫʤr -

ʣhʝʥʥʠʢ 2

ʇʦʣʫʯʘ

ʪʝʣɹ

ʀʩʪʦʯ-

ʥʠʢ

çʂʨʦʪʦʚɹ  ̫ʥʦʨʘè

ɹʝʩʧʨʦʚʦʜʥʦʝ ʩʦʝʜʠʥʝʥʠʝ

ɿʘʧʨʦʩr ʜʘʥʥrʭ

ɿʘʧʨʦʩr ʜʘʥʥrʭ ʩʢʚʦʟɹ 

çʢʨʦʪʦʚɹ  ʁʥʦʨʫè

ʆʪʚʝʪr ʥʘ ʟʘʧʨʦʩr ʜʘʥʥrʭ

 

ʈʠʩʫʥʦʢ 3 ð ɸʪʘʢʘ ʧʨʠ ʧʦʤʦʱʠ "ʢʨʦʪʦʚʴʝʡ ʥʦʨʳ" 
 

4. ʇʘʩʩʠʚʥʳʡ ʩʙʦʨ ʠʥʬʦʨʤʘʮʠʠ ð ʜʣʷ ʵʪʦʡ ʘʪʘʢʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢ 

ʠʩʧʦʣʴʟʫʝʪ ʤʦʱʥʳʡ ʧʨʠʝʤʥʠʢ ʠ ʭʦʨʦʰʦ ʧʨʦʜʫʤʘʥʥʫʶ ʘʥʪʝʥʥʫ ʜʣʷ 

ʧʝʨʝʭʚʘʪʘ ʧʦʪʦʢʘ ʜʘʥʥʳʭ, ʧʝʨʝʜʘʚʘʝʤʦʛʦ ʚ ʙʝʩʧʨʦʚʦʜʥʫʶ ʩʝʥʩʦʨʥʫʶ ʩʝʪʴ, ʠ 

ʠʟ ʥʝʸ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʠʥʬʦʨʤʘʮʠʠ ʣʝʛʢʦ ʜʦʩʪʫʧʥʘ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʠ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʣʷ ʜʘʣʴʥʝʡʰʠʭ ʧʨʷʤʳʭ ʘʪʘʢ 

ʥʘ ʩʝʪʴ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʜʘʥʥʳʝ ʧʝʨʝʜʘʶʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ. ʕʪʦʪ ʤʝʪʦʜ ʪʘʢʞʝ 

ʜʝʣʘʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʩʧʦʩʦʙʥʳʤ ʦʙʥʘʨʫʞʠʚʘʪʴ ʠ ʫʥʠʯʪʦʞʘʪʴ ʩʝʥʩʦʨʳ ʚ 

ʩʝʪʠ. 

ʇʨʠ ʚʩʝʤ ʧʨʠ ʵʪʦʤ, ʚ ʧʣʘʥʝ ʨʘʟʨʘʙʦʪʢʠ ʤʝʭʘʥʠʟʤʦʚ ʠ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʩʝʥʩʦʨʥʳʭ ʩʝʪʷʭ, ʨʘʟʨʘʙʦʪʯʠʢʠ ʦʛʨʘʥʠʯʝʥʳ ʪʝʤʠ ʞʝ ʩʘʤʳʤʠ 

ʫʟʢʠʤʠ ʨʘʤʢʘʤʠ, ʢʦʪʦʨʳʝ ʜʝʣʘʶʪ ʙʝʩʧʨʦʚʦʜʥʳʝ ʩʝʥʩʦʨʥʳʝ ʩʝʪʠ ʪʘʢʠʤʠ 

ʫʜʦʙʥʳʤʠ ʠ ʧʨʠʚʣʝʢʘʪʝʣʴʥʳʤʠ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ð ʤʘʣʘʷ ʚʳʯʠʩʣʠʪʝʣʴʥʘʷ 

ʤʦʱʥʦʩʪʴ, ʥʠʟʢʠʡ ʦʙʲʝʤ ʧʘʤʷʪʠ, ʦʛʨʘʥʠʯʝʥʥʦʝ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝ ʠ 

ʦʪʥʦʩʠʪʝʣʴʥʦ ʥʝʚʳʩʦʢʘʷ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ. ɽʱʝ ʦʜʥʦʡ ʧʨʦʙʣʝʤʦʡ, 

ʫʩʣʦʞʥʷʶʱʝʡ ʨʘʟʨʘʙʦʪʢʫ ʤʝʭʘʥʠʟʤʦʚ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʚ ʙʝʩʧʨʦʚʦʜʥʳʭ 

ʩʝʥʩʦʨʥʳʭ ʩʝʪʷʭ ʷʚʣʷʝʪʩʷ ʪʦ ʦʙʩʪʦʷʪʝʣʴʩʪʚʦ, ʯʪʦ ʤʦʪʳ ʩʝʥʩʦʨʥʳʭ ʩʝʪʝʡ, 

ʨʘʙʦʪʘʶʱʠʝ ʚ ʩʫʨʦʚʳʭ ʫʩʣʦʚʠʷʭ, ʤʦʛʫʪ ʯʘʩʪʦ ʪʝʨʷʪʴ ʩʚʷʟʴ ʩ ʩʦʩʝʜʥʠʤʠ 

ʫʟʣʘʤʠ, ʪʦ ʝʩʪʴ ʙʫʜʫʪ ʨʘʟʨʳʚʘʪʴ ʠ ʟʘʥʦʚʦ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʩʦʝʜʠʥʝʥʠʷ ʩ 

ʩʦʩʝʜʥʠʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ. ʇʦʵʪʦʤʫ ʦʜʥʦʡ ʠʟ ʦʩʥʦʚʥʳʭ ʧʨʦʙʣʝʤ ʧʨʠ 

ʧʦʩʪʨʦʝʥʠʠ ʟʘʱʠʱʝʥʥʳʭ ʩʝʥʩʦʨʥʳʭ ʩʝʪʝʡ ʷʚʣʷʝʪʩʷ ʦʙʝʩʧʝʯʝʥʠʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʝʜʘʚʘʝʤʳʭ ʜʘʥʥʳʭ, ʢʦʪʦʨʦʝ, ʪʝʤ ʥʝ ʤʝʥʝʝ ʜʦʣʞʥʦ 

ʜʦʩʪʠʛʘʪʴʩʷ ʥʝ ʚ ʫʱʝʨʙ ʤʠʥʠʘʪʶʨʥʦʩʪʠ ʠ ʥʠʟʢʦʤʫ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʶ 

ʤʦʪʦʚ.  

ʉʧʠʩʦʢ ʣʠʪʝʨʘʪʫʨʳ 
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ɸʂʊʋɸʃʔʅʆʉʊʔ ʆɹʈɸɿʆɺɸʊɽʃʔʅʆɻʆ ʂʋʈʉɸ, 

ʇʈɽɼʅɸɿʅɸʏɽʅʅʆɻʆ ɼʃʗ ʇʈʆʌʆʈʀɽʅʊɸʎʀʆʅʅʆʁ ʈɸɹʆʊʓ, 

ɸ ʊɸʂɾɽ ʇʆɺʓʐɽʅʀʗ ɻʈɸʄʆʊʅʆʉʊʀ ɺ ʉʌɽʈɽ 

ʀʅʌʆʈʄɸʎʀʆʅʅʓʍ ʊɽʍʅʆʃʆɻʀʁ  

ɸʚʝʜʴʷʥ ɺ. ɸ. ɹʦʥʜʘʨʝʥʢʦ ʆ. ʆ. ʊʠʪʦʚ ɼ. ɸ.  

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʀʱʫʢʦʚʘ ɽ.ɸ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ɺ ʩʚʷʟʠ ʩ ʧʦʩʣʝʜʥʠʤʠ ʩʦʙʳʪʠʷʤʠ, ʧʨʦʠʩʭʦʜʷʱʠʤʠ ʚ ʤʠʨʝ, ʚʦʟʥʠʢʣʘ 

ʙʦʣʴʰʘʷ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʚ ʩʠʩʪʝʤʘʭ ʜʠʩʪʘʥʮʠʦʥʥʦʛʦ ʦʙʫʯʝʥʠʷ. ʀʭ 

ʘʢʪʫʘʣʴʥʦʩʪʴ ʚʳʟʚʘʥʘ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʜʦʩʪʫʧʥʦʩʪʴʶ ʪʘʢʦʛʦ ʬʦʨʤʘʪʘ 

ʦʙʫʯʝʥʠʷ, ʧʨʠ ʢʦʪʦʨʦʤ ʪʨʝʙʫʝʪʩʷ ʪʦʣʴʢʦ ʧʝʨʩʦʥʘʣʴʥʳʡ ʢʦʤʧʴʶʪʝʨ ʠʣʠ 

ʤʦʙʠʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʩ ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʭʦʜʘ ʚ ʛʣʦʙʘʣʴʥʫʶ ʩʝʪʴ ʠʥʪʝʨʥʝʪ.  

ʇʨʠ ʨʘʟʨʘʙʦʪʢʝ ʦʙʨʘʟʦʚʘʪʝʣʴʥʦʛʦ ʢʫʨʩʘ ʙʳʣʠ ʠʟʫʯʝʥʳ ʩʣʝʜʫʶʱʠʝ 

ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʝ ʧʣʘʪʬʦʨʤʳ: 

¶ çʋʯʠ.ʨʫè ð ʵʪʦ ʦʥʣʘʡʥ-ʧʣʘʪʬʦʨʤʘ, ʛʜʝ ʫʯʝʥʠʢʠ ʠʟʫʯʘʶʪ ʰʢʦʣʴʥʳʝ 

ʧʨʝʜʤʝʪʳ ʚ ʠʥʪʝʨʘʢʪʠʚʥʦʡ ʬʦʨʤʝ. [1] 

¶ çʗʂʣʘʩʩè ð ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʡ ʠʥʪʝʨʥʝʪ-ʨʝʩʫʨʩ ʜʣʷ ʰʢʦʣʴʥʠʢʦʚ, 

ʫʯʠʪʝʣʝʡ ʠ ʨʦʜʠʪʝʣʝʡ. ʇʦʨʪʘʣ ʩʦʜʝʨʞʠʪ ʦʥʣʘʡʥ-ʪʨʝʥʘʞʸʨʳ ʧʦ 

ʰʢʦʣʴʥʦʡ ʧʨʦʛʨʘʤʤʝ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ ʧʨʦʚʝʨʢʫ ʜʦʤʘʰʥʠʭ ʟʘʜʘʥʠʡ. 

[2] 

¶ çʗʥʜʝʢʩ.ʋʯʝʙʥʠʢè ð ʵʪʦ ʩʝʨʚʠʩ ʩ ʟʘʜʘʥʠʷʤʠ ʧʦ ʨʫʩʩʢʦʤʫ ʷʟʳʢʫ ʠ 

ʤʘʪʝʤʘʪʠʢʝ ʜʣʷ 1ï5 ʢʣʘʩʩʦʚ ʠ ʦʢʨʫʞʘʶʱʝʤʫ ʤʠʨʫ ʜʣʷ ʥʘʯʘʣʴʥʦʡ ʰʢʦʣʳ 

ʩ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʧʨʦʚʝʨʢʦʡ ʦʪʚʝʪʦʚ. ɿʘʜʘʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʌɻʆʉ 

ʥʘʯʘʣʴʥʦʛʦ ʠ ʩʨʝʜʥʝʛʦ ʦʙʱʝʛʦ ʦʙʨʘʟʦʚʘʥʠʷ. [3] 

ɺʩʝ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʝ ʧʣʘʪʬʦʨʤʳ ʦʨʠʝʥʪʠʨʦʚʘʥʳ ʥʘ ʦʙʫʯʝʥʠʝ ʧʦ 

ʰʢʦʣʴʥʳʤ ʦʙʱʝʦʙʨʘʟʦʚʘʪʝʣʴʥʳʤ ʧʨʦʛʨʘʤʤʘʤ. ʆʩʥʦʚʳʚʘʷʩʴ ʥʘ ʧʨʠʤʝʨʝ 

ʨʝʘʣʠʟʘʮʠʠ ʦʙʫʯʝʥʠʷ ʥʘ ʜʘʥʥʳʭ ʧʣʘʪʬʦʨʤʘʭ, ʩʦʟʜʘʚʘʣʩʷ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʡ 

ʢʫʨʩ, ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʡ ʥʘ ʦʙʫʯʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʩʥʦʚʘʤ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʜʠʩʪʘʥʮʠʦʥʥʳʭ ʟʘʥʷʪʠʡ, ʧʦʤʠʤʦ 

ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʭ ʧʣʘʪʬʦʨʤ, ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʦʛʨʘʤʤʳ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ 

ʦʨʛʘʥʠʟʘʮʠʠ ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʠʡ, ʧʦ ʪʠʧʫ Skype ʠ Discord, ʘ ʪʘʢʞʝ 

ʩʪʨʠʤʠʥʛʦʚʳʝ ʧʣʘʪʬʦʨʤʳ, ʪʘʢʠʝ ʢʘʢ Twitch ʠ Youtube, ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ ʜʣʷ ʧʝʨʝʜʘʯʠ ʧʦʪʦʢʦʚ ʚʠʜʝʦʜʘʥʥʳʭ 

(OBS, Nvidia Shell). ɼʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʜʠʩʪʘʥʮʠʦʥʥʦʛʦ ʦʙʨʘʟʦʚʘʪʝʣʴʥʦʛʦ 

ʧʨʦʮʝʩʩʘ ʥʘ ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʦʤ ʫʨʦʚʥʝ ʚʦʟʤʦʞʥʦʩʪʝʡ ʜʘʥʥʳʭ ʧʨʠʢʣʘʜʥʳʭ 

ʩʨʝʜʩʪʚ ʥʝʜʦʩʪʘʪʦʯʥʦ. ʇʦʵʪʦʤʫ ʥʘʠʣʫʯʰʠʤ ʚʳʙʦʨʦʤ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ 

ʧʦʣʥʦʛʦ ʦʙʨʘʟʦʚʘʪʝʣʴʥʦʛʦ ʧʨʦʮʝʩʩʘ ʫʜʘʣʝʥʥʦ ʷʚʣʷʶʪʩʷ ʩʝʨʚʠʩʳ Microsoft 
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Teams ʠ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʦʙʫʯʝʥʠʝʤ, ʨʝʘʣʠʟʦʚʘʥʥʳʝ ʚ ʚʠʜʝ ʚʝʙ-ʩʘʡʪʘ ʩ 

ʚʦʟʤʦʞʥʦʩʪʴʶ ʦʙʫʯʝʥʠʷ ʠ ʪʝʩʪʠʨʦʚʘʥʠʷ ʫʯʝʥʠʢʦʚ, ʨʘʩʩʤʦʪʨʝʥʥʳʝ ʚʳʰʝ. 

ʊʘʢʞʝ ʥʝ ʩʪʦʠʪ ʟʘʙʳʚʘʪʴ, ʯʪʦ ʚ ʪʝʢʫʱʠʡ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ ʙʦʣʴʰʠʥʩʪʚʦ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʪʘʣʦ ʧʨʦʚʦʜʠʪʴ ʙʦʣʴʰʝ ʚʨʝʤʝʥʠ ʟʘ ʧʝʨʩʦʥʘʣʴʥʳʤʠ 

ʢʦʤʧʴʶʪʝʨʘʤʠ, ʤʦʙʠʣʴʥʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ, ʘ ʪʘʢʞʝ ʫʚʝʣʠʯʠʣʦʩʴ ʢʦʣʠʯʝʩʪʚʦ 

ʚʨʝʤʝʥʠ, ʧʨʦʚʦʜʠʤʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʚ ʛʣʦʙʘʣʴʥʦʡ ʩʝʪʠ ʠʥʪʝʨʥʝʪ. 

ʉʦʦʪʚʝʪʩʪʚʝʥʥʦ ʧʦʣʴʟʦʚʘʪʝʣʠ ʩʪʘʣʠ ʯʘʱʝ ʩʪʘʣʢʠʚʘʪʴʩʷ ʩ ʫʛʨʦʟʘʤʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʠʟ-ʟʘ ɻʪʦʛʦ ʧʦʷʚʠʣʘʩʴ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʚ 

ʧʦʚʳʰʝʥʠʠ ʦʙʱʝʛʦ ʫʨʦʚʥʷ ʢʦʤʧʴʶʪʝʨʥʦʡ ʛʨʘʤʦʪʥʦʩʪʠ ʥʘʩʝʣʝʥʠʷ. 

ʀʟ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʦʛʦ ʩʣʝʜʫʝʪ, ʯʪʦ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʡ ʢʫʨʩ ʜʣʷ 

ʧʦʚʳʰʝʥʠʷ ʢʦʤʧʴʶʪʝʨʥʦʡ ʛʨʘʤʦʪʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʩʬʝʨʝ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʷʚʣʷʝʪʩʷ ʘʢʪʫʘʣʴʥʳʤ. 

ʆʧʠʩʘʥʠʝ ʦʙʨʘʟʦʚʘʪʝʣʴʥʦʛʦ ʢʫʨʩʘ 

ʆʙʨʘʟʦʚʘʪʝʣʴʥʳʡ ʢʫʨʩ ʨʝʘʣʠʟʫʝʪʩʷ ʥʘ ʦʩʥʦʚʝ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ 

ʦʙʫʯʝʥʠʝʤ ñlms.sfedu.ruò. ɺ ʭʦʜʝ ʦʙʫʯʝʥʠʷ ʚ ʜʘʥʥʦʤ ʢʫʨʩʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ 

ʩʣʝʜʫʶʱʠʝ ʘʩʧʝʢʪʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ: 

1. ɸʧʧʘʨʘʪʥʘʷ ʟʘʱʠʪʘ; 

2. ɹʝʟʦʧʘʩʥʦʩʪʴ ʚ ʆʉ Windows 10; 

3. ɺʠʜʳ ʬʠʰʠʥʛʘ ʠ ʩʧʦʩʦʙʳ ʟʘʱʠʪʳ ʦʪ ʥʝʛʦ; 

4. ɺʠʜʳ ʚʠʨʫʩʦʚ ʠ ʩʨʝʜʩʪʚ ʜʣʷ ʠʭ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʟʘʱʠʪʳ ʦʪ ʥʠʭ; 

5. ɿʘʱʠʪʘ ʠʥʬʦʨʤʘʮʠʠ ʧʨʠ ʦʨʛʘʥʠʟʘʮʠʠ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ; 

6. ʆʩʥʦʚʳ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ; 

ʂʫʨʩ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʦʙʣʘʜʘʶʱʠʭ ʥʝʜʦʩʪʘʪʦʯʥʳʤʠ 

ʥʘʚʳʢʘʤʠ ʢʦʤʧʴʶʪʝʨʥʦʡ ʛʨʘʤʦʪʥʦʩʪʠ. ʂʫʨʩ ʩʦʩʪʦʠʪ ʠʟ ʥʘʙʦʨʘ ʧʨʝʟʝʥʪʘʮʠʡ, 

ʪʝʩʪʦʚ ʠ ʧʨʘʢʪʠʯʝʩʢʠʭ ʟʘʜʘʥʠʡ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʚ ʫʜʦʙʥʦʤ ʬʦʨʤʘʪʝ ʜʣʷ 

ʜʠʩʪʘʥʮʠʦʥʥʦʛʦ ʦʟʥʘʢʦʤʣʝʥʠʷ ʠ ʚʳʧʦʣʥʝʥʠʷ. ʇʨʝʟʝʥʪʘʮʠʠ ʧʦʟʚʦʣʷʶʪ 

ʧʦʣʴʟʦʚʘʪʝʣʶ ʠʟʫʯʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʚ ʥʘʛʣʷʜʥʦʤ ʠ ʜʦʩʪʫʧʥʦʤ ʚʠʜʝ. 

ʊʝʩʪʠʨʦʚʘʥʠʝ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ ʟʘʜʘʯ ʠ ʚʦʧʨʦʩʦʚ, ʧʦʟʚʦʣʷʶʱʠʭ 

ʧʨʦʚʝʨʠʪʴ ʩʪʝʧʝʥʴ ʫʩʚʦʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʧʨʦʡʜʝʥʥʦʛʦ ʤʘʪʝʨʠʘʣʘ. 

ʇʨʘʢʪʠʯʝʩʢʠʝ ʟʘʜʘʥʠʷ ʧʦʟʚʦʣʷʶʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʨʠʤʝʥʠʪʴ ʧʦʣʫʯʝʥʥʳʝ 

ʟʥʘʥʠʷ ʥʘ ʧʨʘʢʪʠʢʝ ʠ ʫʢʨʝʧʠʪʴ ʟʥʘʥʠʝ ʤʘʪʝʨʠʘʣʘ. 
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ʈʠʩʫʥʦʢ 1 ï ʧʨʠʤʝʨ ʩʣʘʡʜʘ ʧʨʝʟʝʥʪʘʮʠʠ 

ʉʦʜʝʨʞʘʥʠʝ ʦʙʨʘʟʦʚʘʪʝʣʴʥʦʛʦ ʢʫʨʩʘ 

ɺ ʭʦʜʝ ʠʟʫʯʝʥʠʷ ʧʝʨʚʦʡ ʠ ʚʪʦʨʦʡ ʪʝʤʳ ʧʦʣʴʟʦʚʘʪʝʣʴ ʦʟʥʘʢʘʤʣʠʚʘʝʪʩʷ ʩ 

ʫʩʪʨʦʡʩʪʚʦʤ ʇʂ ʠ ʦʩʥʦʚʥʳʤʠ ʧʨʠʥʮʠʧʘʤʠ ʝʛʦ ʨʘʙʦʪʳ ʠ ʨʘʙʦʪʳ ʆʉ Windows 

10. ʇʦʩʣʝ ʠʟʫʯʝʥʠʷ ʜʘʥʥʦʡ ʯʘʩʪʠ ʢʫʨʩʘ ʦʥ ʦʙʨʝʪʘʝʪ ʥʝʦʙʭʦʜʠʤʳʝ ʥʘʚʳʢʠ ʠ 

ʫʤʝʥʠʷ ʧʦ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʶ ʠ ʧʨʦʬʠʣʘʢʪʠʢʝ ʩʣʝʜʫʶʱʠʭ ʚʠʜʦʚ ʫʛʨʦʟ: 

¶ ʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʘʧʧʘʨʘʪʥʦʡ ʠ ʧʨʦʛʨʘʤʤʥʦʡ ʯʘʩʪʠ ʇʂ; 

¶ ʂʨʘʞʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ; 

¶ ʂʦʤʧʨʦʤʝʪʘʮʠʷ ʜʘʥʥʳʭ ʘʚʪʦʨʠʟʘʮʠʠ; 

ʀʟʫʯʘʷ ʪʨʝʪʴʶ ʠ ʯʝʪʚʝʨʪʫʶ ʪʝʤʫ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʫʟʥʘʝʪ ʦ ʚʠʜʘʭ 

ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʚ ʠʥʪʝʨʥʝʪʝ, ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤʘʭ ʠ ʩʧʦʩʦʙʘʭ 

ʧʨʦʬʠʣʘʢʪʠʢʠ ʠ ʟʘʱʠʪʳ ʦʪ ʥʠʭ. ɹʣʘʛʦʜʘʨʷ ʧʦʣʫʯʝʥʥʳʤ ʚ ʵʪʠʭ ʪʝʤʘʭ 

ʟʥʘʥʠʷʤ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʩʧʦʩʦʙʝʥ ʟʘʱʠʪʠʪʴ ʩʝʙʷ ʦʪ ʩʣʝʜʫʶʱʠʭ ʚʠʜʦʚ ʫʛʨʦʟ: 

¶ ʄʦʙʠʣʴʥʳʡ ʠ ʧʦʯʪʦʚʳʡ ʬʠʰʠʥʛ; 

¶ ʂʨʘʞʘ ʘʢʢʘʫʥʪʦʚ; 

¶ ɺʠʨʫʩʳ, ʯʝʨʚʠ ʠ ʪʨʦʷʥʳ; 

¶ ʃʦʞʥʳʝ ʠʥʪʝʨʥʝʪ-ʤʘʛʘʟʠʥʳ; 

¶ ʂʨʘʞʘ ʜʘʥʥʳʭ ʙʘʥʢʦʚʩʢʦʡ ʢʘʨʪʳ; 

ʆʙʫʯʘʷʩʴ ʧʷʪʦʡ ʠ ʰʝʩʪʦʡ ʪʝʤʝ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʠʟʫʯʘʝʪ ʠ ʦʙʫʯʘʝʪʩʷ 

ʦʩʥʦʚʥʳʤ ʧʨʠʥʮʠʧʘʤ ʟʘʱʠʪʳ ʦʪ ʧʝʨʝʭʚʘʪʘ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʬʠʟʠʯʝʩʢʦʤ ʠ 

ʧʨʦʛʨʘʤʤʥʦʤ ʫʨʦʚʥʝ, ʘ ʪʘʢʞʝ ʦʪ ʵʢʩʧʣʫʘʪʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʨʘʟʣʠʯʥʳʤʠ ʧʨʦʪʦʢʦʣʘʤʠ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʤʠ 

ʩʪʘʥʜʘʨʪʘʤʠ. 

ɿʘʢʣʶʯʝʥʠʝ 

ʇʦ ʠʪʦʛʘʤ ʦʙʫʯʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦʚʳʰʘʝʪ ʩʚʦʡ ʫʨʦʚʝʥʴ ʟʥʘʥʠʡ ʚ 

ʩʬʝʨʘʭ ʢʦʤʧʴʶʪʝʨʥʦʡ ʛʨʘʤʦʪʥʦʩʪʠ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʫʣʫʯʰʘʝʪ ʩʚʦʠ ʥʘʚʳʢʠ ʧʦ ʟʘʱʠʪʝ ʦʪ ʨʘʟʣʠʯʥʳʭ ʫʛʨʦʟ ʚ ʩʝʪʠ, ʠ ʩʥʠʞʘʝʪ 

ʰʘʥʩʳ ʙʳʪʴ ʞʝʨʪʚʦʡ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ. ʇʨʦʚʝʜʝʥʥʦʝ 
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ʩʨʝʜʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠʟʫʯʠʚʰʠʭ ʢʫʨʩ, ʪʝʩʪʠʨʦʚʘʥʠʝ, ʧʦʢʘʟʘʣʦ 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʠ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʴ ʢʫʨʩʘ.  

ʉʧʠʩʦʢ ʣʠʪʝʨʘʪʫʨʳ 

1. ʆʙʨʘʟʦʚʘʪʝʣʴʥʳʡ ʨʝʩʫʨʩ çʋʯʠ.ʨʫè ï URL: https://uchi.ru (ʜʦʩʪʫʧ 

ʩʚʦʙʦʜʥʳʡ). 

2. ʆʙʨʘʟʦʚʘʪʝʣʴʥʳʡ ʨʝʩʫʨʩ çʗʢʣʘʩʩè ï URL: https://www.yaklass.ru/ 

(ʜʦʩʪʫʧ ʩʚʦʙʦʜʥʳʡ). 

3. ʆʙʨʘʟʦʚʘʪʝʣʴʥʳʡ ʩʝʨʚʠʩ çʗʥʜʝʢʩ.ʫʯʝʙʥʠʢè ï URL: 

https://education.yandex.ru/home/ (ʜʦʩʪʫʧ ʩʚʦʙʦʜʥʳʡ). 
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ʇʆɼʉʀʉʊɽʄɸ ʇʆɼɼɽʈɾʂʀ ʇʈʀʅʗʊʀʗ ʈɽʐɽʅʀʁ ʅɸ ʕʊɸʇɽ 

ʂɸʊɽɻʆʈʀʈʆɺɸʅʀʗ ʆɹʒɽʂʊʆɺ ʂʈʀʊʀʏɽʉʂʆʁ 

ʀʅʌʆʈʄɸʎʀʆʅʅʆʁ ʀʅʌʈɸʉʊʈʋʂʊʋʈʓ 

ʄʝʩʨʦʧʷʥ ʈ. ɸ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ɽʣʴʯʘʥʠʥʦʚʘ ʅ. ɹ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʨʘʢʪʠʯʝʩʢʠ ʚʩʝ ʦʙʣʘʩʪʠ ʞʠʟʥʝʜʝʷʪʝʣʴʥʦʩʪʠ 

ʯʝʣʦʚʝʢʘ ʠ ʩʪʨʘʥʳ ʚ ʮʝʣʦʤ ʟʘʚʠʩʷʪ ʦʪ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ. 

ɺʩʣʝʜʩʪʚʠʝ ʵʪʦʛʦ ʘʢʪʫʘʣʴʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʤʠʨʝ ʥʝʣʴʟʷ 

ʥʝʜʦʦʮʝʥʠʚʘʪʴ. ʂʠʙʝʨʘʪʘʢʠ ʦʙʳʯʥʦ ʦʩʫʱʝʩʪʚʣʷʶʪ ʥʘ ʦʙʲʝʢʪʳ ʢʨʠʪʠʯʝʩʢʦʡ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ (ʂʀʀ): ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ, 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ, ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʘʧʧʘʨʘʪʦʤ, ʛʦʩʫʯʨʝʞʜʝʥʠʷ ʠ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʳʝ ʩʚʷʟʘʥʳ ʩ 

ʞʠʟʥʝʦʙʝʩʧʝʯʝʥʠʝʤ ʛʦʨʦʜʦʚ ʠ ʩʪʨʘʥʳ ʚ ʦʙʱʝʤ [1]. ʇʨʠ ʵʪʦʤ ʟʘʱʠʪʝ 

ʟʥʘʯʠʤʳʭ ʦʙʲʝʢʪʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʟʘʢʦʥʦʜʘʪʝʣʴ ʫʜʝʣʷʝʪ 

ʦʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʌʝʜʝʨʘʣʴʥʳʤ ʟʘʢʦʥʦʤ ˉ 187-ʌɿ ʦʪ 

26.07.2017 [2]. 

ɻʣʦʙʘʣʴʥʦʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʧʨʦʩʪʨʘʥʩʪʚʦ ʩ ʨʘʟʚʠʪʠʝʤ ʩʬʝʨʳ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʟʘʜʘʣʦ ʚʳʩʦʢʠʝ ʪʝʤʧʳ ʨʦʩʪʘ ʠ ʨʘʟʚʠʪʠʷ ʪʘʢʠʭ 

ʦʙʣʘʩʪʝʡ, ʢʘʢ ʵʢʦʥʦʤʠʢʘ, ʦʙʨʘʟʦʚʘʥʠʝ, ʢʫʣʴʪʫʨʘ, ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʝ 

ʫʧʨʘʚʣʝʥʠʝ, ʩʪʘʣʠ ʧʦʷʚʣʷʪʴʩʷ ʚʦʟʤʦʞʥʦʩʪʠ ʠʭ ʮʠʬʨʦʚʠʟʘʮʠʠ. ʆʯʝʚʠʜʥʦ 

ʧʨʝʜʧʦʣʦʞʠʪʴ, ʯʪʦ ʵʪʦ ʧʦʚʣʝʢʣʦ ʟʘ ʩʦʙʦʡ ʠ ʥʝʛʘʪʠʚʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ, 

ʧʦʷʚʣʝʥʠʝ ʥʦʚʳʭ ʫʛʨʦʟ, ʨʠʩʢʦʚ ʠ ʧʨʝʩʪʫʧʥʦʩʪʠ ʚ ʩʬʝʨʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ. ʇʦʷʚʠʣʠʩʴ ʪʘʢʠʝ ʧʦʥʷʪʠʷ ʢʘʢ ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʦʨʫʞʠʝ, 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʚʦʡʥʳ ʠ ʢʠʙʝʨʘʪʘʢʠ, ʠʪʦʛʠ ʢʦʪʦʨʳʭ ʤʦʛʫʪ ʙʳʪʴ 

ʪʨʘʛʠʯʝʩʢʠʤʠ, ʠ ʫʞʝ ʩʝʡʯʘʩ ʝʩʪʴ ʨʷʜ ʧʨʠʤʝʨʦʚ ʧʦ ʚʩʝʤʫ ʤʠʨʫ [3]. ʕʪʦ, 

ʥʘʧʨʠʤʝʨ, Stuxnet, ʘʪʘʢʦʚʘʚʰʠʡ ʷʜʝʨʥʳʝ ʦʙʲʝʢʪʳ ʀʨʘʥʘ, ʚ ʩʚʷʟʠ ʩ ʯʝʤ ʠʟ 

ʩʪʨʦʷ ʙʳʣʠ ʚʳʚʝʜʝʥʳ ʙʦʣʝʝ 1 ʪʳʩ. ʮʝʥʪʨʠʬʫʛ. ɺʠʨʫʩ Petya ï ʘʪʘʢʠ ʙʳʣʠ 

ʥʘʮʝʣʝʥʳ ʥʘ ʦʙʲʝʢʪʳ ʂʀʀ ʵʥʝʨʛʝʪʠʯʝʩʢʠʭ ʢʦʤʧʘʥʠʡ, ʦʙʲʝʢʪʦʚ ʪʨʘʥʩʧʦʨʪʘ, 

ʙʘʥʢʦʚ, ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʢʦʤʧʘʥʠʡ. ɺʠʨʫʩ ʘʪʘʢʦʚʘʣ ʠ ʢʘʙʠʥʝʪ 

ʤʠʥʠʩʪʨʦʚ ʋʢʨʘʠʥʳ. WannaCry ï ʚʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ, ʢʦʪʦʨʘʷ ʷʚʣʷʝʪʩʷ 

ʰʠʬʨʦʚʘʣʴʱʠʢʦʤ. ʀʥʪʝʨʝʩʥʘ ʦʥʘ ʪʝʤ, ʯʪʦ ʠʩʧʦʣʴʟʫʝʪ ʫʷʟʚʠʤʦʩʪʴ Microsoft 

Windows, ʘ ʠʤʝʥʥʦ ʧʨʦʪʦʢʦʣʘ SMB, ʢʦʪʦʨʳʡ ʦʪʚʝʯʘʝʪ ʟʘ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ 

ʫʟʣʦʚ ʩʝʪʠ. ʇʦʩʣʝ ʟʘʧʫʩʢʘ ʯʝʨʚʴ ʧʳʪʘʝʪʩʷ ʦʪʧʨʘʚʠʪʴ ʟʘʧʨʦʩ ʥʘ ʩʝʨʚʝʨ. ɽʩʣʠ 

ʦʪʚʝʪ ʧʦʣʫʯʝʥ, ʪʦ ʦʥ ʟʘʚʝʨʰʘʝʪ ʨʘʙʦʪʫ. ʇʨʦʥʠʢʥʦʚʝʥʠʝ ʚʨʝʜʦʥʦʩʥʦʡ 

ʧʨʦʛʨʘʤʤʳ ʙʣʦʢʠʨʦʚʘʣʦ ʨʘʙʦʪʫ ʤʥʦʛʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʧʦʚʩʝʤʝʩʪʥʦ: 

ʘʵʨʦʧʦʨʪʦʚ, ʙʘʥʢʦʚ, ʙʦʣʴʥʠʮ ʠ ʟʘʚʦʜʦʚ. ʕʪʠ ʩʣʫʯʘʠ ʧʦʢʘʟʳʚʘʶʪ ʚʩʶ 

ʩʝʨʴʝʟʥʦʩʪʴ ʚʦʟʤʦʞʥʳʭ ʧʦʩʣʝʜʩʪʚʠʡ ʢʠʙʝʨʘʪʘʢ ʥʘ ʦʙʲʝʢʪʳ ʂʀʀ. 

ʉ ʚʩʪʫʧʣʝʥʠʝʤ ʚ ʩʠʣʫ ʌʝʜʝʨʘʣʴʥʦʛʦ ʟʘʢʦʥʘ ˉ 187-ʌɿ [2] ʩʫʙʲʝʢʪʳ, ʢ 

ʢʦʪʦʨʳʤ ʧʨʠʤʝʥʠʤʳ ʥʦʨʤʳ ʥʘʩʪʦʷʱʝʛʦ ʟʘʢʦʥʘ, ʦʙʷʟʘʥʳ ʧʨʝʜʧʨʠʥʷʪʴ ʮʝʣʳʡ 

ʨʷʜ ʜʝʡʩʪʚʠʡ ʧʦ ʩʦʙʣʶʜʝʥʠʶ ʧʦʣʦʞʝʥʠʡ ʜʘʥʥʦʛʦ ʥʦʨʤʘʪʠʚʥʦʛʦ ʘʢʪʘ. 
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ʇʝʨʚʳʤ ʵʪʘʧʦʤ ʨʝʘʣʠʟʘʮʠʠ ʵʪʦʡ ʧʨʦʮʝʜʫʨʳ ʷʚʣʷʝʪʩʷ ʧʨʦʚʝʜʝʥʠʝ 

ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʦʙʲʝʢʪʦʚ ʂʀʀ, ʢʦʪʦʨʦʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʦʩʪʘʥʦʚʣʝʥʠʝʤ ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʈʌ ˉ 127 ʦʪ 8.02.2018 [4]. ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ 

ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʨʘʟʨʘʙʦʪʢʘ ʧʦʜʩʠʩʪʝʤʳ ʧʦʜʜʝʨʞʢʠ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʡ ʥʘ 

ʵʪʦʤ ʵʪʘʧʝ ʩ ʫʯʝʪʦʤ ʦʩʦʙʝʥʥʦʩʪʝʡ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʨʘʟʣʠʯʥʳʭ ʦʙʲʝʢʪʦʚ 

ʂʀʀ. 

ʂʘʪʝʛʦʨʠʨʦʚʘʥʠʝ ʧʨʠ ʦʨʛʘʥʠʟʘʮʠʠ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʛʦʩʫʜʘʨʩʪʚʘ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʧʨʘʚʠʣʴʥʦʡ 

ʨʘʩʩʪʘʥʦʚʢʠ ʧʨʠʦʨʠʪʝʪʦʚ. ʂʘʪʝʛʦʨʠʷ ʟʥʘʯʠʤʦʩʪʠ ʦʧʨʝʜʝʣʷʝʪʩʷ ʨʘʟʤʝʨʦʤ 

ʫʱʝʨʙʘ, ʢʦʪʦʨʳʡ ʧʦʪʝʥʮʠʘʣʴʥʦ ʤʦʞʝʪ ʙʳʪʴ ʥʘʥʝʩʝʥ ʚʣʘʜʝʣʴʮʫ ʦʙʲʝʢʪʘ ʂʀʀ, 

ʛʦʩʫʜʘʨʩʪʚʫ ʠʣʠ ʦʙʱʝʩʪʚʫ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʪʘʢʠ ʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ. 

ʂʘʪʝʛʦʨʠʠ ʦʧʨʝʜʝʣʷʶʪʩʷ ʥʘ ʦʩʥʦʚʝ ʟʥʘʯʝʥʠʡ ʨʷʜʘ ʧʦʢʘʟʘʪʝʣʝʡ ʜʣʷ ʨʘʟʣʠʯʥʳʭ 

ʩʬʝʨ ʜʝʷʪʝʣʴʥʦʩʪʠ: ʩʦʮʠʘʣʴʥʦʡ, ʧʦʣʠʪʠʯʝʩʢʦʡ, ʵʢʦʥʦʤʠʯʝʩʢʦʡ, 

ʵʢʦʣʦʛʠʯʝʩʢʦʡ, ʦʙʦʨʦʥʳ ʩʪʨʘʥʳ, ʙʝʟʦʧʘʩʥʦʩʪʠ ʛʦʩʫʜʘʨʩʪʚʘ ʠ ʧʨʘʚʦʧʦʨʷʜʢʘ. 

ʇʦ ʠʪʦʛʘʤ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʦʙʲʝʢʪʘʤ ʂʀʀ ʢʦʤʠʩʩʠʷ ʧʨʠʩʚʘʠʚʘʝʪ ʦʜʥʫ ʠʟ 

ʪʨʸʭ ʢʘʪʝʛʦʨʠʡ ʟʥʘʯʠʤʦʩʪʠ, ʣʠʙʦ ʧʨʠʥʠʤʘʝʪ ʨʝʰʝʥʠʝ ʦʙ ʦʪʩʫʪʩʪʚʠʠ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʠʩʚʦʝʥʠʷ ʠʤ ʢʘʪʝʛʦʨʠʡ ʟʥʘʯʠʤʦʩʪʠ. ʅʘ ʧʨʘʢʪʠʢʝ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʧʦʣʫʯʠʣʘ ʦʰʠʙʦʯʥʘʷ ʪʦʯʢʘ ʟʨʝʥʠʷ, ʯʪʦ ʢʘʪʝʛʦʨʠʡ 

ʟʥʘʯʠʤʦʩʪʠ ʯʝʪʳʨʝ (0, 1, 2, 3). ʅʘ ʩʘʤʦʤ ʜʝʣʝ, ʯ. 3 ʩʪ. 7 ʌʝʜʝʨʘʣʴʥʦʛʦ ʟʘʢʦʥʘ 

ˉ 187-ʌɿ [2] ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʪʨʠ ʢʘʪʝʛʦʨʠʠ: ʧʝʨʚʘʷ ï ʩʘʤʘʷ ʚʳʩʦʢʘʷ, ʪʨʝʪʴʷ ï 

ʩʘʤʘʷ ʥʠʟʢʘʷ. 

ʈʝʰʝʥʠʝ ʢʦʤʠʩʩʠʠ ʧʦ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʶ ʦʬʦʨʤʣʷʝʪʩʷ ʘʢʪʦʤ, ʦʥ ʜʦʣʞʝʥ 

ʩʦʜʝʨʞʘʪʴ ʩʚʝʜʝʥʠʷ ʦʙ ʦʙʲʝʢʪʝ ʂʀʀ, ʩʦʩʪʘʚ ʢʦʤʠʩʩʠʠ, ʩʚʝʜʝʥʠʷ ʦ 

ʧʨʠʩʚʦʝʥʥʦʡ ʦʙʲʝʢʪʫ ʢʘʪʝʛʦʨʠʠ ʟʥʘʯʠʤʦʩʪʠ ʣʠʙʦ ʦʙ ʦʪʩʫʪʩʪʚʠʠ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʠʩʚʦʝʥʠʷ ʝʤʫ ʦʜʥʦʡ ʠʟ ʪʘʢʠʭ ʢʘʪʝʛʦʨʠʡ. 

ʅʘ ʦʩʥʦʚʝ ʚʩʝʛʦ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʦʛʦ ʙʳʣʘ ʨʘʟʨʘʙʦʪʘʥʘ ʧʦʜʩʠʩʪʝʤʘ 

ʧʦʜʜʝʨʞʢʠ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʡ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʘʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʢʘʪʝʛʦʨʠʠ 

ʟʥʘʯʠʤʦʩʪʠ ʦʙʲʝʢʪʘ ʂʀʀ. ɻʣʘʚʥʘʷ ʟʘʜʘʯʘ ʧʨʦʛʨʘʤʤʳ ï ʧʦʤʦʯʴ ʯʣʝʥʘʤ 

ʢʦʤʠʩʩʠʠ ʥʝ ʟʘʧʫʪʘʪʴʩʷ ʚ ʚʳʙʦʨʝ ʩʨʝʜʠ ʤʥʦʞʝʩʪʚʘ ʠʤʝʶʱʠʭʩʷ ʧʫʥʢʪʦʚ ʠ 

ʧʦʢʘʟʘʪʝʣʝʡ. ʀʪʦʛʦʤ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʷʚʣʷʝʪʩʷ ʛʦʪʦʚʘʷ ʟʘʧʦʣʥʝʥʥʘʷ ʬʦʨʤʘ 

ʘʢʪʘ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʦʙʲʝʢʪʘ ʂʀʀ. ʉʪʨʫʢʪʫʨʘ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ 

ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 1. 



60  

  

 
ʈʠʩʫʥʦʢ 1 ï ʉʪʨʫʢʪʫʨʘ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ 

 

ʇʦʜʩʠʩʪʝʤʘ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʨʦʛʨʘʤʤʫ, ʥʘʧʠʩʘʥʥʫʶ ʥʘ ʷʟʳʢʝ 

Python 3, ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ʥʘʧʠʩʘʥ ʩ ʧʦʤʦʱʴʶ GUI Tkinter. ɺ 

ʥʘʯʘʣʴʥʦʤ ʦʢʥʝ ʧʨʦʠʩʭʦʜʠʪ ʚʚʦʜ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʥʘʠʤʝʥʦʚʘʥʠʷ ʠ ʜʨʫʛʠʭ 

ʩʚʝʜʝʥʠʡ ʦʙ ʦʙʲʝʢʪʝ ʂʀʀ, ʘ ʪʘʢʞʝ ʜʘʥʥʳʭ ʦ ʩʦʩʪʘʚʝ ʢʦʤʠʩʩʠʠ, ʵʪʠ ʟʥʘʯʝʥʠʷ 

ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ ʩʦʩʪʘʚʣʝʥʠʷ ʘʢʪʘ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ. ɼʘʣʝʝ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦʧʘʜʘʝʪ ʚ ʦʢʥʦ ʚʳʙʦʨʘ ʧʦʢʘʟʘʪʝʣʝʡ ʢʨʠʪʝʨʠʝʚ ʟʥʘʯʠʤʦʩʪʠ ʠ ʠʭ 

ʟʥʘʯʝʥʠʡ (ʨʠʩʫʥʦʢ 2), ʧʨʦʠʩʭʦʜʠʪ ʚʳʙʦʨ ʟʥʘʯʝʥʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʚʳʰʝʦʧʠʩʘʥʥʳʤʠ ʢʨʠʪʝʨʠʷʤʠ ʜʣʷ ʩʦʮʠʘʣʴʥʦʡ, ʧʦʣʠʪʠʯʝʩʢʦʡ, 

ʵʢʦʥʦʤʠʯʝʩʢʦʡ ʟʥʘʯʠʤʦʩʪʠ, ʘ ʪʘʢʞʝ ʟʥʘʯʠʤʦʩʪʠ ʦʙʲʝʢʪʘ ʂʀʀ ʜʣʷ ʦʙʦʨʦʥʳ 

ʩʪʨʘʥʳ. 

 

ʈʠʩʫʥʦʢ 2 ï ʆʢʥʦ ʚʳʙʦʨʘ ʧʦʢʘʟʘʪʝʣʝʡ ʢʨʠʪʝʨʠʝʚ ʟʥʘʯʠʤʦʩʪʠ ʠ ʠʭ ʟʥʘʯʝʥʠʡ 

 

ʀʩʭʦʜʷ ʠʟ ʟʥʘʯʝʥʠʡ, ʢʦʪʦʨʳʝ ʚʳʙʨʘʣ ʧʦʣʴʟʦʚʘʪʝʣʴ, ʧʨʦʛʨʘʤʤʘ ʩ 

ʧʦʤʦʱʴʶ ʘʣʛʦʨʠʪʤʘ ʚʳʙʦʨʘ ʦʧʨʝʜʝʣʷʝʪ ʢʘʪʝʛʦʨʠʶ ʟʥʘʯʠʤʦʩʪʠ ʦʙʲʝʢʪʘ 

ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. ʀ ʚ ʠʪʦʛʝ ʚʳʚʦʜʠʪ ʟʥʘʯʝʥʠʝ 
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ʚ ʦʪʜʝʣʴʥʦʤ ʦʢʥʝ ʥʘ ʵʢʨʘʥ, ʚ ʢʦʪʦʨʦʤ ʪʘʢʞʝ ʠʤʝʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ 

ʩʛʝʥʝʨʠʨʦʚʘʪʴ ʘʢʪ. 

ɺ ʟʘʢʣʶʯʝʥʠʝ ʥʝʦʙʭʦʜʠʤʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʧʦʜʩʠʩʪʝʤʘ ʜʦʣʞʥʘ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʫʧʨʦʱʝʥʠʷ ʚʳʙʦʨʘ ʧʦʢʘʟʘʪʝʣʝʡ ʢʨʠʪʝʨʠʝʚ ʠ ʠʭ ʟʥʘʯʝʥʠʡ. 

ʕʪʘ ʠʥʬʦʨʤʘʮʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʠʩʩʠʝʡ ʧʦ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʶ ʜʣʷ ʧʨʠʥʷʪʠʷ 

ʠ ʦʬʦʨʤʣʝʥʠʷ ʦʢʦʥʯʘʪʝʣʴʥʦʛʦ ʨʝʰʝʥʠʷ ʦ ʧʨʠʩʚʦʝʥʠʠ ʦʙʲʝʢʪʫ ʦʧʨʝʜʝʣʸʥʥʦʡ 

ʢʘʪʝʛʦʨʠʠ ʟʥʘʯʠʤʦʩʪʠ. ʂʦʤʠʩʩʠʷ ʧʦʜʧʠʩʳʚʘʝʪ ʩʬʦʨʤʠʨʦʚʘʥʥʳʡ ʘʢʪ ʠ ʧʦʪʦʤ 

ʥʝʩʝʪ ʟʘ ʵʪʦ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʢʦʥʦʤ. 

ɺ ʜʘʣʴʥʝʡʰʝʤ ʧʨʦʛʨʘʤʤʘ ʙʫʜʝʪ ʨʘʟʚʠʚʘʪʴʩʷ ʠ ʜʦʨʘʙʘʪʳʚʘʪʴʩʷ. ɺ ʧʣʘʥʘʭ 

ʩʦʟʜʘʪʴ ʚʝʙ ʧʣʘʪʬʦʨʤʫ ʜʣʷ ʜʘʥʥʦʛʦ ʨʝʩʫʨʩʘ. ʂʨʦʤʝ ʩʦʟʜʘʥʠʷ ʘʢʪʘ 

ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ, ʥʝʦʙʭʦʜʠʤʦ ʨʝʘʣʠʟʦʚʘʪʴ ʟʘʧʦʣʥʝʥʠʝ ʩʧʝʮʠʘʣʴʥʦʡ ʬʦʨʤʳ 

ʜʣʷ ʥʘʧʨʘʚʣʝʥʠʷ ʚ ʌʉʊʕʂ ʩʚʝʜʝʥʠʡ ʦ ʨʝʟʫʣʴʪʘʪʘʭ ʧʨʠʩʚʦʝʥʠʷ ʦʙʲʝʢʪʫ ʂʀʀ 

ʢʘʪʝʛʦʨʠʠ ʟʥʘʯʠʤʦʩʪʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʧʨʠʢʘʟʘ ʌʉʊʕʂ ˉ 236 

ʦʪ 22.12.2017. ʊʘʢʞʝ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʥʫʞʥʦ ʜʦʨʘʙʦʪʘʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʪʨʝʙʦʚʘʥʠʷʤʠ ʧʨʠʢʘʟʘ ʌʉʊʕʂ ˉ 239 ʦʪ 25.12.2017 [5] ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ 

ʛʝʥʝʨʘʮʠʶ ʙʘʟʦʚʦʛʦ ʥʘʙʦʨʘ ʤʝʨ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʦʚ 

ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠʟ ʪʘʙʣʠʮʳ ʩʦʩʪʘʚʘ ʤʝʨ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʥʘʯʠʤʦʛʦ ʦʙʲʝʢʪʘ, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʢʘʪʝʛʦʨʠʝʡ 

ʟʥʘʯʠʤʦʩʪʠ, ʢʦʪʦʨʫʶ ʦʧʨʝʜʝʣʠʣʘ ʧʨʦʛʨʘʤʤʘ. 
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ʜʦʩʪʫʧʘ: http://www.consultant.ru/ (ʜʘʪʘ ʦʙʨʘʱʝʥʠʷ: 20.03.2020). 
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ʇʈʀʄɽʅɽʅʀɽ ɸʊɸʂ ʇʆ ʇʆɹʆʏʅʓʄ ʂɸʅɸʃɸʄ ʂ ʐʀʌʈʋ 

çʂʋɿʅɽʏʀʂè
4
 

ɻʠʨʠʯʝʚ ɺ.ʄ.  

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ʄʘʨʦ ɽ.ɸ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ɸʪʘʢʠ ʧʦ ʧʦʙʦʯʥʳʤ ʢʘʥʘʣʘʤ ʚ ʦʩʥʦʚʝ ʩʚʦʝʡ ʠʩʧʦʣʴʟʫʶʪ ʦʩʦʙʝʥʥʦʩʪʠ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ ʠʣʠ ʧʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʳʭ ʨʝʘʣʠʟʘʮʠʡ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʘʣʛʦʨʠʪʤʦʚ. ʆʜʥʠʤ ʠʟ ʧʨʠʤʝʨʦʚ ʧʨʠʤʝʥʝʥʠʷ ʘʪʘʢ ʧʦ 

ʧʦʙʦʯʥʳʤ ʢʘʥʘʣʘʤ ʷʚʣʷʶʪʩʷ ʘʪʘʢʠ ʥʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝ 

ʫʩʪʨʦʡʩʪʚʘ (power analysis). ɼʘʥʥʳʝ ʘʪʘʢʠ ʧʨʠʥʷʪʦ ʨʘʟʜʝʣʷʪʴ ʥʘ ʧʨʦʩʪʳʝ ʠ 

ʜʠʬʬʝʨʝʥʮʠʘʣʴʥʳʝ (ʢʦʨʨʝʣʷʮʠʦʥʥʳʝ).  ʇʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʧʨʠʤʝʥʝʥʠʷ 

ʧʦʜʭʦʜʦʚ ʥʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʷ ʫʩʪʨʦʡʩʪʚ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ 

ʨʘʙʦʪʝ [1]. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚʝʜʫʪʩʷ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʦ ʨʘʟʨʘʙʦʪʢʝ ʠ 

ʧʨʘʢʪʠʯʝʩʢʦʤʫ ʧʨʠʤʝʥʝʥʠʶ ʘʪʘʢ ʥʘ ʦʩʥʦʚʝ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʷ ʜʣʷ 

ʩʠʤʤʝʪʨʠʯʥʳʭ ʙʣʦʯʥʳʭ ʰʠʬʨʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʜʣʷ ʩʪʘʥʜʘʨʪʘ ʰʠʬʨʦʚʘʥʠʷ 

ɻʆʉʊ ʈ 34.12 ï 2015 (n=128) ï ʘʣʛʦʨʠʪʤʘ çʂʫʟʥʝʯʠʢè [2-4]. 

ɸʣʛʦʨʠʪʤ çʂʫʟʥʝʯʠʢè [5-7] ï ʵʪʦ ʩʠʤʤʝʪʨʠʯʥʳʡ ʙʣʦʯʥʳʭ ʰʠʬʨ, 

ʧʦʩʪʨʦʝʥʥʳʡ ʧʦ ʧʨʠʥʮʠʧʫ ʧʦʜʩʪʘʥʦʚʦʯʥʦ-ʧʝʨʝʩʪʘʥʦʚʦʯʥʦʡ ʩʝʪʠ (SPN) ʠ 

ʩʦʩʪʦʷʱʠʡ ʠʟ 10 ʨʘʫʥʜʦʚ ʰʠʬʨʦʚʘʥʠʷ ʩ ʦʧʝʨʘʮʠʷʤʠ ʩʣʦʞʝʥʠʷ ʧʦ ʤʦʜʫʣʶ 

ʜʚʘ ʩ ʨʘʫʥʜʦʚʳʤ ʢʣʶʯʦʤ, ʥʝʣʠʥʝʡʥʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ S ʠ ʣʠʥʝʡʥʦʛʦ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ L, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʘ ʨʠʩʫʥʢʝ 1. 

 

ʈʠʩʫʥʦʢ 1 ï ʉʭʝʤʘ ʨʘʙʦʪʳ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ çʂʫʟʥʝʯʠʢè 

                                                 
4
 ʀʩʩʣʝʜʦʚʘʥʠʝ ʚʳʧʦʣʥʝʥʦ ʟʘ ʩʯʝʪ ʛʨʘʥʪʘ ʈʦʩʩʠʡʩʢʦʛʦ ʥʘʫʯʥʦʛʦ ʬʦʥʜʘ (ʧʨʦʝʢʪ ˉ 

19-71-00041). 
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ɼʣʷ ʧʨʦʚʝʜʝʥʠʷ ʵʢʩʧʝʨʠʤʝʥʪʦʚ ʧʦ ʧʨʠʤʝʥʝʥʠʶ ʘʪʘʢ ʧʦ ʧʦʙʦʯʥʳʤ 

ʢʘʥʘʣʘʤ (ʵʣʝʢʪʨʦʧʦʪʨʝʙʣʝʥʠʶ) ʢ ʰʠʬʨʫ çʂʫʟʥʝʯʠʢè ʜʘʥʥʳʡ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ ʙʳʣ ʨʝʘʣʠʟʦʚʘʥ ʥʘ ʷʟʳʢʝ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ 

C++ ʠ ʧʝʨʝʥʝʩʝʥ ʚ ʩʨʝʜʫ ʨʘʟʨʘʙʦʪʢʠ Arduino IDE. ɿʘʪʝʤ ʧʨʦʛʨʘʤʤʥʳʡ ʢʦʜ 

ʙʳʣ ʟʘʰʠʪ ʚ ʧʣʘʪʫ Arduino Nano [8, 9], ʠʤʝʶʱʫʶ ʩʣʝʜʫʶʱʠʝ ʪʝʭʥʠʯʝʩʢʠʝ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ: ʯʠʧ ATmega328P, ʣʦʛʠʯʝʩʢʘʷ ʤʠʢʨʦʩʭʝʤʘ ʜʣʷ ʦʙʨʘʙʦʪʢʠ 

ʜʘʥʥʳʭ ʩ ʪʘʢʪʦʚʦʡ ʯʘʩʪʦʪʦʡ 16 ʄɻʮ, 8 ʘʥʘʣʦʛʦʚʳʭ ʠ 14 ʮʠʬʨʦʚʳʭ ʢʦʥʪʘʢʪʦʚ 

ʦʙʱʝʛʦ ʥʘʟʥʘʯʝʥʠʷ. ʕʣʝʢʪʨʦʧʠʪʘʥʠʝ ʧʣʘʪʳ Arduino Nano ʦʩʫʱʝʩʪʚʣʷʣʦʩʴ ʦʪ 

4 ʥʘʢʦʧʠʪʝʣʴʥʳʭ ʵʣʝʤʝʥʪʦʚ ʪʠʧʘ AAA ʥʘʧʨʷʞʝʥʠʝʤ 1,5ɺ (ʩʫʤʤʘʨʥʦʝ 

ʥʘʧʨʷʞʝʥʠʝ ʠʩʪʦʯʥʠʢʘ 6ɺ) ʧʦ ʫʥʠʚʝʨʩʘʣʴʥʦʤʫ ʧʦʨʪʫ ʧʠʪʘʥʠʷ ʧʣʘʪʳ (cʦ 

ʩʪʘʙʠʣʠʟʘʪʦʨʦʤ) ñvinò.  

ʀʟʤʝʨʝʥʠʷ ʧʨʦʚʦʜʠʣʠʩʴ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʩʮʠʣʣʦʛʨʘʬʘ LECROY 

WavePro 7100A ʩ ʧʦʣʦʩʦʡ ʧʨʦʧʫʩʢʘʥʠʷ 1 ɻɻʮ ʠ ʯʘʩʪʦʪʦʡ ʜʠʩʢʨʝʪʠʟʘʮʠʠ 10 

ɻɻʮ /4 ʢʘʥʘʣʘ. ʉʭʝʤʘ ʩʥʷʪʠʷ ʜʘʥʥʳʭ (ʩʠʛʥʘʣʘ) ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʷ ʧʣʘʪʳ 

Arduino Nano ʚʦ ʚʨʝʤʷ ʧʨʦʚʝʜʝʥʠʷ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʦʧʝʨʘʮʠʡ ʰʠʬʨʘ 

çʂʫʟʥʝʯʠʢè ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 2. ʇʦʜʢʣʶʯʝʥʠʝ ʦʩʮʠʣʣʦʛʨʘʬʘ 

ʦʩʫʱʝʩʪʚʣʷʣʦʩʴ ʢ ʫʥʠʚʝʨʩʘʣʴʥʦʤʫ ʧʦʨʪʫ ʧʠʪʘʥʠʷ ʧʣʘʪʳ (ñvinò). ɼʣʷ 

ʦʪʩʣʝʞʠʚʘʥʠʷ ʪʦʯʝʢ ʥʘʯʘʣʘ ʠ ʦʢʦʥʯʘʥʠʷ ʨʘʙʦʪʳ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʛʦ 

ʘʣʛʦʨʠʪʤʘ çʂʫʟʥʝʯʠʢè ʢ ʧʣʘʪʝ ʙʳʣʘ ʧʦʜʢʣʶʯʝʥʘ ʥʘʛʨʫʟʢʘ (ʩʚʝʪʦʜʠʦʜ), 

ʢʦʪʦʨʳʡ ʙʳʣ ʥʝʘʢʪʠʚʝʥ ʚ ʧʨʦʤʝʞʫʪʢʠ ʚʳʧʦʣʥʝʥʠʷ ʘʣʛʦʨʠʪʤʘ. 

 
ʈʠʩʫʥʦʢ 2 ï ʉʭʝʤʘ ʩʥʷʪʠʷ ʜʘʥʥʳʭ (ʩʠʛʥʘʣʘ) ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʷ ʧʣʘʪʳ 

 

ɺ ʭʦʜʝ ʧʨʦʚʝʜʝʥʠʷ ʵʢʩʧʝʨʠʤʝʥʪʘ ʧʨʦʠʟʚʝʜʝʥʘ ʩʝʨʠʷ ʠʟ 20 ʠʟʤʝʨʝʥʠʡ 

ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʷ ʧʣʘʪʳ Arduino Nano ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʦʜʥʦʛʦ ʨʘʫʥʜʘ 

ʰʠʬʨʦʚʘʥʠʷ çʂʫʟʥʝʯʠʢè. ʇʦʣʫʯʝʥʥʳʡ ʛʨʘʬʠʢ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʷ ʧʣʘʪʳ 

ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ ʨʠʩʫʥʢʝ 3. ʅʘ ʛʨʘʬʠʢʝ ʚʳʜʝʣʝʥʳ ʦʙʣʘʩʪʠ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 

ʦʧʝʨʘʮʠʷʤ ʥʘʣʦʞʝʥʠʷ ʨʘʫʥʜʦʚʦʛʦ ʢʣʶʯʘ (X), ʥʝʣʠʥʝʡʥʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ 

(S) ʠ ʣʠʥʝʡʥʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ (L) (ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʦʪʤʝʯʝʥʘ ʦʙʣʘʩʪʴ 
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ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ R, ʷʚʣʷʶʱʝʛʦʩʷ ʩʦʩʪʘʚʥʦʡ ʯʘʩʪʴʶ ʣʠʥʝʡʥʦʛʦ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʘʣʛʦʨʠʪʤʘ ʰʠʬʨʦʚʘʥʠʷ çʂʫʟʥʝʯʠʢè). 

 

 
ʈʠʩʫʥʦʢ 3 ï ɻʨʘʬʠʢ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʷ ʧʣʘʪʳ Arduino Nano ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ 

ʦʜʥʦʛʦ ʨʘʫʥʜʘ ʰʠʬʨʦʚʘʥʠʷ çʂʫʟʥʝʯʠʢè 

ʇʨʘʢʪʠʯʝʩʢʘʷ ʨʝʘʣʠʟʘʮʠʷ ʘʪʘʢʠ ʥʘ ʦʩʥʦʚʝ ʘʥʘʣʠʟʘ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʷ ʚ 

ʜʘʣʴʥʝʡʰʝʤ ʧʦʪʨʝʙʫʝʪ ʧʨʦʚʝʜʝʥʠʷ ʙʦʣʴʰʝʛʦ ʯʠʩʣʘ ʟʘʤʝʨʦʚ ʩʠʛʥʘʣʦʚ 

ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʷ ʧʣʘʪʳ (ʧʦʨʷʜʢʘ 10
3
), ʪʘʢ ʢʘʢ ʥʝʦʙʭʦʜʠʤʦ ʦʙʝʩʧʝʯʠʪʴ 

ʫʩʨʝʜʥʝʥʠʝ ʨʝʟʫʣʴʪʘʪʦʚ ʜʣʷ ʫʤʝʥʴʰʝʥʠʷ ʚʣʠʷʥʠʷ ʰʫʤʦʚ. ʇʦʩʣʝ ʵʪʦʛʦ 

ʧʦʣʫʯʝʥʠʷ ʫʩʨʝʜʥʝʥʥʳʭ ʨʝʟʫʣʴʪʘʪʦʚ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʝʨʝʭʦʜ ʢ ʘʥʘʣʠʟʫ 

ʦʪʜʝʣʴʥʳʭ ʦʧʝʨʘʮʠʡ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʛʦ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ, ʚ ʪʦʤ ʯʠʩʣʝ ʩ 

ʨʘʟʣʠʯʥʳʤʠ ʟʥʘʯʝʥʠʷʤʠ ʙʠʪʦʚ ʢʣʶʯʘ ʠ ʦʪʢʨʳʪʳʭ ʪʝʢʩʪʦʚ. 
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ʇʈʆɽʂʊʀʈʆɺɸʅʀɽ ʉʀʉʊɽʄ ɹɽɿʆʇɸʉʅʆʉʊʀ ɿʅɸʏʀʄʓʍ 

ʆɹʒɽʂʊʆɺ ʂʈʀʊʀʏɽʉʂʆʁ ʀʅʌʆʈʄɸʎʀʆʅʅʆʁ 

ʀʅʌʈɸʉʊʈʋʂʊʋʈʓ  

ʊʢʘʯ ʄ. ɼ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ɽʣʴʯʘʥʠʥʦʚʘ ʅ. ɹ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

ʉ ʧʨʠʥʷʪʠʝʤ ʬʝʜʝʨʘʣʴʥʦʛʦ ʟʘʢʦʥʘ çʆ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʦʡ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʈʌè ˉ 187-ʌɿ ʦʪ 26.07.2017 [1] 

ʦʨʛʘʥʠʟʘʮʠʠ, ʚʣʘʜʝʶʱʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ ʦʙʲʝʢʪʘʤʠ, ʦʪʥʦʩʷʱʠʤʠʩʷ ʢ 

ʦʙʲʝʢʪʘʤ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ (ʂʀʀ), ʦʙʷʟʘʥʳ 

ʧʨʠʥʠʤʘʪʴ ʤʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ ʦʙʲʝʢʪʦʚ. 

ʇʦʜ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

ʧʦʥʠʤʘʶʪ ʩʦʩʪʦʷʥʠʝ ʟʘʱʠʱʝʥʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʦʙʝʩʧʝʯʠʚʘʶʱʝʝ ʝʝ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ ʚ 

ʦʪʥʦʰʝʥʠʠ ʥʝʝ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ [2]. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚʦʧʨʦʩ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʦʚ ʂʀʀ ʥʝ 

ʠʤʝʝʪ ʰʠʨʦʢʦʛʦ ʨʘʟʚʠʪʠʷ ʚ ʥʘʫʯʥʦʡ ʣʠʪʝʨʘʪʫʨʝ, ʪ. ʢ. ʥʦʨʤʘʪʠʚʥʦ-ʧʨʘʚʦʚʘʷ 

ʙʘʟʘ, ʧʦʩʚʷʱʸʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʥʘʯʘʣʘ ʨʘʟʚʠʚʘʪʴʩʷ ʩ ʧʨʠʥʷʪʠʝʤ ʌɿ ˉ 187 ʦʪ 26.07.2017. 

ɺ ʜʘʥʥʦʡ ʩʪʘʪʴʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʦʩʦʙʝʥʥʦʩʪʠ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ʩʠʩʪʝʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʥʘʯʠʤʳʭ ʦʙʲʝʢʪʦʚ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. 

ʆʙʲʝʢʪʳ ʂʀʀ ʧʦʜʨʘʟʜʝʣʷʶʪʩʷ ʥʘ çʟʥʘʯʠʤʳʝè ʠ çʥʝ ʟʥʘʯʠʤʳʝè. ɼʣʷ 

ʟʥʘʯʠʤʳʭ ʦʙʲʝʢʪʦʚ ʚʳʜʝʣʷʝʪʩʷ ʪʨʠ ʢʘʪʝʛʦʨʠʠ ʟʥʘʯʠʤʦʩʪʠ. ʆʪ ʢʘʪʝʛʦʨʠʠ 

ʟʥʘʯʠʤʦʩʪʠ ʟʘʚʠʩʠʪ ʥʘʙʦʨ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʠ ʪʝʭʥʠʯʝʩʢʠʭ ʤʝʨ, 

ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ ʥʝʡʪʨʘʣʠʟʘʮʠʶ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ, 

ʧʦʩʣʝʜʩʪʚʠʷʤʠ ʢʦʪʦʨʳʭ ʤʦʞʝʪ ʙʳʪʴ ʧʨʝʢʨʘʱʝʥʠʝ ʠʣʠ ʥʘʨʫʰʝʥʠʝ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʦʙʲʝʢʪʘ ʂʀʀ. 

ʇʦʩʪʨʦʝʥʠʝ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʟʥʘʯʠʤʦʛʦ ʦʙʲʝʢʪʘ ʂʀʀ ʩʦʩʪʦʠʪ 

ʠʟ ʥʝʩʢʦʣʴʢʠʭ ʦʩʥʦʚʥʳʭ ʵʪʘʧʦʚ. ʇʝʨʚʳʤ ʰʘʛʦʤ ʷʚʣʷʝʪʩʷ ʧʨʦʚʝʜʝʥʠʝ 

ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ. ʕʪʦ ʧʨʦʮʝʜʫʨʘ, ʧʨʠ ʢʦʪʦʨʦʡ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʦʮʝʥʢʘ 

ʩʦʦʪʚʝʪʩʪʚʠʷ ʦʙʲʝʢʪʘ ʂʀʀ ʢʨʠʪʝʨʠʷʤ ʟʥʘʯʠʤʦʩʪʠ. ʇʨʦʮʝʩʩ ʧʨʦʠʩʭʦʜʠʪ ʚ 

ʥʝʩʢʦʣʴʢʦ ʵʪʘʧʦʚ ʠ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʘʚʠʣʘʤʠ, 

ʫʪʚʝʨʞʜʸʥʥʳʤʠ ʇʨʘʚʠʪʝʣʴʩʪʚʦʤ ʈʌ [3]. 

ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʢʘʪʝʛʦʨʠʠ ʟʥʘʯʠʤʦʩʪʠ ʤʦʞʥʦ ʧʝʨʝʭʦʜʠʪʴ ʢ ʩʦʟʜʘʥʠʶ 

ʩʠʩʪʝʤʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʘ ʂʀʀ. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ 

ʢʘʪʝʛʦʨʠʠ ʟʥʘʯʠʤʦʩʪʠ ʦʙʲʝʢʪʘ ʙʫʜʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʨʘʟʣʠʯʥʳʝ ʤʝʨʳ 

ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʡ ʠ ʪʝʭʥʠʯʝʩʢʦʡ ʟʘʱʠʪʳ. 

ʉʥʘʯʘʣʘ ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʘʥʦʚʠʪʴ ʦʙʱʠʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʦʙʝʩʧʝʯʝʥʠʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʥʘʯʠʤʦʛʦ ʦʙʲʝʢʪʘ ʂʀʀ, ʦʪʨʘʟʠʚ ʠʭ ʚ ʪʝʭʥʠʯʝʩʢʦʤ ʟʘʜʘʥʠʠ, 

ʚʢʣʶʯʘʷ ʪʘʢʠʝ ʥʝʦʙʭʦʜʠʤʳʝ ʵʣʝʤʝʥʪʳ, ʢʘʢ ʪʠʧʳ ʦʙʲʝʢʪʦʚ ʟʘʱʠʪʳ, 

ʪʨʝʙʦʚʘʥʠʷ ʢ ʤʝʨʘʤ ʟʘʱʠʪʳ, ʦʩʥʦʚʥʳʝ ʵʪʘʧʳ ʨʘʙʦʪ ʧʦ ʩʦʟʜʘʥʠʶ ʩʠʩʪʝʤʳ 
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ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʨʝʙʦʚʘʥʠʷ ʢ ʧʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʳʤ ʩʨʝʜʩʪʚʘʤ ʠ ʩʨʝʜʩʪʚʘʤ 

ʟʘʱʠʪʳ, ʘ ʪʘʢʞʝ ʢ ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʦʡ ʜʦʢʫʤʝʥʪʘʮʠʠ [4]. 

ʇʨʠ ʵʪʦʤ ʩʣʝʜʫʝʪ ʫʜʝʣʠʪʴ ʚʥʠʤʘʥʠʝ ʩʦʟʜʘʥʠʶ ʩʪʨʫʢʪʫʨʥʳʭ 

ʧʦʜʨʘʟʜʝʣʝʥʠʡ, ʦʪʚʝʯʘʶʱʠʭ ʟʘ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʩʦʩʪʘʚʣʝʥʠʶ 

ʧʝʨʝʯʥʷ ʦʙʲʝʢʪʦʚ ʂʀʀ, ʩʦʩʪʘʚʣʝʥʠʶ ʛʦʜʦʚʦʛʦ ʧʣʘʥʘ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʦʚ ʂʀʀ [5]. 

ɼʘʣʝʝ ʤʦʞʥʦ ʧʝʨʝʭʦʜʠʪʴ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʢ ʨʘʟʨʘʙʦʪʢʝ 

ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʠ ʪʝʭʥʠʯʝʩʢʠʭ ʤʝʨ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʟʥʘʯʠʤʦʛʦ ʦʙʲʝʢʪʘ ʂʀʀ, ʚʢʣʶʯʘʷ ʧʨʦʚʝʜʝʥʠʝ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʫʛʨʦʟ ʠ 

ʧʦʩʣʝʜʫʶʱʠʡ ʘʥʘʣʠʟ ʧʨʠʥʷʪʳʭ ʠ ʥʝʦʙʭʦʜʠʤʳʭ ʤʝʨ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ 

ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʥʘʯʠʤʦʛʦ ʦʙʲʝʢʪʘ ʂʀʀ. ɺ ʧʨʦʮʝʩʩʝ ʨʝʘʣʠʟʘʮʠʠ 

ʜʘʥʥʦʛʦ ʵʪʘʧʘ ʤʦʞʥʦ ʚʳʜʝʣʠʪʴ ʩʣʝʜʫʶʱʠʝ ʦʩʥʦʚʥʳʝ ʰʘʛʠ. 

1. ʆʧʠʩʘʥʠʝ ʦʙʲʝʢʪʘ ʟʘʱʠʪʳ. 

ʅʘ ʜʘʥʥʦʤ ʰʘʛʝ ʚʳʧʦʣʥʷʝʪʩʷ ʦʧʨʝʜʝʣʝʥʠʝ ʦʩʥʦʚʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ 

ʟʘʱʠʪʳ ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʛʦ ʦʙʲʝʢʪʘ ʂʀʀ ʠ ʠʭ ʬʫʥʢʮʠʦʥʘʣʴʥʦʛʦ 

ʥʘʟʥʘʯʝʥʠʷ. ʈʘʩʩʤʦʪʨʝʚ ʢʘʞʜʫʶ ʠʟ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʧʦʜʩʠʩʪʝʤ, ʤʦʞʥʦ 

ʩʬʦʨʤʠʨʦʚʘʪʴ ʧʦʣʥʳʡ ʧʝʨʝʯʝʥʴ ʦʩʥʦʚʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʦʙʲʝʢʪʘ ʟʘʱʠʪʳ. 

2. ʇʦʩʪʨʦʝʥʠʝ ʤʦʜʝʣʠ ʫʛʨʦʟ. 

ʇʨʠ ʦʧʨʝʜʝʣʝʥʠʠ ʠʩʪʦʯʥʠʢʦʚ ʫʛʨʦʟ ʥʝʦʙʭʦʜʠʤʦ ʫʯʠʪʳʚʘʪʴ ʚʩʝ ʪʠʧʳ 

ʠʩʪʦʯʥʠʢʦʚ, ʥʦ ʦʩʥʦʚʥʦʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʷʪʴ ʦʮʝʥʢʝ ʫʛʨʦʟ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʧʨʝʜʥʘʤʝʨʝʥʥʳʤʠ ʠʣʠ ʩʣʫʯʘʡʥʳʤʠ ʜʝʡʩʪʚʠʷʤʠ ʥʘʨʫʰʠʪʝʣʝʡ, ʪʘʢ ʢʘʢ 

ʨʝʘʣʠʟʘʮʠʷ ʫʛʨʦʟ, ʦʧʨʝʜʝʣʷʝʤʳʭ ʜʨʫʛʠʤʠ ʠʩʪʦʯʥʠʢʘʤʠ, ʯʘʱʝ ʚʩʝʛʦ 

ʧʦʜʨʘʟʫʤʝʚʘʝʪ ʫʯʘʩʪʠʝ ʥʘʨʫʰʠʪʝʣʷ [6]. 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʘʣʠʯʠʷ ʫ ʥʘʨʫʰʠʪʝʣʷ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʚ 

ʢʦʥʪʨʦʣʠʨʫʝʤʫʶ ʟʦʥʫ ʙʫʜʝʤ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʚʥʝʰʥʠʭ ʠ ʚʥʫʪʨʝʥʥʠʭ 

ʥʘʨʫʰʠʪʝʣʝʡ. ʇʨʠ ʦʧʠʩʘʥʠʠ ʚʦʟʤʦʞʥʳʭ ʪʠʧʦʚ ʥʘʨʫʰʠʪʝʣʝʡ ʜʦʧʦʣʥʠʪʝʣʴʥʦ 

ʤʦʛʫʪ ʨʘʩʩʤʘʪʨʠʚʘʪʴʩʷ ʩʣʝʜʫʶʱʠʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ, ʚʣʠʷʶʱʠʝ ʥʘ ʧʦʪʝʥʮʠʘʣ 

ʥʘʨʫʰʠʪʝʣʷ:  

¶ ʤʦʪʠʚʘʮʠʷ ʥʘʨʫʰʠʪʝʣʷ; 

¶ ʚʦʟʤʦʞʥʳʡ ʫʨʦʚʝʥʴ ʟʥʘʥʠʡ ʠ ʥʘʚʳʢʦʚ ʥʘʨʫʰʠʪʝʣʷ. 

ʅʝʦʙʭʦʜʠʤʦ ʪʘʢʞʝ ʩʬʦʨʤʠʨʦʚʘʪʴ ʧʝʨʝʯʝʥʴ ʫʷʟʚʠʤʦʩʪʝʡ ʦʙʲʝʢʪʘ 

ʟʘʱʠʪʳ. ɺ ʦʩʥʦʚʥʦʤ ʨʝʘʣʠʟʘʮʠʷ ʫʛʨʦʟ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʪʘʥʦʚʠʪʩʷ ʚʦʟʤʦʞʥʦʡ ʠʟ-ʟʘ ʥʘʣʠʯʠʷ ʫ ʦʙʲʝʢʪʘ ʟʘʱʠʪʳ ʫʷʟʚʠʤʦʩʪʝʡ, 

ʩʚʷʟʘʥʥʳʭ ʩ ʥʝʜʦʩʪʘʪʢʘʤʠ ʚ ʧʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ ʠʣʠ ʚ 

ʦʨʛʘʥʠʟʘʮʠʠ ʝʛʦ ʟʘʱʠʪʳ.  

ɸʥʘʣʠʟ ʦʙʲʝʢʪʘ ʟʘʱʠʪʳ ʥʘ ʥʘʣʠʯʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʧʦʟʚʦʣʷʝʪ ʫʚʠʜʝʪʴ 

ʤʘʢʩʠʤʘʣʴʥʦ ʧʦʣʥʫʶ ʢʘʨʪʠʥʫ ʚʦʟʤʦʞʥʳʭ ʫʛʨʦʟ ʠ ʧʦʤʦʛʘʝʪ ʩʬʦʨʤʠʨʦʚʘʪʴ 

ʢʦʤʧʣʝʢʩʥʳʡ ʧʦʜʭʦʜ ʢ ʧʦʩʪʨʦʝʥʠʶ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ. 

ɼʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʧʝʨʝʯʥʷ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝʦʙʭʦʜʠʤʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʘʢʪʫʘʣʴʥʳʡ ɹʘʥʢ ʜʘʥʥʳʭ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ 

ʌʉʊʕʂ ʈʦʩʩʠʠ. ʇʨʠ ʵʪʦʤ ʚ ʮʝʣʷʭ ʦʧʨʝʜʝʣʝʥʠʷ ʩʧʠʩʢʘ ʫʛʨʦʟ ʚ ʦʪʥʦʰʝʥʠʠ 

ʢʦʥʢʨʝʪʥʦʛʦ ʦʙʲʝʢʪʘ ʟʘʱʠʪʳ ʠʟ ʩʦʩʪʘʚʘ ʚʦʟʤʦʞʥʳʭ ʫʛʨʦʟ ʩʣʝʜʫʝʪ ʠʩʢʣʶʯʠʪʴ 
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ʥʝʘʢʪʫʘʣʴʥʳʝ ʜʣʷ ʵʪʦʛʦ ʦʙʲʝʢʪʘ ʫʛʨʦʟʳ. ʅʘʧʨʠʤʝʨ, ʫʛʨʦʟʳ, ʩʚʷʟʘʥʥʳʝ ʩ 

ʪʠʧʘʤʠ ʪʝʭʥʦʣʦʛʠʡ, ʢʦʪʦʨʳʝ ʥʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʥʘ ʦʙʲʝʢʪʝ ʟʘʱʠʪʳ. 

ʉʣʝʜʫʝʪ ʠʤʝʪʴ ʚ ʚʠʜʫ, ʯʪʦ ʚ ʩʠʪʫʘʮʠʠ ʧʦʢʘ ʥʝ ʨʘʟʨʘʙʦʪʘʥʥʦʡ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʤʝʪʦʜʠʯʝʩʢʦʡ ʙʘʟʳ ʌʉʊʕʂ ʈʦʩʩʠʠ ʚ ʩʚʦʠʭ ʨʘʟʲʷʩʥʝʥʠʷʭ 

ʨʝʢʦʤʝʥʜʫʝʪ ʚʨʝʤʝʥʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ɹʘʟʦʚʫʶ ʤʦʜʝʣʴ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʢʣʶʯʝʚʳʭ ʩʠʩʪʝʤʘʭ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, 

ʫʪʚʝʨʞʜʸʥʥʫʶ ʌʉʊʕʂ ʈʌ 18 ʤʘʷ 2007 ʛ. 

ɺ ʧʨʦʮʝʩʩʝ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʫʛʨʦʟ ʥʝʦʙʭʦʜʠʤʦ ʪʘʢʞʝ ʚʳʧʦʣʥʠʪʴ 

ʦʧʠʩʘʥʠʝ ʩʮʝʥʘʨʠʝʚ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʠʭ ʚʦʟʤʦʞʥʳʭ 

ʧʦʩʣʝʜʩʪʚʠʡ. ʅʘ ʜʘʥʥʦʤ ʵʪʘʧʝ ʜʣʷ ʢʘʞʜʦʡ ʫʛʨʦʟʳ ʠʟ ʧʝʨʝʯʥʷ ʥʝʦʙʭʦʜʠʤʦ 

ʦʧʠʩʘʪʴ ʚʦʟʤʦʞʥʳʡ ʩʮʝʥʘʨʠʡ ʨʝʘʣʠʟʘʮʠʠ ʠ ʫʩʪʘʥʦʚʠʪʴ ʩʦʦʪʚʝʪʩʪʚʠʝ ʤʝʞʜʫ 

ʦʩʥʦʚʥʳʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ ʦʙʲʝʢʪʘ ʟʘʱʠʪʳ, ʚʦʟʤʦʞʥʳʤʠ ʠʩʪʦʯʥʠʢʘʤʠ ʫʛʨʦʟ 

ʠ ʫʷʟʚʠʤʦʩʪʷʤʠ. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʦʧʠʩʘʥʠʝ ʫʛʨʦʟ ʫʯʠʪʳʚʘʣʦ ʩʧʝʮʠʬʠʢʫ ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʛʦ 

ʦʙʲʝʢʪʘ ʟʘʱʠʪʳ, ʠʥʬʦʨʤʘʮʠʶ ʠʟ ɹʘʥʢʘ ʜʘʥʥʳʭ ʫʛʨʦʟ ʥʝʦʙʭʦʜʠʤʦ ʜʦʧʦʣʥʠʪʴ 

ʠ ʘʜʘʧʪʠʨʦʚʘʪʴ, ʠʩʧʦʣʴʟʫʷ ʩʬʦʨʤʠʨʦʚʘʥʥʳʡ ʧʝʨʝʯʝʥʴ ʢʦʤʧʦʥʝʥʪʦʚ, 

ʢʣʘʩʩʠʬʠʢʘʮʠʶ ʥʘʨʫʰʠʪʝʣʝʡ ʠ ʩʧʠʩʦʢ ʫʷʟʚʠʤʦʩʪʝʡ [6]. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʙʫʜʝʪ ʧʦʣʫʯʝʥ ʩʧʠʩʦʢ ʘʢʪʫʘʣʴʥʳʭ ʫʛʨʦʟ ʜʣʷ ʟʥʘʯʠʤʦʛʦ ʦʙʲʝʢʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

3. ʇʨʦʝʢʪʠʨʦʚʘʥʠʝ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʥʘʯʠʤʦʛʦ ʦʙʲʝʢʪʘ ʂʀʀ. 

ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʘʢʪʫʘʣʴʥʳʭ ʫʛʨʦʟ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʚʝʜʝʥʠʝ 

çʜʠʘʛʥʦʩʪʠʯʝʩʢʦʛʦ ʘʫʜʠʪʘè ʩ ʮʝʣʴʶ ʦʧʨʝʜʝʣʝʥʠʷ ʪʝʭ ʤʝʨ ʧʦ ʟʘʱʠʪʝ 

ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʳʝ ʫʞʝ ʧʨʠʥʷʪʳ ʚ ʦʪʥʦʰʝʥʠʠ ʜʘʥʥʦʛʦ ʦʙʲʝʢʪʘ ʂʀʀ, ʘ 

ʪʘʢʞʝ ʪʝʭ ʤʝʨ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ ʨʝʘʣʠʟʦʚʘʪʴ ʚ ʧʨʦʮʝʩʩʝ ʩʦʟʜʘʥʠʷ 

ʩʠʩʪʝʤʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʕʪʦʪ ʧʨʦʮʝʩʩ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʥʝʩʢʦʣʴʢʦ ʦʩʥʦʚʥʳʭ ʵʪʘʧʦʚ: 

¶ ʦʧʨʝʜʝʣʝʥʠʝ ʙʘʟʦʚʦʛʦ ʥʘʙʦʨʘ ʤʝʨ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʦʙʲʝʢʪʘ ʂʀʀ, ʢʦʪʦʨʳʡ ʬʦʨʤʠʨʫʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ 

ʧʨʠʢʘʟʘ ʌʉʊʕʂ ˉ 239 [4] ʥʘ ʦʩʥʦʚʝ ʧʨʠʩʚʦʝʥʥʦʡ ʝʤʫ ʢʘʪʝʛʦʨʠʠ 

ʟʥʘʯʠʤʦʩʪʠ; 

¶ ʘʜʘʧʪʘʮʠʷ ʙʘʟʦʚʦʛʦ ʥʘʙʦʨʘ ʤʝʨ, ʢʦʪʦʨʘʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʫʯʝʪʦʤ 
ʘʢʪʫʘʣʴʥʳʭ ʫʛʨʦʟ ʠ ʦʩʦʙʝʥʥʦʩʪʝʡ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʧʨʠʤʝʥʷʝʤʳʭ 

ʪʝʭʥʦʣʦʛʠʡ; 

¶ ʜʦʧʦʣʥʝʥʠʝ ʘʜʘʧʪʠʨʦʚʘʥʥʦʛʦ ʥʘʙʦʨʘ ʤʝʨ, ʢʦʪʦʨʦʝ ʧʨʦʚʦʜʠʪʩʷ ʩ ʫʯʝʪʦʤ 
ʪʨʝʙʦʚʘʥʠʡ ʠʥʳʭ ʥʦʨʤʘʪʠʚʥʳʭ ʘʢʪʦʚ, ʚ ʯʘʩʪʥʦʩʪʠ ʧʨʠʢʘʟʘ ʌʉʊʕʂ ʈʌ 

ˉ 21 ʧʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʠ ʧʨʠʢʘʟʘ ʌʉʊʕʂ ʈʌ ˉ 17 ʧʦ 

ʟʘʱʠʪʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. 

¶ ʫʩʠʣʝʥʠʝ ʩʬʦʨʤʠʨʦʚʘʥʥʦʛʦ ʥʘʙʦʨʘ ʤʝʨ ʟʘʱʠʪʳ ʚ ʩʣʫʯʘʝ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʚ ʤʝʪʦʜʠʯʝʩʢʠʤʠ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ 

ʌʉʊʕʂ ʈʌ (ʢ ʩʦʞʘʣʝʥʠʶ, ʧʦʢʘ ʪʘʢʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʨʘʟʨʘʙʦʪʘʥʳ 

ʪʦʣʴʢʦ ʜʣʷ ʟʘʱʠʪʳ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʜʣʷ 

ʦʙʲʝʢʪʦʚ ʂʀʀ ʤʦʞʥʦ ʧʦʧʨʦʙʦʚʘʪʴ ʧʨʠʤʝʥʷʪʴ ʠʭ ʧʦ ʘʥʘʣʦʛʠʠ). 

4. ʈʘʟʨʘʙʦʪʢʘ ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʦʡ ʜʦʢʫʤʝʥʪʘʮʠʠ. 
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ʕʢʩʧʣʫʘʪʘʮʠʦʥʥʘʷ ʜʦʢʫʤʝʥʪʘʮʠʷ ʚʢʣʶʯʘʝʪ ʦʧʠʩʘʥʠʝ ʩʪʨʫʢʪʫʨʳ ʩʠʩʪʝʤʳ 

ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʘ ʂʀʀ, ʧʘʨʘʤʝʪʨʳ ʥʘʩʪʨʦʡʢʠ ʧʨʦʛʨʘʤʤʥʦ-

ʘʧʧʘʨʘʪʥʳʭ ʩʨʝʜʩʪʚ ʠ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ, ʘ ʪʘʢʞʝ ʧʨʘʚʠʣʘ ʠʭ ʵʢʩʧʣʫʘʪʘʮʠʠ. 

ɿʘʢʣʶʯʠʪʝʣʴʥʳʤ ʵʪʘʧʦʤ ʷʚʣʷʝʪʩʷ ʚʥʝʜʨʝʥʠʝ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʠ 

ʪʝʭʥʠʯʝʩʢʠʭ ʤʝʨ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʥʘʯʠʤʦʛʦ ʦʙʲʝʢʪʘ ʂʀʀ ʠ 

ʚʚʦʜ ʝʛʦ ʚ ʵʢʩʧʣʫʘʪʘʮʠʶ. 

ɺ ʨʘʤʢʘʭ ʜʘʥʥʦʛʦ ʵʪʘʧʘ ʚʳʧʦʣʥʷʶʪʩʷ ʥʘʩʪʨʦʡʢʘ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ, 

ʚʥʝʜʨʝʥʠʝ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʤʝʨ, ʦʧʳʪʥʘʷ ʵʢʩʧʣʫʘʪʘʮʠʷ, ʘʥʘʣʠʟ ʫʷʟʚʠʤʦʩʪʝʡ 

ʠ ʧʨʠʸʤʦʯʥʳʝ ʠʩʧʳʪʘʥʠʷ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʘ ʂʀʀ. 

ɺ ʜʘʣʴʥʝʡʰʝʤ ʚ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʳʚʦʜʘ ʠʟ ʵʢʩʧʣʫʘʪʘʮʠʠ ʦʙʲʝʢʪʘ 

ʂʀʀ ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ ʜʘʥʥʦʡ ʧʨʦʮʝʜʫʨʳ ʜʦʣʞʥʳ ʙʳʪʴ ʟʘʜʦʢʫʤʝʥʪʠʨʦʚʘʥʳ 

ʚʩʝ ʜʝʡʩʪʚʠʷ ʩ ʫʢʘʟʘʥʠʝʤ ʥʘʠʤʝʥʦʚʘʥʠʷ, ʩʦʩʪʘʚʘ, ʜʘʪʳ ʠ ʩʧʦʩʦʙʘ 

ʫʥʠʯʪʦʞʝʥʠʷ ʜʦʢʫʤʝʥʪʦʚ. 

ɺ ʟʘʢʣʶʯʝʥʠʝ ʥʝʦʙʭʦʜʠʤʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʟʥʘʯʠʤʳʭ ʦʙʲʝʢʪʦʚ ʂʀʀ ï ʵʪʦ ʥʝʧʨʝʨʳʚʥʳʡ ʧʨʦʮʝʩʩ. ʀʤʝʥʥʦ ʧʦ ʵʪʦʡ 

ʧʨʠʯʠʥʝ ʨʝʛʫʣʷʪʦʨ ʧʨʝʜʧʠʩʳʚʘʝʪ ʩʫʙʲʝʢʪʘʤ ʂʀʀ ʚʳʜʝʣʷʪʴ ʩʧʝʮʠʘʣʠʩʪʦʚ, 

ʦʪʚʝʪʩʪʚʝʥʥʳʭ ʟʘ ʠʭ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʚ ʦʪʜʝʣʴʥʦʝ ʩʪʨʫʢʪʫʨʥʦʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʠ 

ʥʝ ʜʦʧʫʩʢʘʪʴ ʚʦʟʣʦʞʝʥʠʷ ʥʘ ʥʠʭ ʢʦʩʚʝʥʥʳʭ ʟʘʜʘʯ. 

ʉʧʠʩʦʢ ʣʠʪʝʨʘʪʫʨʳ 
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ʇʈʀʄɽʅɽʅʀɽ ʊɽʍʅʆʃʆɻʀʁ ʂʆʅʂʋʈɽʅʊʅʆʁ ʈɸɿɺɽɼʂʀ ʇʆ 

ʆʊʂʈʓʊʓʄ ʀʉʊʆʏʅʀʂɸʄ ɺ ʎɽʃʗʍ ʆɹɽʉʇɽʏɽʅʀʗ 

ʀʅʌʆʈʄɸʎʀʆʅʅʆʁ ɹɽɿʆʇɸʉʅʆʉʊʀ  

ʂʝʩ ɸ.ɺ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ɽʣʴʯʘʥʠʥʦʚʘ ʅ. ɹ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ʉʦʛʣʘʩʥʦ ʜʘʥʥʳʤ ʀʥʪʝʨʥʝʪ ʨʝʩʫʨʩʘ Internet Live Stats 

(http://www.internetlivestats.com/), ʚ ʩʝʪʠ ʥʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʩʫʱʝʩʪʚʫʝʪ 

ʫʞʝ ʙʦʣʝʝ 1,2 ʤʣʨʜ. ʚʝʙ-ʩʘʡʪʦʚ, 3,8 ʤʣʨʜ. ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʘʞʜʫʶ ʤʠʥʫʪʫ 

ʨʘʟʤʝʱʘʝʪʩʷ ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ ʠ ʧʦʩʪʦʚ, ʩʦʜʝʨʞʘʱʠʭ ʤʝʜʠʘ 

ʬʘʡʣʳ [1]. ɼʘʥʥʳʝ ʦ ʢʦʣʠʯʝʩʪʚʝ ʚʝʙ-ʩʘʡʪʦʚ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʝ ʤʦʛʫʪ ʙʳʪʴ 

ʪʦʯʥʳʤʠ, ʪʘʢ ʢʘʢ ʠʟʤʝʥʷʶʪʩʷ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, ʥʦ ʚʩʝ ʞʝ ʦʥʠ ʧʦʟʚʦʣʷʶʪ 

ʧʨʝʜʩʪʘʚʠʪʴ ʤʘʩʰʪʘʙʳ ʠʥʬʦʨʤʘʮʠʠ, ʜʚʠʞʫʱʝʡʩʷ ʚ ʩʝʪʠ ʠʥʪʝʨʥʝʪ. ɹʦʣʴʰʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʠʥʬʦʨʤʘʮʠʠ ʩʦʜʝʨʞʠʪʩʷ ʚ ʦʪʢʨʳʪʳʭ ʠʩʪʦʯʥʠʢʘʭ. ʈʘʟʚʝʜʢʘ ʚ 

ʦʪʢʨʳʪʳʭ ʠʩʪʦʯʥʠʢʘʭ (ʘʥʛʣ. Open Source Intelligence, OSINT) ʚʢʣʶʯʘʝʪ ʚ 

ʩʝʙʷ: ʧʦʠʩʢ, ʚʳʙʦʨ, ʩʙʦʨ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʦʪʢʨʳʪʳʭ ʠʩʪʦʯʥʠʢʦʚ, ʘ ʪʘʢʞʝ ʝʝ 

ʜʘʣʴʥʝʡʰʠʡ ʘʥʘʣʠʟ ʜʣʷ ʨʝʰʝʥʠʷ ʢʦʥʢʨʝʪʥʳʭ ʟʘʜʘʯ. 

ʈʘʟʚʝʜʢʘ ʚ ʦʪʢʨʳʪʳʭ ʠʩʪʦʯʥʠʢʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʘʢ ʯʘʩʪʥʳʤʠ ʣʠʮʘʤʠ ʠ 

ʨʫʢʦʚʦʜʠʪʝʣʷʤʠ ʧʨʝʜʧʨʠʷʪʠʡ ʠ ʦʨʛʘʥʠʟʘʮʠʡ, ʪʘʢ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤʠ 

ʩʣʫʞʙʘʤʠ. ʆʜʥʘ ʠʟ ʮʝʣʝʡ ʨʘʙʦʪʳ ʩʣʫʞʙ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʢʣʶʯʘʝʪʩʷ ʚ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʠ ʚʦʟʤʦʞʥʦʛʦ ʥʘʥʝʩʝʥʠʷ ʫʱʝʨʙʘ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝ ʪʦʣʴʢʦ 

ʨʘʙʦʪʥʠʢʘʤʠ, ʥʦ ʠ ʩʪʦʨʦʥʥʠʤʠ ʣʠʮʘʤʠ, ʪʘʢʠʤʠ ʢʘʢ ʢʦʥʢʫʨʝʥʪʳ ʠʣʠ 

ʥʝʜʦʙʨʦʞʝʣʘʪʝʣʠ. ʀʟ ʵʪʦʛʦ ʚʳʪʝʢʘʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʨʦʚʝʨʢʠ ʩʦʪʨʫʜʥʠʢʦʚ, 

ʢʦʥʢʫʨʝʥʪʦʚ, ʘ ʪʘʢʞʝ ʣʠʮ, ʚʳʧʦʣʥʷʶʱʠʭ ʘʫʪʩʦʨʩʠʥʛʦʚʳʝ ʬʫʥʢʮʠʠ. 

ʅʝʦʙʭʦʜʠʤʦ ʟʘʤʝʪʠʪʴ, ʯʪʦ ʜʝʡʩʪʚʠʷ ʧʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʶ ʫʪʝʯʝʢ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʥʝʦʙʭʦʜʠʤʳ ʢʘʢ ʚ ʙʠʟʥʝʩʝ, ʪʘʢ ʠ ʥʘ 

ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʭ ʧʨʝʜʧʨʠʷʪʠʷʭ. 

ɺ ʦʙʣʘʩʪʴ ʦʪʢʨʳʪʳʭ ʠʩʪʦʯʥʠʢʦʚ ʧʦʧʘʜʘʝʪ ʦʯʝʥʴ ʤʥʦʛʦ ʘʩʧʝʢʪʦʚ ʥʘʰʝʡ 

ʞʠʟʥʠ. ɹʦʣʴʰʘʷ ʯʘʩʪʴ ʠʥʬʦʨʤʘʮʠʠ ʩʦʜʝʨʞʠʪʩʷ ʚ ʦʙʱʝʜʦʩʪʫʧʥʳʭ ʠʥʪʝʨʥʝʪ 

ʨʝʩʫʨʩʘʭ, ʪʘʢʠʭ ʢʘʢ ʩʦʮʠʘʣʴʥʳʝ ʩʝʪʠ, ʧʦʠʩʢʦʚʳʝ ʩʠʩʪʝʤʳ, ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ (ɻʀʈ), ʥʘʧʨʠʤʝʨ, ʙʘʥʢ ʜʘʥʥʳʭ ʠʩʧʦʣʥʠʪʝʣʴʥʳʭ 

ʧʨʦʠʟʚʦʜʩʪʚ, ʠʥʬʦʨʤʘʮʠʷ ʩʠʩʪʝʤʳ çʇʨʘʚʦʩʫʜʠʝè, ʢʘʨʪʦʪʝʢʘ ʘʨʙʠʪʨʘʞʥʳʭ 

ʜʝʣ ʠ ʜʨʫʛʠʝ [1]. 

ʉʦʟʜʘʥʠʝ ʧʦʜʨʘʟʜʝʣʝʥʠʷ, ʟʘʥʠʤʘʶʱʝʛʦʩʷ ʢʦʥʢʫʨʝʥʪʥʦʡ ʨʘʟʚʝʜʢʦʡ, 

ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʨʫʢʦʚʦʜʩʪʚʦ ʩʚʦʝʚʨʝʤʝʥʥʦ ʚʣʘʜʝʣʦ 

ʠʥʬʦʨʤʘʮʠʝʡ, ʢʦʪʦʨʫʶ ʥʝʣʴʟʷ ʧʨʦʩʪʦ ʪʘʢ ʥʘʡʪʠ ʚ ʠʥʪʝʨʥʝʪʝ, ʥʘ ʪʝʣʝʚʠʜʝʥʠʠ 

ʠ ʚ ʛʘʟʝʪʘʭ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʛʣʘʚʥʦʡ ʮʝʣʴʶ ʢʦʥʢʫʨʝʥʪʥʦʡ ʨʘʟʚʝʜʢʠ ʷʚʣʷʝʪʩʷ 
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ʩʚʦʝʚʨʝʤʝʥʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʨʫʢʦʚʦʜʩʪʚʘ ʜʦʩʪʦʚʝʨʥʳʤʠ ʠ ʧʦʣʥʳʤʠ 

ʩʚʝʜʝʥʠʷʤʠ ʦ ʢʦʥʢʫʨʝʥʪʥʦʡ ʩʠʪʫʘʮʠʠ ʚʦʢʨʫʛ ʢʦʤʧʘʥʠʠ [2]. ɼʘʥʥʘʷ ʮʝʣʴ ʜʘʝʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʫʛʣʫʙʠʪʴʩʷ ʚ ʪʦ, ʢʘʢʠʝ ʪʝʭʥʦʣʦʛʠʠ ʠʩʧʦʣʴʟʫʶʪ ʩʧʝʮʠʘʣʠʩʪʳ 

ʢʦʥʢʫʨʝʥʪʥʦʡ ʨʘʟʚʝʜʢʠ, ʠ ʧʦʯʝʤʫ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʢʦʥʢʫʨʝʥʪʥʦʡ ʨʘʟʚʝʜʢʠ 

ʥʝʣʴʟʷ ʟʘʤʝʥʠʪʴ ʠʥʳʤ ʧʦʜʨʘʟʜʝʣʝʥʠʝʤ ʚʨʦʜʝ ʦʪʜʝʣʘ ʤʘʨʢʝʪʠʥʛʘ.  

ʆʩʫʱʝʩʪʚʣʝʥʠʝ ʢʦʥʢʫʨʝʥʪʥʦʡ ʨʘʟʚʝʜʢʠ ʧʦ ʦʪʢʨʳʪʳʤ ʠʩʪʦʯʥʠʢʘʤ 

ʥʘʧʨʘʚʣʝʥʦ ʥʘ ʨʝʰʝʥʠʝ ʩʣʝʜʫʶʱʠʭ ʦʩʥʦʚʥʳʭ ʟʘʜʘʯ [3]: 

1. ʉʙʦʨ, ʥʘʢʦʧʣʝʥʠʝ ʠ ʘʥʘʣʠʟ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʦʥʢʨʝʪʥʳʭ ʣʶʜʷʭ ʠ 
ʧʦʜʨʘʟʜʝʣʝʥʠʷʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʤʝʰʘʪʴ ʥʦʨʤʘʣʴʥʦʡ ʨʘʙʦʪʝ 

ʢʦʤʧʘʥʠʠ. 

2. ʇʨʦʛʥʦʟ ʜʝʡʩʪʚʠʡ ʧʦʪʝʥʮʠʘʣʴʥʦ ʦʧʘʩʥʳʭ ʜʣʷ ʢʦʤʧʘʥʠʠ ʣʶʜʝʡ ʠ 
ʧʦʜʨʘʟʜʝʣʝʥʠʡ, ʘ ʪʘʢʞʝ ʚʳʨʘʙʦʪʢʘ ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦ ʟʘʱʠʪʝ ʦʪ 

ʚʦʟʤʦʞʥʳʭ ʫʛʨʦʟ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʚʦʟʤʦʞʥʦʩʪʝʡ ʢʦʤʧʘʥʠʠ. 

3. ʀʥʬʦʨʤʘʮʠʦʥʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʩʪʨʘʪʝʛʠʯʝʩʢʠʭ ʨʝʰʝʥʠʡ ʨʫʢʦʚʦʜʩʪʚʘ 

ʢʦʤʧʘʥʠʠ. 

4. ʆʨʛʘʥʠʟʘʮʠʷ ʨʘʙʦʪʳ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʢʦʤʧʘʥʠʠ. 

ʆʩʦʙʳʡ ʠʥʪʝʨʝʩ ʠ ʘʢʪʫʘʣʴʥʦʩʪʴ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʨʝʜʩʪʘʚʣʷʶʪ 

ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʠʩʢʘ ʚ ʦʪʢʨʳʪʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ ʜʝʪʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, 

ʭʘʨʘʢʪʝʨʠʟʫʶʱʝʡ ʯʝʣʦʚʝʢʘ, ʥʘ ʦʩʥʦʚʝ ʥʝʢʦʪʦʨʳʭ ʦʪʨʳʚʦʯʥʳʭ ʫʩʪʘʥʦʚʦʯʥʳʭ 

ʜʘʥʥʳʭ ʦ ʥʸʤ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʨʦʩʪʦ ʧʦ ʬʦʪʦʛʨʘʬʠʠ. ʕʪʠ ʚʦʟʤʦʞʥʦʩʪʠ ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ, ʥʘʧʨʠʤʝʨ, ʧʨʠ ʧʨʠʥʷʪʠʠ ʨʝʰʝʥʠʷ ʦ ʚʳʜʘʯʝ ʢʨʝʜʠʪʘ, ʧʨʠʝʤʝ 

ʥʘ ʨʘʙʦʪʫ, ʧʦʠʩʢʘ ʨʘʟʳʩʢʠʚʘʝʤʳʭ ʧʨʝʩʪʫʧʥʠʢʦʚ ʠʣʠ ʜʦʣʞʥʠʢʦʚ. 

ɺ ʭʦʜʝ ʚʳʧʦʣʥʝʥʠʷ ʜʘʥʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚʳʷʩʥʠʣʦʩʴ, ʯʪʦ ʜʦʩʪʦʡʥʦʛʦ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʧʦʠʩʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʣʶʜʷʭ ʚ ʠʥʪʝʨʥʝʪʝ ʢʨʘʡʥʝ ʤʘʣʦ. ʈʝʩʫʨʩʳ ʩʝʪʠ ʠʥʪʝʨʥʝʪ ʩʦʜʝʨʞʘʪ ʦʛʨʦʤʥʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʧʨʦʛʨʘʤʤʥʳʭ ʨʝʰʝʥʠʡ ʜʣʷ ʧʦʠʩʢʘ ʯʝʣʦʚʝʢʘ ʧʦ ʬʦʪʦʛʨʘʬʠʠ, ʥʦ 

ʩʝʨʠʷ ʧʨʦʚʝʜʸʥʥʳʭ ʵʢʩʧʝʨʠʤʝʥʪʦʚ ʧʦʢʘʟʘʣʘ, ʯʪʦ ʚʝʩʦʤʘʷ ʯʘʩʪʴ ʠʟ ʥʠʭ 

ʨʘʙʦʪʘʝʪ ʥʝʧʨʘʚʠʣʴʥʦ ʠʣʠ ʚʦʚʩʝ ʥʝ ʨʘʙʦʪʘʝʪ. ɺ ʦʙʲʝʤʝ ʜʘʥʥʦʡ ʨʘʙʦʪʳ ʙʳʣʦ 

ʠʩʩʣʝʜʦʚʘʥʦ ʩʣʝʜʫʶʱʝʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʧʦʠʩʢʘ ʧʦ 

ʬʦʪʦʛʨʘʬʠʠ: findclone, Searchface, Pictriev, images.google.com, ʷʥʜʝʢʩ 

ʢʘʨʪʠʥʢʠ. 

ʏʪʦʙʳ ʥʘʠʙʦʣʝʝ ʦʙʲʝʢʪʠʚʥʦ ʠ ʧʦʣʥʦ ʠʟʫʯʠʪʴ ʯʝʣʦʚʝʢʘ ʠʣʠ ʦʨʛʘʥʠʟʘʮʠʶ, 

ʧʨʦʮʝʩʩ ʥʝʦʙʭʦʜʠʤʦ ʨʘʟʜʝʣʠʪʴ ʥʘ ʯʝʪʳʨʝ ʵʪʘʧʘ: 

1. ʧʦʠʩʢ ʠʩʪʦʯʥʠʢʦʚ ʠʥʬʦʨʤʘʮʠʠ;  

2. ʩʙʦʨ ʠʥʬʦʨʤʘʮʠʠ;  

3. ʧʦʣʥʳʡ ʘʥʘʣʠʟ ʩʦʙʨʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ;  

4. ʦʬʦʨʤʣʝʥʠʝ ʟʘʢʣʶʯʝʥʠʷ. 

ʏʪʦʙʳ ʜʦʩʪʠʯʴ ʧʦʣʥʦʪʳ ʠ ʥʝʧʨʦʪʠʚʦʨʝʯʠʚʦʩʪʠ ʘʥʘʣʠʟʘ, ʧʘʨʘʤʝʪʨʳ 

ʥʝʦʙʭʦʜʠʤʦ ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʪʴ ʧʦ ʟʥʘʯʠʤʦʩʪʠ, ʯʪʦʙʳ ʚ ʠʪʦʛʝ ʤʘʣʦʚʘʞʥʳʝ 

ʘʩʧʝʢʪʳ ʘʥʘʣʠʟʘ ʥʝ ʤʦʛʣʠ ʚ ʟʥʘʯʠʪʝʣʴʥʦʡ ʩʪʝʧʝʥʠ ʧʦʚʣʠʷʪʴ ʥʘ ʟʘʢʣʶʯʝʥʠʝ, 

ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʠ ʢʨʠʪʠʯʥʳʝ ʩʚʝʜʝʥʠʷ ʜʦʣʞʥʳ ʙʳʪʴ ʫʯʪʝʥʳ ʚ ʟʥʘʯʠʪʝʣʴʥʦʡ 

ʤʝʨʝ. 

https://yandex.ru/images/search?text=%D1%8F%D0%BD%D0%B4%D0%B5%D0%BA%D1%81%20%D0%BA%D0%B0%D1%80%D1%82%D0%B8%D0%BD%D0%BA%D0%B8&stype=image&lr=971&source=wiz
https://yandex.ru/images/search?text=%D1%8F%D0%BD%D0%B4%D0%B5%D0%BA%D1%81%20%D0%BA%D0%B0%D1%80%D1%82%D0%B8%D0%BD%D0%BA%D0%B8&stype=image&lr=971&source=wiz
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ʇʨʠ ʨʝʘʣʠʟʘʮʠʠ ʪʝʭʥʦʣʦʛʠʡ ʨʘʟʚʝʜʢʠ ʧʦ ʦʪʢʨʳʪʳʤ ʠʩʪʦʯʥʠʢʘʤ ʥʘ 

ʧʨʘʢʪʠʢʝ ʟʘʯʘʩʪʫʶ ʚʦʟʥʠʢʘʶʪ ʚʦʧʨʦʩʳ ʦʪʥʦʩʠʪʝʣʴʥʦ ʟʘʢʦʥʥʦʩʪʠ ʠ ʵʪʠʯʥʦʩʪʠ 

ʩʙʦʨʘ ʠ ʦʙʨʘʙʦʪʢʠ ʠʥʬʦʨʤʘʮʠʠ. ʉʦʛʣʘʩʥʦ ʪʠʧʦʚʳʤ ʫʩʣʦʚʠʷʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʦʪʢʨʳʪʳʭ ʨʝʩʫʨʩʦʚ, ʤʦʞʥʦ ʦʙʨʘʙʘʪʳʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʫʶ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤʠ ʦʨʛʘʥʘʤʠ ʠ ʦʨʛʘʥʘʤʠ ʤʝʩʪʥʦʛʦ ʩʘʤʦʫʧʨʘʚʣʝʥʠʷ. ʅʝʩʤʦʪʨʷ 

ʥʘ ʵʪʦ, ʩʫʱʝʩʪʚʫʶʪ ʨʘʟʣʠʯʥʳʝ ʪʦʯʢʠ ʟʨʝʥʠʷ ʥʘ ʟʘʢʦʥʥʦʩʪʴ ʠ ʵʪʠʯʥʦʩʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʤʝʪʦʜʦʚ ʢʦʥʢʫʨʝʥʪʥʦʡ ʨʘʟʚʝʜʢʠ, ʧʦʵʪʦʤʫ ʧʦʧʳʪʘʝʤʩʷ 

ʨʘʟʦʙʨʘʪʴʩʷ ʚ ʜʘʥʥʦʤ ʚʦʧʨʦʩʝ. 

ʀʩʪʦʨʠʷ ʧʨʦʤʳʰʣʝʥʥʦʛʦ ʰʧʠʦʥʘʞʘ ʚʦʩʭʦʜʠʪ ʢ ʠʩʪʦʨʠʠ ʚʩʝʛʦ ʤʠʨʘ. 

ɼʝʣʦ ʚ ʪʦʤ, ʯʪʦ ʩʢʦʣʴʢʦ ʩʫʱʝʩʪʚʫʝʪ ʤʠʨ, ʩʪʦʣʴʢʦ ʩʫʱʝʩʪʚʫʝʪ ʠ 

ʧʨʦʤʳʰʣʝʥʥʳʡ ʰʧʠʦʥʘʞ. ɺ ʈʦʩʩʠʠ ʩʫʱʝʩʪʚʫʝʪ ʦʢʦʣʦ 40 ʟʘʢʦʥʦʚ ʠ 

ʧʦʜʟʘʢʦʥʥʳʭ ʘʢʪʦʚ, ʢʦʪʦʨʳʝ ʦʛʨʘʥʠʯʠʚʘʶʪ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ. ʇʦʵʪʦʤʫ 

ʢʦʥʢʫʨʝʥʪʥʳʡ ʨʘʟʚʝʜʯʠʢ, ʢʦʪʦʨʳʡ ʦʭʦʪʠʪʩʷ ʟʘ ʠʥʬʦʨʤʘʮʠʝʡ, ʚʩʝ ʚʨʝʤʷ 

ʚʳʥʫʞʜʝʥ ʞʠʪʴ ʚ ʦʯʝʥʴ ʫʟʢʦʡ ʥʠʰʝ. ʉ ʦʜʥʦʡ ʩʪʦʨʦʥʳ, ʝʛʦ ʧʦʜʧʠʨʘʶʪ 

ʟʘʢʦʥʳ, ʩ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ ï ʦʙʚʠʥʝʥʠʷ ʚ ʚʦʟʤʦʞʥʦʡ ʥʝʵʪʠʯʥʦʩʪʠ.  

ɺ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʢʦʥʦʤ çʆʙ ʠʥʬʦʨʤʘʮʠʠ, ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʷʭ ʠ ʦ ʟʘʱʠʪʝ ʠʥʬʦʨʤʘʮʠʠè ʚʩʷ ʠʥʬʦʨʤʘʮʠʷ ʜʝʣʠʪʩʷ ʥʘ 

ʦʙʱʝʜʦʩʪʫʧʥʫʶ ʠ ʩʚʝʜʝʥʠʷ ʦʛʨʘʥʠʯʝʥʥʦʛʦ ʜʦʩʪʫʧʘ, ʧʨʠʯʝʤ ʦʛʨʘʥʠʯʝʥʠʝ 

ʪʘʢʦʛʦ ʜʦʩʪʫʧʘ ʜʦʧʫʩʢʘʝʪʩʷ ʪʦʣʴʢʦ ʥʘ ʦʩʥʦʚʘʥʠʠ ʬʝʜʝʨʘʣʴʥʳʭ ʟʘʢʦʥʦʚ, 

ʢʦʪʦʨʳʭ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʨʠʥʷʪʦ ʫʞʝ ʜʦʩʪʘʪʦʯʥʦ ʤʥʦʛʦ. ʇʨʠ ʵʪʦʤ 

ʢʦʥʢʫʨʝʥʪʥʳʡ ʨʘʟʚʝʜʯʠʢ ʠʩʧʦʣʴʟʫʝʪ ʪʦʣʴʢʦ ʪʫ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʫʞʝ 

ʥʘʭʦʜʠʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʠʥʬʦʨʤʘʮʠʦʥʥʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ. ɽʩʣʠ ʵʪʦ ʩʚʝʜʝʥʠʷ, 

ʢʦʪʦʨʳʝ ʧʦʣʴʟʦʚʘʪʝʣʴ ʩʘʤ ʜʦʙʨʦʚʦʣʴʥʦ ʨʘʟʤʝʩʪʠʣ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ, ʠʣʠ 

ʜʘʥʥʳʝ, ʥʘʭʦʜʷʱʠʝʩʷ ʥʘ ʦʬʠʮʠʘʣʴʥʳʭ ʧʦʨʪʘʣʘʭ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ, ʪʦ ʟʜʝʩʴ ʚʩʝ ʟʘʢʦʥʥʦ. ɽʩʣʠ ʞʝ ʵʪʠ ʩʚʝʜʝʥʠʷ 

ʦʪʥʦʩʷʪʩʷ ʢ ʦʜʥʦʡ ʠʟ ʢʘʪʝʛʦʨʠʡ ʠʥʬʦʨʤʘʮʠʠ ʦʛʨʘʥʠʯʝʥʥʦʛʦ ʜʦʩʪʫʧʘ, ʪʦ ʟʜʝʩʴ 

ʧʨʝʪʝʥʟʠʠ ʥʝʦʙʭʦʜʠʤʦ ʧʨʝʜʲʷʚʣʷʪʴ ʢ ʪʦʤʫ, ʢʪʦ ʠʭ ʥʝʟʘʢʦʥʥʦ ʨʘʟʤʝʩʪʠʣ ʠ 

ʨʘʩʧʨʦʩʪʨʘʥʠʣ, ʘ ʥʝ ʢ ʪʦʤʫ, ʢʪʦ ʠʭ ʩʫʤʝʣ ʥʘʡʪʠ ʚ ʦʪʢʨʳʪʦʤ ʜʦʩʪʫʧʝ. ʇʨʘʚʜʘ, 

ʫʩʪʘʥʦʚʠʪʴ ʚʠʥʦʚʥʦʝ ʣʠʮʦ ʚ ʪʘʢʦʡ ʩʠʪʫʘʮʠʠ ʙʳʚʘʝʪ ʜʦʩʪʘʪʦʯʥʦ ʩʣʦʞʥʦ. 

ʇʦʠʩʢ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʤʦʞʝʪ ʨʘʩʩʤʘʪʨʠʚʘʪʴʩʷ ʢʘʢ ʥʝʵʪʠʯʥʦʝ 

ʟʘʥʷʪʠʝ, ʥʦ ʝʩʣʠ ʵʪʫ ʠʥʬʦʨʤʘʮʠʶ ʩʤʦʛʣʠ ʥʘʡʪʠ, ʪʦ ʦʥʘ ʙʳʣʘ ʧʣʦʭʦ 

ʟʘʱʠʱʝʥʘ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʚʣʘʜʝʣʝʮ ʥʝ ʧʦʟʘʙʦʪʠʣʩʷ ʦ ʝʝ ʟʘʱʠʪʝ, ʠʣʠ 

ʠʥʬʦʨʤʘʮʠʷ ʙʳʣʘ ʥʝ ʚʘʞʥʘ ʜʣʷ ʥʝʛʦ. ɺ ʣʶʙʦʤ ʩʣʫʯʘʝ, ʚʦʧʨʦʩ ʵʪʠʯʥʦʩʪʠ 

ʚʩʝʛʜʘ ʦʩʪʘʸʪʩʷ ʜʠʩʢʫʩʩʠʦʥʥʳʤ. 

ʇʦʜʚʦʜʷ ʠʪʦʛʠ, ʥʝʦʙʭʦʜʠʤʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʩʬʝʨʘ ʧʨʠʤʝʥʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʧʨʦʩʪʨʘʥʩʪʚʦ ʩʝʪʠ ʀʥʪʝʨʥʝʪ ʚ ʧʦʩʣʝʜʥʝʝ 

ʚʨʝʤʷ ʟʥʘʯʠʪʝʣʴʥʦ ʨʘʩʰʠʨʠʣʠʩʴ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʚʦʟʨʘʩʪʘʝʪ ʦʙʦʨʦʪ 

ʦʪʢʨʳʪʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʇʦʵʪʦʤʫ ʘʢʪʫʘʣʴʥʦʩʪʴ ʨʘʟʚʝʜʢʠ ʥʘ ʦʩʥʦʚʝ ʦʪʢʨʳʪʳʭ 

ʠʩʪʦʯʥʠʢʦʚ ʧʦʩʪʦʷʥʥʦ ʫʚʝʣʠʯʠʚʘʝʪʩʷ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʩʪʳʭ ʧʨʠʸʤʦʚ ʠ 

ʪʝʭʥʦʣʦʛʠʡ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʦʛʨʦʤʥʦʤʫ ʢʦʣʠʯʝʩʪʚʫ 

ʠʥʬʦʨʤʘʮʠʠ, ʥʝʦʙʭʦʜʠʤʦʡ ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʢʦʥʪʨʦʣʷ ʥʘʜ ʦʙʩʪʘʥʦʚʢʦʡ ʠ 

ʫʜʦʚʣʝʪʚʦʨʝʥʠʷ ʧʦʪʨʝʙʥʦʩʪʝʡ ʢʦʤʧʘʥʠʠ. 
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ʂʆʄʇʔʖʊɽʈʅʆ-ʊɽʍʅʀʏɽʉʂʀɽ ʉʈɽɼʉʊɺɸ 

ʂʈʀʄʀʅɸʃʀʉʊʀʏɽʉʂʆɻʆ ɸʅɸʃʀɿɸ ʌʆʊʆɻʈɸʌʀʁ ʀ 

ɸʋɼʀʆɿɸʇʀʉɽʁ 

ʂʝʩ ɸ.ʉ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ɽʣʴʯʘʥʠʥʦʚʘ ʅ. ɹ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʦʙʱʝʩʪʚʫ ʧʨʠʭʦʜʠʪʩʷ ʠʤʝʪʴ ʜʝʣʦ ʩ ʦʛʨʦʤʥʳʤ 

ʢʦʣʠʯʝʩʪʚʦʤ ʩʣʫʭʦʚ, ʩʦʤʥʠʪʝʣʴʥʳʭ ʩʚʝʜʝʥʠʡ, ʧʦʜʜʝʣʘʥʥʳʭ ʬʦʪʦʛʨʘʬʠʡ, ʘ 

ʪʘʢʞʝ ʘʫʜʠʦ- ʠ ʚʠʜʝʦʟʘʧʠʩʝʡ. ʐʠʨʦʢʦ ʠʟʚʝʩʪʥʳʝ ʥʦʚʦʩʪʥʳʝ ʞʫʨʥʘʣʳ ʠ 

ʧʦʨʪʘʣʳ ʟʘʯʘʩʪʫʶ ʩʘʤʠ ʧʨʠʥʠʤʘʶʪ ʫʯʘʩʪʠʝ ʚ ʧʝʨʝʜʘʯʝ ʠ ʫʚʝʣʠʯʝʥʠʠ ʣʦʞʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ, ʜʝʟʠʥʬʦʨʤʠʨʫʷ ʯʠʪʘʪʝʣʝʡ. ʉʝʡʯʘʩ ʩ ʧʦʤʦʱʴʶ ʩʧʝʮʠʘʣʴʥʳʭ 

ʩʝʨʚʠʩʦʚ ʠ ʧʨʦʛʨʘʤʤ ʯʝʣʦʚʝʢ ʤʦʞʝʪ ʧʨʦʚʝʨʠʪʴ ʧʦ ʠʥʪʝʨʝʩʫʶʱʝʤʫ ʝʛʦ 

ʦʙʨʘʟʮʫ ʬʦʪʦʛʨʘʬʠʠ, ʧʦʜʜʝʣʢʘ ʵʪʦ ʠʣʠ ʦʨʠʛʠʥʘʣ. 

ɼʘʥʥʘʷ ʩʪʘʪʴʷ ʧʦʣʝʟʥʘ ʥʝ ʪʦʣʴʢʦ ʚ ʨʘʤʢʘʭ ʨʘʟʚʠʪʠʷ ʩʧʦʩʦʙʥʦʩʪʝʡ 

ʨʘʙʦʪʳ ʩ ʨʝʜʘʢʪʦʨʘʤʠ ʬʦʪʦʛʨʘʬʠʡ, ʥʦ ʚ ʙʦʣʴʰʝʡ ʩʪʝʧʝʥʠ ʥʘʧʨʘʚʣʝʥʘ ʥʘ 

ʧʦʥʠʤʘʥʠʝ ʨʘʙʦʪʳ ʚ ʩʬʝʨʝ ʢʨʠʤʠʥʘʣʠʩʪʠʢʠ. ʇʨʘʢʪʠʯʝʩʢʠ ʢʘʞʜʘʷ 

ʬʦʪʦʛʨʘʬʠʷ ʚ ʩʝʪʠ ʀʥʪʝʨʥʝʪ ʙʳʣʘ ʦʪʨʝʜʘʢʪʠʨʦʚʘʥʘ ʢʘʢʠʤ-ʣʠʙʦ ʦʙʨʘʟʦʤ, 

ʙʫʜʴ ʪʦ ʦʙʨʝʟʢʘ, ʬʠʣʴʪʨʘʮʠʷ, ʮʚʝʪʦʢʦʨʨʝʢʮʠʷ ʠʣʠ ʜʨʫʛʠʝ ʙʝʟʦʙʠʜʥʳʝ 

ʠʟʤʝʥʝʥʠʷ. ʅʦ ʥʝʢʦʪʦʨʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʳʪʘʶʪʩʷ ʧʨʠʤʝʥʠʪʴ ʵʪʠ ʧʦʣʝʟʥʳʝ 

ʩʧʦʩʦʙʳ ʦʙʨʘʙʦʪʢʠ ʬʦʪʦ ʜʣʷ ʩʢʨʳʪʠʷ ʢʘʢʦʡ-ʪʦ ʠʥʬʦʨʤʘʮʠʠ, ʧʦʜʤʝʥʳ 

ʦʙʲʝʢʪʘ ʩ ʮʝʣʴʶ ʚʚʝʜʝʥʠʷ ʚ ʟʘʙʣʫʞʜʝʥʠʝ ʦʙʳʚʘʪʝʣʷ. ʏʪʦʙʳ ʨʘʩʢʨʳʪʴ ʦʙʤʘʥ, 

ʩʫʱʝʩʪʚʫʝʪ ʥʝʩʢʦʣʴʢʦ ʩʧʦʩʦʙʦʚ ʧʨʦʚʝʨʠʪʴ ʠʟʦʙʨʘʞʝʥʠʝ ʥʘ ʧʦʜʣʠʥʥʦʩʪʴ. 

ɹʦʣʴʰʘʷ ʯʘʩʪʴ ʠʥʥʦʚʘʮʠʦʥʥʳʭ ʵʢʩʧʝʨʪʥʳʭ ʤʝʪʦʜʦʣʦʛʠʡ ʜʝʣʠʪʩʷ ʥʘ ʪʨʠ 

ʛʨʫʧʧʳ:  

1) ʫʧʨʦʱʝʥʠʝ ʪʨʘʜʠʮʠʦʥʥʳʭ ʧʨʠʸʤʦʚ ʵʢʩʧʝʨʪʠʟ ʛʘʣʦʛʝʥʦʚʳʭ 

ʬʦʪʦʛʨʘʬʠʡ;  

2) ʧʨʠʸʤʳ, ʦʩʫʱʝʩʪʚʣʷʝʤʳʝ ʩ ʧʦʤʦʱʴʶ ʠʥʩʪʨʫʤʝʥʪʦʚ ʛʨʘʬʠʯʝʩʢʦʛʦ 

ʨʝʜʘʢʪʦʨʘ Adobe PhotoShop ʠ ʜʨʫʛʠʭ ʘʥʘʣʦʛʠʯʥʳʭ ʨʝʜʘʢʪʦʨʦʚ;  

3) ʘʥʘʣʠʟ ʤʝʪʘʜʘʥʥʳʭ.  

ʅʘ ʩʦʚʨʝʤʝʥʥʦʤ ʵʪʘʧʝ ʵʢʩʧʝʨʪʘʤ ʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠʟʚʝʩʪʥʳ ʨʘʟʥʦʛʦ 

ʨʦʜʘ ʩʧʦʩʦʙʳ ʚʳʷʚʣʝʥʠʷ ʬʦʪʦʤʦʥʪʘʞʘ. ʂʘʞʜʳʡ ʠʟ ʥʠʭ ʦʙʣʘʜʘʝʪ ʩʚʦʠʤʠ 

ʧʨʝʠʤʫʱʝʩʪʚʘʤʠ ʠ ʥʝʩʦʚʝʨʰʝʥʩʪʚʘʤʠ. ʇ. ɺ. ɿʦʪʦʚ ʚ ʩʚʦʝʡ ʨʘʙʦʪʝ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʨʝʰʝʥʠʝ ʧʨʦʙʣʝʤʳ ʦʙʥʘʨʫʞʝʥʠʷ ʧʦʜʜʝʣʢʠ ʬʦʪʦʛʨʘʬʠʡ ʩ 

ʧʦʤʦʱʴʶ ʬʠʢʩʠʨʦʚʘʥʠʷ ʮʠʬʨʦʚʳʭ (ʵʣʝʢʪʨʦʥʥʳʭ) ʰʫʤʦʚ ʠʟʦʙʨʘʞʝʥʠʷ [1]. 

ʐʫʤ ʚ ʬʦʪʦʛʨʘʬʠʠ ï ʵʪʦ ʩʚʦʝʛʦ ʨʦʜʘ ʟʝʨʥʦ ʧʣʝʥʢʠ, ʧʨʦʷʚʣʷʶʱʠʡʩʷ ʚ ʚʠʜʝ 

ʦʪʜʝʣʴʥʦ ʩʪʦʷʱʠʭ ʵʣʝʤʝʥʪʦʚ ʠʟʦʙʨʘʞʝʥʠʷ, ʠʤʝʶʱʠʡ ʨʘʟʤʝʨ ʦʜʥʦʛʦ ʠʣʠ 

ʥʝʩʢʦʣʴʢʠʭ ʧʠʢʩʝʣʝʡ. ʎʠʬʨʦʚʦʡ ʰʫʤ ʨʘʟʥʠʪʩʷ ʩ ʩʘʤʠʤ ʠʟʦʙʨʘʞʝʥʠʝʤ ʙʦʣʝʝ 

ʩʚʝʪʣʳʤ ʠʣʠ ʪʸʤʥʳʤ ʦʪʪʝʥʢʦʤ, ʘ ʪʘʢʞʝ ʧʦ ʮʚʝʪʫ. ʇʝʨʚʳʡ ʩʣʫʯʘʡ ʥʘʟʳʚʘʶʪ 

ʷʨʢʦʩʪʥʳʤ ʰʫʤʦʤ, ʚʪʦʨʦʡ ï ʭʨʦʤʘʪʠʯʝʩʢʠʤ. ʍʨʦʤʘʪʠʯʝʩʢʠʡ ʰʫʤ ʯʘʩʪʦ 

ʚʳʛʣʷʜʠʪ ʧʨʦʪʠʚʦʝʩʪʝʩʪʚʝʥʥʦ ʠ, ʯʝʤ ʷʨʯʝ ʦʥ ʚʳʨʘʞʝʥ, ʪʝʤ ʙʦʣʝʝ 

ʠʟʦʙʨʘʞʝʥʠʝ ʩʪʘʥʦʚʠʪʩʷ ʥʝʧʨʠʛʦʜʥʳʤ ʜʣʷ ʚʦʩʧʨʠʷʪʠʷ. ʄʘʢʩʠʤʘʣʴʥʦ 
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ʟʘʤʝʪʥʳ ʰʫʤʳ ʥʘ ʦʜʥʦʪʦʥʥʳʭ ʫʯʘʩʪʢʘʭ, ʘ ʚ ʦʩʦʙʝʥʥʦʩʪʠ ï ʥʘ ʪʸʤʥʳʭ 

ʫʯʘʩʪʢʘʭ ʠʟʦʙʨʘʞʝʥʠʷ.  

ʎʠʬʨʦʚʦʡ ʰʫʤ ʚ ʠʟʦʙʨʘʞʝʥʠʷʭ ʤʦʞʝʪ ʠʩʭʦʜʠʪʴ ʠʟ ʨʘʟʣʠʯʥʳʭ 

ʠʩʪʦʯʥʠʢʦʚ. ʏʘʩʪʴ ʠʟ ʥʠʭ ʬʠʟʠʯʝʩʢʠʝ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʧʨʠʨʦʜʝ ʩʚʝʪʘ ʠ ʢ 

ʦʧʪʠʯʝʩʢʠʤ ʘʨʪʝʬʘʢʪʘʤ, ʘ ʝʩʪʴ ʪʘʢʠʝ, ʢʦʪʦʨʳʝ ʩʦʟʜʘʶʪʩʷ ʚʦ ʚʨʝʤʷ 

ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʵʣʝʢʪʨʠʯʝʩʢʦʛʦ ʩʠʛʥʘʣʘ ʚ ʮʠʬʨʦʚʳʝ ʜʘʥʥʳʝ.  

ʂʘʢ ʫʞʝ ʛʦʚʦʨʠʣʦʩʴ ʨʘʥʝʝ, ʩʫʱʝʩʪʚʫʝʪ ʤʥʦʞʝʩʪʚʦ ʩʝʨʚʠʩʦʚ ʜʣʷ 

ʧʨʦʚʝʨʢʠ ʦʨʠʛʠʥʘʣʴʥʦʩʪʠ ʬʦʪʦʛʨʘʬʠʠ. ʆʜʠʥ ʠʟ ʩʧʦʩʦʙʦʚ ʨʘʩʧʦʟʥʘʪʴ ʤʦʥʪʘʞ 

ʬʦʪʦʛʨʘʬʠʠ ï ʦʥʣʘʡʥ ʩʝʨʚʠʩ Forensically [2]. ɺ ʥʸʤ ʧʨʝʜʫʩʤʦʪʨʝʥʦ ʙʦʣʴʰʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʧʦ ʢʦʪʦʨʳʤ ʤʦʞʥʦ ʧʨʦʚʝʨʠʪʴ ʬʦʪʦʛʨʘʬʠʶ ʥʘ 

ʧʨʝʜʤʝʪ ʚʥʝʩʝʥʠʷ ʠʟʤʝʥʝʥʠʡ. ʅʘʧʨʠʤʝʨ, Brightness and contrast ʩʣʫʞʠʪ ʜʣʷ 

ʨʝʛʫʣʠʨʦʚʢʠ ʷʨʢʦʩʪʠ ʠ ʢʦʥʪʨʘʩʪʘ. ʉ ʝʛʦ ʧʦʤʦʱʴʶ ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʪʸʤʥʳʝ 

ʦʙʣʘʩʪʠ ʷʨʯʝ, ʘ ʷʨʢʠʝ ʥʘʦʙʦʨʦʪ ʪʝʤʥʝʝ, ʚʩʣʝʜʩʪʚʠʝ ʯʝʛʦ ʣʫʯʰʝ ʨʘʩʩʤʦʪʨʝʪʴ 

ʘʨʪʝʬʘʢʪʳ, ʤʝʩʪʘ ʩʢʣʝʝʢ ʠ ʜʨʫʛʠʝ ʧʦʛʨʝʰʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʦʩʪʘʚʠʣ ʥʝʦʧʳʪʥʳʡ 

ʤʦʥʪʘʞʝʨ. ʀʩʧʦʣʴʟʫʷ ʠʥʩʪʨʫʤʝʥʪ Color adjustment, ʤʦʞʥʦ ʨʝʛʫʣʠʨʦʚʘʪʴ 

ʥʘʩʳʱʝʥʥʦʩʪʴ ʠʣʠ ʷʨʢʦʩʪʴ ʨʘʟʣʠʯʥʳʭ ʮʚʝʪʦʚ, ʯʪʦ ʧʦʤʦʛʘʝʪ ʟʘʤʝʪʠʪʴ 

ʥʝʝʩʪʝʩʪʚʝʥʥʳʝ ʧʝʨʝʣʠʚʳ ʠ ʤʝʩʪʘ ʩʢʣʝʡʢʠ. Invert ʧʦʤʦʛʘʝʪ ʫʚʠʜʝʪʴ ʩʢʨʳʪʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʚ ʦʜʥʦʪʦʥʥʳʭ ʦʙʲʝʢʪʘʭ. Sharpen and blur (ʜʦʙʘʚʣʝʥʠʝ ʨʝʟʢʦʩʪʠ) 

ʩʣʫʞʠʪ ʜʣʷ ʧʨʦʯʪʝʥʠʷ ʥʘʜʧʠʩʝʡ ʥʘ ʦʙʲʝʢʪʘʭ ʬʦʪʦʛʨʘʬʠʡ. Noise Level 

Analysis ʧʦʤʦʛʘʝʪ ʥʘʡʪʠ ʜʝʬʦʨʤʘʮʠʶ, ʢʣʦʥʠʨʦʚʘʥʠʝ ʠ ʚʩʪʘʚʢʫ ʜʨʫʛʠʭ ʯʘʩʪʝʡ 

ʚ ʠʟʦʙʨʘʞʝʥʠʝ.  

ʌʦʪʦʛʨʘʬʠʠ ʧʦʣʥʳ ʮʠʬʨʦʚʦʛʦ ʰʫʤʘ, ʢʦʪʦʨʳʡ ʚʦʟʥʠʢʘʝʪ ʦʪ ʤʘʪʨʠʮʳ 

ʢʘʤʝʨʳ ʠʣʠ ʬʦʪʦʩʢʘʥʝʨʘ, ʦʪ ʘʣʛʦʨʠʪʤʦʚ ʩʞʘʪʠʷ ʠʣʠ ʞʝ ʧʦ ʝʩʪʝʩʪʚʝʥʥʳʤ 

ʧʨʠʨʦʜʥʳʤ ʧʨʠʯʠʥʘʤ. ɻʨʘʬʠʯʝʩʢʠʝ ʨʝʜʘʢʪʦʨʳ ʵʪʦʪ ʰʫʤ ʥʝ ʩʦʟʜʘʶʪ, ʠʭ 

ʠʥʩʪʨʫʤʝʥʪʘʨʠʡ ʯʘʱʝ ʚʩʝʛʦ çʨʘʟʤʳʚʘʝʪè ʰʫʤ ʠʩʭʦʜʥʦʛʦ ʠʟʦʙʨʘʞʝʥʠʷ. 

ʂʨʦʤʝ ʚʩʝʛʦ ʧʨʦʯʝʛʦ, ʜʚʘ ʠʟʦʙʨʘʞʝʥʠʷ ʚ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʠʤʝʶʪ ʨʘʟʥʫʶ 

ʩʪʝʧʝʥʴ ʟʘʰʫʤʣʝʥʥʦʩʪʠ. ʆʙʥʘʨʫʞʠʪʴ ʰʫʤ ʛʣʘʟʦʤ ʥʝ ʧʨʦʩʪʦ, ʥʦ ʚʦʟʤʦʞʥʦ, 

ʝʩʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʶʙʦʡ ʠʥʩʪʨʫʤʝʥʪ Noise Reduction ʠ ʠʥʚʝʨʪʠʨʦʚʘʪʴ ʝʛʦ 

ʜʝʡʩʪʚʠʝ, ʦʩʪʘʚʠʚ ʦʪ ʠʟʦʙʨʘʞʝʥʠʷ ʪʦʣʴʢʦ ʰʫʤ.  

ɺʳʷʚʣʝʥʠʝ ʧʨʠʟʥʘʢʦʚ ʤʦʥʪʘʞʘ ʘʫʜʠʦʟʘʧʠʩʠ, ʪʦ ʝʩʪʴ ʫʩʪʘʥʦʚʣʝʥʠʝ ʝʝ 

ʦʨʠʛʠʥʘʣʴʥʦʩʪʠ ʠ ʘʫʪʝʥʪʠʯʥʦʩʪʠ, ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʤʝʨʦʧʨʠʷʪʠʷ ʧʦ 

ʠʩʩʣʝʜʦʚʘʥʠʶ ʨʘʟʣʠʯʥʳʭ ʚʠʜʦʚ ʟʚʫʢʦʟʘʧʠʩʝʡ ʥʘ ʧʨʝʜʤʝʪ ʦʙʥʘʨʫʞʝʥʠʷ 

ʧʨʝʜʥʘʤʝʨʝʥʥʦʛʦ ʠʩʢʘʞʝʥʠʷ ʠ ʠʟʤʝʥʝʥʠʷ ʟʘʧʠʩʠ ʠ ʝʝ ʩʦʜʝʨʞʘʥʠʷ. 

ɸʫʜʠʦʟʘʧʠʩʠ ʧʨʦʭʦʜʷʪ ʠʩʩʣʝʜʦʚʘʥʠʝ ʥʘ ʜʝʡʩʪʚʠʪʝʣʴʥʦʩʪʴ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʦʪʦʙʨʘʞʝʥʥʳʭ ʟʚʫʢʦʚ ʠ ʬʘʢʪʠʯʝʩʢʠʭ ʩʦʙʳʪʠʡ, ʢʦʪʦʨʳʝ ʚ ʥʠʭ 

ʟʘʬʠʢʩʠʨʦʚʘʥʳ. ɼʘʥʥʘʷ ʧʨʦʮʝʜʫʨʘ ʥʘʭʦʜʠʪ ʧʨʠʤʝʥʝʥʠʝ ʚ ʩʠʪʫʘʮʠʷʭ, ʢʦʛʜʘ 

ʟʘʧʠʩʴ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʫʣʠʢʠ ʚ ʭʦʜʝ ʩʫʜʝʙʥʦʛʦ ʧʨʦʮʝʩʩʘ. 

ʅʝʦʙʭʦʜʠʤʦ ʧʦʜʯʝʨʢʥʫʪʴ, ʯʪʦ ʜʘʥʥʦʝ ʠʩʩʣʝʜʦʚʘʥʠʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʢʘʢʠʝ ʙʳ 

ʪʦ ʥʠ ʙʳʣʦ ʪʠʧʳ ʚʦʟʜʝʡʩʪʚʠʡ ʥʘ ʟʘʧʠʩʴ, ʚʳʟʚʘʥʥʳʝ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ 

ʧʨʦʮʝʩʩʘ ʝʝ ʩʦʟʜʘʥʠʷ. ɸʫʜʠʦʟʘʧʠʩʠ ʧʦʜʚʝʨʛʘʶʪʩʷ ʤʦʥʪʘʞʫ ʥʝ ʪʦʣʴʢʦ ʨʘʜʠ 

ʬʘʣʴʩʠʬʠʢʘʮʠʠ, ʦʜʥʘʢʦ ʠʟʤʝʥʝʥʠʝ ʟʘʧʠʩʠ ʧʨʠʚʦʜʠʪ ʢ ʠʩʢʘʞʝʥʠʶ ʝʝ 

ʩʦʜʝʨʞʘʥʠʷ.  

ɼʦʩʪʦʚʝʨʥʦʩʪʴ ʠ ʦʨʠʛʠʥʘʣʴʥʦʩʪʴ ʘʫʜʠʦʟʘʧʠʩʠ ʦʟʥʘʯʘʶʪ, ʯʪʦ ʚ 
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ʦʪʥʦʰʝʥʠʠ ʥʝʸ ʠʩʢʣʶʯʝʥʦ ʚʦʟʜʝʡʩʪʚʠʝ ʣʶʙʳʭ ʩʪʦʨʦʥʥʠʭ ʬʘʢʪʦʨʦʚ. 

ɸʫʪʝʥʪʠʯʥʦʩʪʴ ʘʫʜʠʦʟʘʧʠʩʠ ʦʮʝʥʠʚʘʝʪʩʷ ʯʝʨʝʟ ʩʦʦʪʚʝʪʩʪʚʠʝ ʟʘʧʠʩʠ ʠ 

ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ ʩʦʙʳʪʠʡ. 

ʄʦʞʥʦ ʚʳʜʝʣʠʪʴ ʦʩʥʦʚʥʳʝ ʢʨʠʪʝʨʠʠ ʜʣʷ ʫʩʪʘʥʦʚʣʝʥʠʷ ʜʦʩʪʦʚʝʨʥʦʩʪʠ ʠ 

ʘʫʪʝʥʪʠʯʥʦʩʪʠ ʘʫʜʠʦʟʘʧʠʩʠ (ʚʳʷʚʣʝʥʠʷ ʧʨʠʟʥʘʢʦʚ ʤʦʥʪʘʞʘ): 

1. ʅʠʢʘʢʠʭ ʧʨʦʙʝʣʦʚ ʚ ʪʝʯʝʥʠʝ ʚʩʝʛʦ ʚʨʝʤʝʥʠ ʘʫʜʠʦʟʘʧʠʩʠ ʥʝ ʙʳʣʦ 
ʟʘʤʝʯʝʥʦ. 

2. ʉʦʜʝʨʞʘʪʝʣʴʥʘʷ ʧʦʣʥʦʪʘ ʘʫʜʠʦʟʘʧʠʩʠ, ʘ ʠʤʝʥʥʦ ʥʘʣʠʯʠʝ ʚʩʝʡ 

ʟʥʘʯʠʤʦʡ ʘʫʜʠʦʠʥʬʦʨʤʘʮʠʠ, ʧʦʣʫʯʝʥʥʦʡ ʦʪ ʢʦʥʢʨʝʪʥʦʛʦ ʠʩʪʦʯʥʠʢʘ 

(ʠʣʠ ʠʩʪʦʯʥʠʢʦʚ). 

3. ʎʝʣʦʩʪʥʦʩʪʴ ʘʫʜʠʦʠʥʬʦʨʤʘʮʠʠ ʧʨʠ ʝʸ ʜʣʠʪʝʣʴʥʦʤ ʭʨʘʥʝʥʠʠ ʠ 
ʧʦʩʣʝʜʫʶʱʝʤ ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʠ. 

ʇʨʠ ʧʨʦʚʝʜʝʥʠʠ ʵʢʩʧʝʨʪʠʟʳ ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʦ ʫʯʠʪʳʚʘʪʴ ʥʝʢʦʪʦʨʳʝ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʨʠʟʥʘʢʠ ʚʦʟʜʝʡʩʪʚʠʷ ʥʘ ʟʘʧʠʩʴ, ʧʨʦʠʟʚʝʜʸʥʥʦʛʦ ʧʦʩʣʝ 

ʟʘʚʝʨʰʝʥʠʷ ʝʸ ʩʦʟʜʘʥʠʷ: 

1. ʅʘʣʠʯʠʝ ʚ ʬʘʡʣʝ ʘʫʜʠʦʟʘʧʠʩʠ ʪʝʭʥʠʯʝʩʢʠʭ ʜʘʥʥʳʭ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 
ʧʨʦʛʨʘʤʤʥʳʭ ʤʝʪʦʜʦʚ ʤʦʜʠʬʠʢʘʮʠʠ ʬʦʨʤʘʪʘ, ʘ ʪʘʢʞʝ ʧʨʦʛʨʘʤʤ ʜʣʷ 

ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʘʫʜʠʦʟʘʧʠʩʝʡ. 

2. ʉʤʝɦʝʥʠʝ ʢʦʥʪʫʨʦʚ ʪʘʢ ʥʘʟʳʚʘʝʤʳʭ MP3-ʢʘʜʨʦʚ. 

3. ʅʘʣʠʯʠʝ ʤʝʪʦʢ ʚ ʘʫʜʠʦʤʘʪʝʨʠʘʣʝ, ʫʢʘʟʳʚʘʶʱʠʭ ʥʘ ʪʦ, ʯʪʦ ʨʝʞʠʤ 
ʟʘʧʠʩʠ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʘʫʜʠʦʫʩʪʨʦʡʩʪʚʘ ʙʳʣ ʧʝʨʝʢʣʶʯʸʥ. 

4. ʉʧʦʥʪʘʥʥʦʝ ʠʟʤʝʥʝʥʠʝ ʩʧʝʢʪʨʘʣʴʥʦʛʦ ʧʨʦʬʠʣʷ ʟʘʧʠʩʘʥʥʦʡ ʨʝʯʠ, ʥʝ 
ʚʳʟʚʘʥʥʦʝ ʩʠʪʫʘʮʠʝʡ, ʚ ʢʦʪʦʨʦʡ ʧʨʦʠʟʚʦʜʠʣʘʩʴ ʘʫʜʠʦʟʘʧʠʩʴ, ʘ ʪʘʢʞʝ 

ʥʘʣʠʯʠʝ ʥʝʦʧʨʘʚʜʘʥʥʳʭ ʧʘʫʟ ʚʥʫʪʨʠ ʟʘʧʠʩʘʥʥʦʛʦ ʨʘʟʛʦʚʦʨʘ. 

5. ʉʧʦʥʪʘʥʥʳʝ ʠʩʢʘʞʝʥʠʷ ʟʚʫʢʦʚʳʭ ʵʣʝʤʝʥʪʦʚ ʘʢʫʩʪʠʯʝʩʢʦʛʦ 
ʧʨʦʩʪʨʘʥʩʪʚʘ, ʥʝ ʚʳʟʚʘʥʥʳʝ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʤʠ ʧʨʦʠʟʚʦʜʩʪʚʘ 

ʘʫʜʠʦʟʘʧʠʩʠ. 

6. ʅʝʩʦʦʪʚʝʪʩʪʚʠʝ ʧʨʦʮʝʩʩʫ ʩʦʟʜʘʥʠʷ ʘʫʜʠʦʟʘʧʠʩʠ ʠ ʠʟʤʝʨʷʝʤʦʛʦ 

ʨʘʩʩʪʦʷʥʠʷ ʤʝʞʜʫ ʠʟʲʷʩʥʷʶʱʠʤʠʩʷ ʣʠʮʘʤʠ ʠ ʤʠʢʨʦʬʦʥʦʤ. 

7. ʀʩʢʘʞʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʟʚʫʢʦʚʦʛʦ ʩʠʛʥʘʣʘ ʮʠʬʨʦʚʦʡ ʬʦʥʦʛʨʘʤʤʳ, ʥʝ 
ʦʙʫʩʣʦʚʣʝʥʥʳʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʤʠ ʧʨʦʠʟʚʦʜʩʪʚʘ ʟʘʧʠʩʠ. 

8. ʆʙʥʘʨʫʞʝʥʠʝ ʤʝʪʦʢ, ʫʢʘʟʳʚʘʶʱʠʭ ʥʘ ʪʦ, ʯʪʦ ʙʳʣʠ ʠʩʧʦʣʴʟʦʚʘʥʳ 
ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʟʘʧʠʩʝʡ, ʘ ʪʘʢʞʝ ʠʭ 

ʢʦʜʠʨʦʚʘʥʠʷ. 

ʉʣʦʞʥʦʩʪʴ ʧʨʦʚʝʜʝʥʠʷ ʧʨʦʮʝʜʫʨʳ ʫʩʪʘʥʦʚʣʝʥʠʷ ʦʨʠʛʠʥʘʣʴʥʦʩʪʠ ʠ 

ʘʫʪʝʥʪʠʯʥʦʩʪʠ ʟʚʫʢʦʟʘʧʠʩʠ ʧʨʝʜʧʦʣʘʛʘʝʪ ʦʙʣʘʜʘʥʠʝ ʫʟʢʦʥʘʧʨʘʚʣʝʥʥʳʤ 

ʙʘʛʘʞʦʤ ʟʥʘʥʠʡ, ʨʘʚʥʦ ʢʘʢ ʠ ʚʳʩʦʢʦʧʨʦʬʝʩʩʠʦʥʘʣʴʥʳʤ ʫʨʦʚʥʝʤ, ʘ ʪʘʢʞʝ 

ʥʝʤʘʣʳʤ ʦʧʳʪʦʤ ʚʳʧʦʣʥʝʥʠʷ ʘʥʘʣʦʛʠʯʥʳʭ ʨʘʩʩʣʝʜʦʚʘʥʠʡ [3]. 

ɺ ʪʦ ʞʝ ʚʨʝʤʷ, ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʟʚʫʢʦʚʳʭ ʠʩʢʘʞʝʥʠʡ ʩʧʝʮʠʘʣʠʩʪ 

ʜʦʣʞʝʥ ʫʯʠʪʳʚʘʪʴ ʪʦʪ ʬʘʢʪ, ʯʪʦ ʧʨʠ ʧʨʠʤʝʥʝʥʠʠ ʩʪʘʥʜʘʨʪʘ ʩʚʷʟʠ GSM (ʠʣʠ 

ʘʥʘʣʦʛʠʯʥʳʭ ʝʤʫ) ʠʩʭʦʜʥʳʡ ʟʚʫʢʦʚʦʡ ʩʠʛʥʘʣ ʦʙʷʟʘʪʝʣʴʥʦ ʠʩʢʘʞʘʝʪʩʷ. ʕʪʠ 

ʠʟʤʝʥʝʥʠʷ ʚʳʟʚʘʥʳ ʦʩʦʙʝʥʥʦʩʪʷʤʠ ʨʘʙʦʪʳ ʨʝʯʝʚʦʛʦ ʢʦʜʝʢʘ, ʢʦʪʦʨʳʡ 

ʫʧʨʘʚʣʷʝʪ ʢʘʥʘʣʦʤ ʩʚʷʟʠ ʚ ʧʨʦʮʝʩʩʝ ʧʘʢʝʪʥʦʡ ʧʝʨʝʜʘʯʠ ʨʝʯʠ. ʂʨʦʤʝ ʧʨʦʯʝʛʦ, 
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ʥʘ ʩʠʛʥʘʣ ʤʦʛʫʪ ʚʣʠʷʪʴ ʩʠʩʪʝʤʳ ʩʞʘʪʠʷ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʧʝʨʝʜʘʯʠ ʩʠʛʥʘʣʘ 

ʦʪ ʦʜʥʦʡ ɸʊʉ ʢ ʜʨʫʛʦʡ. 

ʀʟʫʯʘʷ ʟʚʫʢʦʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʥʘ ʧʨʝʜʤʝʪ ʚʦʟʤʦʞʥʦʛʦ ʤʦʥʪʘʞʘ, ʥʫʞʥʦ 

ʫʯʠʪʳʚʘʪʴ, ʯʪʦ ʩʠʛʥʘʣ ʦʪʦʙʨʘʞʘʝʪ ʥʝ ʪʦʣʴʢʦ ʧʨʠʟʥʘʢʠ ʘʧʧʘʨʘʪʫʨʳ, 

ʧʨʠʤʝʥʷʝʤʦʡ ʜʣʷ ʟʘʧʠʩʠ ʠʣʠ ʧʝʨʝʜʘʯʠ ʟʚʫʢʘ, ʥʦ ʠ ʧʨʠʟʥʘʢʠ ʧʦʤʝʱʝʥʠʷ, ʚ 

ʢʦʪʦʨʦʤ ʚʝʣʘʩʴ ʟʘʧʠʩʴ [4]. ʉ ʮʝʣʴʶ ʘʥʘʣʠʟʘ ʵʪʠʭ ʧʨʠʟʥʘʢʦʚ ʧʨʠʤʝʥʷʶʪʩʷ 

ʩʧʝʢʪʨʘʣʴʥʳʝ ʤʝʪʦʜʳ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʥʷʶʪʩʷ ʚ ʟʚʫʢʦʚʳʭ ʨʝʜʘʢʪʦʨʘʭ. 

ʆʧʨʝʜʝʣʷʷ ʦʩʦʙʝʥʥʳʝ ʧʨʠʟʥʘʢʠ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʩʦʙʦʡ ʥʦʩʠʪʝʣʴ 

ʥʝʦʙʭʦʜʠʤʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʩʧʝʮʠʘʣʠʩʪʳ, ʦʙʣʘʜʘʶʱʠʝ ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʳʤʠ 

ʟʥʘʥʠʷʤʠ ʚ ʩʬʝʨʝ ʢʨʠʤʠʥʘʣʠʩʪʠʯʝʩʢʦʡ ʵʢʩʧʝʨʪʠʟʳ ʘʫʜʠʦʟʘʧʠʩʝʡ, ʤʦʛʫʪ 

ʩʦʙʨʘʪʴ ʥʝʦʩʧʦʨʠʤʳʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʥʘʣʠʯʠʷ ʥʘ ʠʟʫʯʘʝʤʦʡ ʟʘʧʠʩʠ ʩʣʝʜʦʚ 

ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʠʣʠ ʠʩʢʘʞʝʥʠʡ, ʩʜʝʣʘʥʥʳʭ ʚ ʭʦʜʝ ʟʘʧʠʩʠ ʠʣʠ ʧʦ ʟʘʚʝʨʰʝʥʠʠ. 

ʉʤʦʥʪʠʨʦʚʘʥʥʘʷ ʬʦʥʦʛʨʘʤʤʘ ï ʵʪʦ ʩʚʦʝʛʦ ʨʦʜʘ ʥʦʚʘʷ çʧʘʨʪʠʪʫʨʘè 

ʟʚʫʯʘʱʝʛʦ ʧʨʝʜʣʦʞʝʥʠʷ, ʚʦʩʧʨʠʷʪʠʝ ʢʦʪʦʨʦʛʦ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʝʩʪʝʩʪʚʝʥʥʦʡ 

ʨʝʯʠ. ʇʦʵʪʦʤʫ ʦʧʳʪ ʨʝʘʣʴʥʦʡ ʞʠʟʥʠ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʦʝ 

ʢʘʯʝʩʪʚʝʥʥʦʝ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʚʩʪʨʝʯʘʝʪʩʷ ʢʨʘʡʥʝ ʨʝʜʢʦ. 

ʉʣʝʜʫʝʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʤʝʪʦʜʦʣʦʛʠʷ ʢʦʤʧʣʝʢʩʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ 

ʬʦʥʦʛʨʘʤʤ, ʚʳʷʚʣʝʥʠʷ ʧʨʠʟʥʘʢʦʚ ʠʭ ʦʮʠʬʨʦʚʢʠ ʠʣʠ ʧʝʨʝʚʦʜʘ ʚ ʘʥʘʣʦʛʦʚʫʶ 

ʬʦʨʤʫ ʠʟ ʮʠʬʨʦʚʦʛʦ ʩʦʩʪʦʷʥʠʷ, ʧʦʠʩʢʘ ʧʨʠʟʥʘʢʦʚ ʤʦʥʪʘʞʥʳʭ ʨʘʙʦʪ ʠ ʜʨʫʛʠʭ 

ʧʨʦʷʚʣʝʥʠʡ, ʫʢʘʟʳʚʘʶʱʠʭ ʥʘ ʪʦ, ʯʪʦ ʟʘʧʠʩʴ ʥʝ ʷʚʣʷʝʪʩʷ ʧʦʜʣʠʥʥʦʡ, 

ʧʦʩʪʦʷʥʥʦ ʩʦʚʝʨʰʝʥʩʪʚʫʝʪʩʷ ʠ ʧʨʦʜʚʠʛʘʝʪʩʷ ʚʧʝʨʸʜ. 

ɺ ʟʘʢʣʶʯʝʥʠʝ ʭʦʪʝʣʦʩʴ ʙʳ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʥʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʬʦʪʦʛʨʘʬʠʡ ʠ ʘʫʜʠʦʟʘʧʠʩʝʡ ʚ ʭʦʜʝ ʩʫʜʝʙʥʦʛʦ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʘ 

ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʦʩʥʦʚʥʳʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ. ɸ ʫʯʠʪʳʚʘʷ ʩʪʝʧʝʥʴ ʨʘʟʚʠʪʠʷ 

ʩʦʚʨʝʤʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʤʦʥʪʘʞ ʟʚʫʢʦʚʳʭ ʟʘʧʠʩʝʡ, ʧʦʜʜʝʣʢʘ 

ʬʦʪʦʤʘʪʝʨʠʘʣʘ ʙʫʜʝʪ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ ʚʩʝ ʙʦʣʝʝ ʯʘʩʪʦ. ʉʫʜʳ ʠ 

ʢʨʠʤʠʥʘʣʠʩʪʳ ʜʦʣʞʥʳ ʫʯʠʪʳʚʘʪʴ ʵʪʦ ʠ ʙʳʪʴ ʛʦʪʦʚʳʤʠ ʢ ʧʨʦʚʝʜʝʥʠʶ 

ʧʨʦʮʝʜʫʨ ʧʦ ʧʦʠʩʢʫ ʤʦʥʪʘʞʘ ʚ ʧʨʝʜʲʷʚʣʝʥʥʳʭ ʜʣʷ ʠʩʩʣʝʜʦʚʘʥʠʷ ʜʦʢʫʤʝʥʪʘʭ. 

ʉʧʠʩʦʢ ʣʠʪʝʨʘʪʫʨʳ 

1. ɿʦʪʦʚ ʇ. ɺ. ʎʠʬʨʦʚʦʡ ʰʫʤ ʠʟʦʙʨʘʞʝʥʠʷ ʠ ʝʛʦ ʧʨʠʢʣʘʜʥʦʝ ʟʥʘʯʝʥʠʝ ʚ 

ʢʨʠʤʠʥʘʣʠʩʪʠʢʝ // ɺʝʩʪʥʠʢ ʉʘʨʘʪʦʚʩʢʦʡ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʶʨʠʜʠʯʝʩʢʦʡ 

ʘʢʘʜʝʤʠʠ. 2015. ˉ 6 (107). ʉ. 175-179. 

2. ʂʘʢ ʦʧʨʝʜʝʣʠʪʴ ʤʦʥʪʘʞ ʥʘ ʬʦʪʦ [ʕʣʝʢʪʨʦʥʥʳʡ ʨʝʩʫʨʩ]. ï ʈʝʞʠʤ 

ʜʦʩʪʫʧʘ: https://pikabu.ru/story/kak_opredelit_montazh_na_foto_razoblachaem_ 

feyki_fotoshop_i_retush_5059597 (ʜʘʪʘ ʦʙʨʘʱʝʥʠʷ 25.03.2020). 

3. ɺʦʨʦʥʠʥ ʉ. ɸ. ʀʥʦʛʜʘ ʩʫʜʴʠ ʪʨʝʙʫʶʪ, ʯʪʦʙʳ ʚ ʧʨʝʜʩʪʘʚʣʝʥʥʦʡ ʢʘʢ 

ʜʦʢʘʟʘʪʝʣʴʩʪʚʦ ʘʫʜʠʦʟʘʧʠʩʠ ʪʝʣʝʬʦʥʥʦʛʦ ʨʘʟʛʦʚʦʨʘ ʟʚʫʯʘʣʠ ʬʘʤʠʣʠʠ, ʠʤʝʥʘ 

ʠ ʦʪʯʝʩʪʚʘ ʩʦʙʝʩʝʜʥʠʢʦʚ [ʕʣʝʢʪʨʦʥʥʳʡ ʨʝʩʫʨʩ]. ï ʈʝʞʠʤ ʜʦʩʪʫʧʘ: 

http://www.garant.ru/interview/1089307/ (ʜʘʪʘ ʦʙʨʘʱʝʥʠʷ 25.03.2020). 

4. ʋʩʪʘʥʦʚʣʝʥʠʝ ʧʦʜʣʠʥʥʦʩʪʠ ʠ ʘʫʪʝʥʪʠʯʥʦʩʪʠ ʘʫʜʠʦʟʘʧʠʩʠ // ʉʫʜʝʙʥʳʡ 

ʵʢʩʧʝʨʪ [ʕʣʝʢʪʨʦʥʥʳʡ ʨʝʩʫʨʩ]. ï ʈʝʞʠʤ ʜʦʩʪʫʧʘ: 

https://sudexpa.ru/expertises/ustanovlenie-podlinnosti-i-autentichnosti-audiozapisi-
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vyiavleniia-priznakov-montazha/ (ʜʘʪʘ ʦʙʨʘʱʝʥʠʷ 25.03.2020). 

 

 

ʆɹɿʆʈ ʋʗɿɺʀʄʆʉʊɽʁ ɺ ɹʃʆʂʏɽʁʅ ʊɽʍʅʆʃʆɻʀʗʍ 

ʋʟʜʝʥʦʚ ʂ.ʉ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ʀʱʫʢʦʚʘ ɽ.ɸ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ɹʣʦʢʯʝʡʥ ʪʝʭʥʦʣʦʛʠʡ ʧʦʷʚʠʣʠʩʴ ʥʝ ʪʘʢ ʜʘʚʥʦ ʚ ʥʘʰʝʡ ʞʠʟʥʴ. ʥʦ ʦʥʠ 

ʩʤʦʛʣʠ ʦʯʝʥʴ ʰʠʨʦʢʦ ʨʘʩʧʨʦʩʪʨʘʥʠʪʩʷ ʠ ʥʘʯʘʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚʦ ʤʥʦʛʠʭ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ. ʊʝʭʥʦʣʦʛʠʷ ʙʣʦʢʯʝʡʥ ʚʧʝʨʚʳʝ ʥʘʯʘʣʘ 

ʧʨʠʤʝʥʷʪʴʩʷ ʚ 2008 ʛʦʜʫ ʚ ɹʠʪʢʦʡʥʝ ʢʦʪʦʨʘʷ ʨʘʟʨʘʙʦʪʘʥʘ ʉʘʪʦʩʠʝʡ 

ʅʘʢʦʤʦʪʦʡ ʥʘ ʷʟʳʢʝ C++. ɹʠʪʢʦʠʥ ʩʪʘʣ ʧʝʨʚʦʡ ʢʨʠʧʪʦʚʘʣʶʪʦʡ ʠ ʥʘ ʜʘʥʥʳʡ 

ʤʦʤʝʥʪ ʦʥ ʷʚʣʷʝʪʩʷ ʩʘʤʦʡ ʧʦʧʫʣʷʨʥʦʡ ʚ ʤʠʨʝ. ɹʣʦʢʯʝʡʥ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʥʝʢʫʶ ʘʙʩʪʨʘʢʮʠʶ ʙʣʦʢʦʚ, ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʷʶʪʩʷ ʚ ʚʠʜʝ ʩʚʷʟʥʦʛʦ ʩʧʠʩʢʘ, 

ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʠʪʩʷ ʥʝʢʘʷ ʠʥʬʦʨʤʘʮʠʷ ʠ ʩʚʷʟʳʚʘʶʪʩʷ ʙʣʦʢʠ ʭʵʰ-ʩʫʤʤʦʡ, 

ʩʪʨʫʢʪʫʨʘ ʙʣʦʢʘ ʧʨʝʜʩʪʘʚʣʝʥʘ ʥʘ ʨʠʩʫʥʢʝ 1.  

 

 
ʈʠʩʫʥʦʢ 1 ʩʪʨʫʢʪʫʨʘ ʙʣʦʢʘ ʚ ʙʣʦʢʯʝʡʥʝ 
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ʉʘʤ ʙʣʦʢ ʩʦʩʪʦʠʪ ʠʟ ʥʝʢʠʭ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʷʶʪʩʷ ʚ ʚʠʜʝ 

ʪʨʘʥʟʘʢʮʠʠ ʦʥʠ ʪʦʞʝ ʩʚʷʟʘʥʥʳ ʤʝʞʜʫ ʩʦʙʦʡ ʭʝʰ-ʩʫʤʤʦʡ ʪʨʘʥʟʘʢʮʠʷʤʠ 

ʤʦʛʫʪ ʙʳʪʴ ʣʶʙʳʝ ʦʧʝʨʘʮʠʠ ʚʳʧʦʣʥʝʥʥʳʝ ʚ ʙʣʦʢʯʝʡʥʝ. ʊʝʤ ʩʘʤʳʤ 

ʧʦʣʫʯʘʝʪʩʷ ʮʝʧʦʯʢʘ ʙʣʦʢʦʚ, ʢʦʪʦʨʳʝ ʩʦʝʜʠʥʝʥʳ ʤʝʞʜʫ ʩʦʙʦʡ ʭʵʰ-ʩʫʤʤʦʡ. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʠʟʤʝʥʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʚ ʙʣʦʢʝ ʧʨʠʜʝʪʩʷ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʠ ʚʩʝ 

ʧʦʩʣʝʜʫʶʱʠʝ ʙʣʦʢʠ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʢʦʧʠʠ ʮʝʧʦʯʝʢ ʙʣʦʢʦʚ ʭʨʘʥʷʪʩʷ 

ʥʘ ʙʦʣʴʰʦʤ ʢʦʣʠʯʝʩʪʚʝ ʨʘʟʥʳʭ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʤʘʰʠʥ ʥʝʟʘʚʠʩʠʤʳʭ ʜʨʫʛ ʦʪ 

ʜʨʫʛʘ. ʀʟ-ʟʘ ʵʪʦʛʦ ʚʥʝʩʝʥʠʝ ʠʟʤʝʥʝʥʠʡ ʚ ʠʥʬʦʨʤʘʮʠʶ ʫʞʝ ʚʢʣʶʯʝʥʥʳʝ ʚ 

ʙʣʦʢʠ ʢʨʘʡʥʝ ʟʘʪʨʫʜʥʠʪʝʣʴʥʦ. ɼʝʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʩʪʴ ʜʦʩʪʠʛʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ 

p2p (peer-to-peer) [1] ʩʝʪʠ. ɺ ʪʘʢʦʡ ʩʝʪʠ ʦʪʩʫʪʩʪʚʫʶʪ ʦʩʥʦʚʥʳʝ ʩʝʨʚʝʨʳ, 

ʢʘʞʜʳʡ ʫʟʝʣ ʩʯʠʪʘʝʪʩʷ ʢʣʠʝʥʪʦʤ ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʪʘʢʞʝ ʚʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ 

ʩʝʨʚʝʨʘ. ɺ ʦʪʣʠʯʠʠ ʦʪ ʢʣʠʝʥʪ ʩʝʨʚʝʨʥʦʡ ʘʨʭʠʪʝʢʪʫʨʳ ʧʦʜʦʙʥʘʷ ʦʨʛʘʥʠʟʘʮʠʷ 

ʩʝʪʠ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʫʜʝʨʞʠʚʘʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʩʝʪʠ ʧʨʠ ʣʶʙʦʤ 

ʢʦʣʠʯʝʩʪʚʝ ʫʟʣʦʚ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʨʝʛʫʣʠʨʦʚʘʪʴ ʨʘʙʦʪʫ p2p ʩʝʪʠ ʙʳʣʠ 

ʧʨʠʜʫʤʘʥʳ ʨʘʟʣʠʯʥʳʝ ʤʝʭʘʥʠʟʤʳ ʢʦʥʩʝʥʩʫʩʘ. ʏʪʦ ʪʘʢʦʝ ʢʦʥʩʝʥʩʫʩ? ʊʝʨʤʠʥ 

ʂʦʥʩʝʥʩʫʩ (ʣʘʪ. Consensus ï ʩʦʛʣʘʩʠʝ) ʚ ʦʙʱʝʤ ʩʣʫʯʘʝ ʪʨʘʢʪʫʝʪʩʷ ʢʘʢ ʧʨʦʮʝʩʩ 

ʧʨʠʥʷʪʠʷ ʛʨʫʧʧʦʡ ʣʠʮ ʝʜʠʥʦʛʦ ʨʝʰʝʥʠʷ, ʜʦʩʪʠʞʝʥʠʝ ʩʦʛʣʘʩʠʷ ʧʦ ʢʘʢʦʤʫ-

ʣʠʙʦ ʚʦʧʨʦʩʫ. ʇʨʠ ʵʪʦʤ ʢʘʢ ʪʘʢʦʚʦʛʦ ʛʦʣʦʩʦʚʘʥʠʷ ʥʝ ʧʨʦʚʦʜʠʪʩʷ ï ʨʝʰʝʥʠʝ 

ʧʨʠʥʠʤʘʝʪʩʷ ʥʘ ʦʩʥʦʚʝ ʦʪʩʫʪʩʪʚʠʷ ʚʦʟʨʘʞʝʥʠʡ ʫ ʙʦʣʴʰʠʥʩʪʚʘ ʫʯʘʩʪʥʠʢʦʚ. 

[2]. ʆʩʥʦʚʥʳʝ ʮʝʣʠ ʘʣʛʦʨʠʪʤʘ ʢʦʥʩʝʥʩʫʩʘ ʵʪʦ 

1. ʉʦʛʣʘʩʦʚʘʥʠʝ. ɼʦʩʪʠʞʝʥʠʝ ʩʦʛʣʘʩʠʷ ʚʩʝʭ ʩʪʦʨʦʥ  

2. ʕʛʘʣʠʪʘʨʠʟʤ. ʈʘʚʝʥʩʪʚʦ ʚʦʟʤʦʞʥʦʩʪʝʡ ʚʩʝʭ ʫʯʘʩʪʥʠʢʦʚ 

3. ʂʦʦʧʝʨʠʨʦʚʘʥʠʝ. ʋʯʘʩʪʥʠʢʠ ʜʦʣʞʥʳ ʨʘʙʦʪʘʪʴ ʩʦʦʙʱʘ 

4. ʀʥʢʣʶʟʠʚʥʦʩʪʴ. ɺʦ ʚʨʝʤʷ ʜʦʩʪʠʞʝʥʠʷ ʢʦʥʩʝʥʩʫʩʘ ʜʦʣʞʥʦ 

ʫʯʘʩʪʚʦʚʘʪʴ ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʫʯʘʩʪʥʠʢʦʚ. 

ʉʘʤʳʤʠ ʧʦʧʫʣʷʨʥʳʤʠ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʷʚʣʷʶʪʩʷ Proof-of-Work ʠ 

Proof-of-Stake ʠ ʚ ʵʪʦʡ ʩʪʘʪʴʝ ʙʫʜʫʪ ʨʘʩʩʤʦʪʨʝʥʳ ʪʦʣʴʢʦ ʦʥʠ. 

Proof-of-Work ï ɼʦʢʘʟʘʪʝʣʴʩʪʚʦ ʚʳʧʦʣʥʝʥʠʷ ʨʘʙʦʪʳ ï ʩʧʦʩʦʙ ʟʘʱʠʪʳ 

ʩʝʪʝʚʳʭ ʩʠʩʪʝʤ ʦʪ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʦʩʥʦʚʘʥ ʥʘ ʪʦʤ, ʯʪʦ ʩʦ 

ʩʪʦʨʦʥʳ ʢʣʠʝʥʪʘ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʝʥʠʝ ʥʝʢʦʪʦʨʦʡ ʜʣʠʪʝʣʴʥʦʡ ʨʘʙʦʪʳ, ʘ 

ʨʝʟʫʣʴʪʘʪ ʵʪʦʡ ʨʘʙʦʪʳ ʙʳʩʪʨʦ ʧʨʦʚʝʨʷʝʪʩʷ ʥʘ ʩʪʦʨʦʥʝ ʩʝʨʚʝʨʘ. ʅʦ ʫ 

ʘʣʛʦʨʠʪʤʘ Proof-of-Work ʝʩʪʴ ʨʷʜ ʫʷʟʚʠʤʦʩʪʝʡ ʦʩʥʦʚʥʘʷ ʫʷʟʚʠʤʦʩʪʴ ð ʵʪʦ 

ʪʘʢ ʥʘʟʳʚʘʝʤʘʷ çɸʪʘʢʘ 51%è. ɺ ʥʘʯʘʣʝ ʩʫʱʝʩʪʚʦʚʘʥʠʷ Bitcoin, ʢʘʢ ʠ ʜʨʫʛʠʝ 

ʢʨʠʧʪʦʚʘʣʶʪʳ ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʜʘʥʥʦʤ ʤʝʭʘʥʠʟʤʝ ʢʦʥʩʝʥʩʫʩʘ ʫʷʟʚʠʤʳ ʜʣʷ 

çɸʪʘʢʠ 51%è. ʉʫʪʴ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʝʩʣʠ ʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʚ ʨʫʢʘʭ 

ʦʢʘʞʝʪ ʙʦʣʝʝ ʧʦʣʦʚʠʥʳ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʤʦʱʥʦʩʪʝʡ ʚ ʩʝʪʠ ʪʦʛʜʘ ʦʥ ʩʤʦʞʝʪ 

ʧʦʜʪʚʝʨʞʜʘʪʴ ʪʦʣʴʢʦ ʩʚʦʠ ʙʣʦʢʠ ʠ ʤʦʞʝʪ ʠʛʥʦʨʠʨʦʚʘʪʴ ʜʨʫʛʠʝ ʠ ʪʘʢʠʤ 

ʦʙʨʘʟʦʤ ʦʥ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ 100% ʚʩʝʭ ʧʨʦʠʟʚʦʜʠʤʳʭ ʙʠʪʢʦʡʥʦʚ ʠ 

ʙʣʦʢʠʨʦʚʘʪʴ ʣʶʙʳʝ ʪʨʘʥʟʘʢʮʠʠ. 

ʊʘʢ ʞʝ ʩʫʱʝʩʪʚʫʝʪ ʘʪʘʢʘ çɼʚʦʡʥʦʝ ʨʘʩʭʦʜʦʚʘʥʠʝè ʦʥʘ ʜʝʣʠʪʩʷ ʥʘ ʜʚʘ 

ʪʠʧʘ  

ɸʪʘʢʘ ʪʠʧʘ çʛʦʥʢʠè ʂ ʧʨʠʤʝʨʫ ɿʣʦʫʤʳʰʣʝʥʥʠʢ ʩʦʚʝʨʰʘʝʪ ʪʨʘʥʟʘʢʮʠʶ 

X, ʦʧʣʘʯʠʚʘʷ ʢʘʢʫʶ ʥʠ ʙʫʜʴ ʫʩʣʫʛʫ ʠʣʠ ʪʦʚʘʨʘ, ʧʘʨʘʣʣʝʣʴʥʦ ʧʝʨʝʚʦʜʷ ʵʪʠ ʞʝ 
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ʜʝʥʴʛʠ ʚ ʩʚʦʡ ʜʨʫʛʦʡ ʩʯʝʪ ʪʨʘʥʟʘʢʮʠʝʡ Y ʠ ʝʩʣʠ ʚ ʵʪʦʪ ʤʦʤʝʥʪ ʧʨʦʜʘʚʝʮ 

ʚʳʛʨʫʟʠʣ ʪʦʚʘʨ ʥʝ ʜʦʞʜʘʚʰʠʩʴ ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʪʦ  ʦʥ ʠʜʝʪ ʥʘ ʙʦʣʴʰʦʡ ʨʠʩʢ 

ʪʘʢ ʢʘʢ ʝʩʪʴ ʰʘʥʩ ʪʦʛʦ ʯʪʦ ʜʝʥʴʛʠ ʫʡʜʫʪ ʧʦ ʪʨʘʥʟʘʢʮʠʠ Y ʪʦ ʝʩʪʴ ʚ ʚʪʦʨʦʡ 

ʢʦʰʝʣʝʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ. 

 

ɸʪʘʢʘ ʌʠʥʥʠ ɿʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʳʪʘʝʪʩʷ ʥʘʡʪʠ 

ʙʣʦʢ, ʚ ʢʦʪʦʨʦʤ ʥʘʭʦʜʠʪʩʷ ʝʛʦ ʪʨʘʥʟʘʢʮʠʷ Y. ʅʦ ʢʘʢ ʪʦʣʴʢʦ ʙʣʦʢ ʥʘʭʦʜʠʪʩʷ, 

ʘʪʘʢʫʶʱʠʡ ʦʪʧʨʘʚʣʷʝʪ ʪʨʘʥʟʘʢʮʠʶ X, ʧʦʩʣʝ ʯʝʛʦ ʦʥ ʧʨʠʦʙʨʝʪʘʝʪ ʪʦʚʘʨ. 

ʇʨʦʜʘʚʝʮ ʞʜʝʪ ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʪʨʘʥʟʘʢʮʠʠ X ʠ ʦʪʛʨʫʞʘʝʪ ʪʦʚʘʨ. ɽʩʣʠ ʵʪʦʪ 

ʤʦʤʝʥʪ ʧʦʷʚʣʷʝʪʩʷ ʙʣʦʢ ʩ ʪʨʘʥʟʘʢʮʠʝʡ Y, ʪʦ ʧʨʦʠʩʭʦʜʠʪ ʩʠʪʫʘʮʠʷ ʨʘʟʚʠʣʢʠ. 

ɺ ʪʘʢʦʡ ʩʠʪʫʘʮʠʠ ʯʪʦʙʳ ʧʨʦʜʦʣʞʠʪʴ ʮʝʧʦʯʢʫ ʙʣʦʢʦʚ ʚ ʙʣʦʢʯʝʡʥʝ ʤʘʥʝʨʳ 

ʜʦʣʞʥʳ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʜʚʫʭ ʙʣʦʢʦʚ. ɽʩʣʠ ʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʚ ʨʫʢʘʭ ʙʫʜʝʪ 

ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʨʝʩʫʨʩʦʚ ʦʥ ʤʦʞʝʪ ʫʚʝʣʠʯʠʪʴ 

ʚʝʨʦʷʪʥʦʩʪʴ ʚʳʙʦʨʘ ʙʣʦʢʘ ʩ ʦʧʝʨʘʮʠʝʡ Y.   

ɺ ʠʪʦʛʝ Proof-of-Worck ʙʳʣ ʠʩʧʦʣʴʟʦʚʘʥ ʠ ʜʦ ʩʠʭ ʧʦʨ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚʦ 

ʤʥʦʛʠʭ ʢʨʠʧʪʦʚʘʣʶʪʘʭ ʥʝʩʤʦʪʨʷ ʥʘ ʝʛʦ ʥʝʜʦʩʪʘʪʢʠ. ʅʦʚʳʝ ʢʨʠʧʪʦʚʘʣʶʪʳ 

ʫʞʝ ʠʩʧʦʣʴʟʫʶʪ ʜʨʫʛʠʝ ʤʝʭʘʥʠʟʤʳ ʢʦʥʩʝʥʩʫʩʘ, ʥʘʧʨʠʤʝʨ Ethereum ʚʪʦʨʘʷ ʧʦ 

ʚʝʣʠʯʠʥʝ ʢʨʠʧʪʦʚʘʣʶʪʘ ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪ ʤʝʭʘʥʠʟʤ Proof-of-Stake  

Proff-of-Stake (PoS) ʠʣʠ ʜʦʢʘʟʘʪʝʣʴʩʪʚʦ ʜʦʣʠ ʚʣʘʜʝʥʠʷ ð ʵʪʦ ʤʝʪʦʜ 

ʟʘʱʠʪʳ ʙʣʦʢʯʝʡʥ ʩʠʩʪʝʤʳ (ʢʨʠʧʪʦʚʘʣʶʪʳ) ʚ ʢʦʪʦʨʦʤ ʤʘʥʝʨ (ʯʝʣʦʚʝʢ, 

ʢʦʪʦʨʳʡ ʜʦʙʳʚʘʝʪ ʢʨʠʧʪʦʚʘʣʶʪʫ) ʤʦʞʝʪ ʜʦʙʳʚʘʪʴ ʠʣʠ ʧʨʦʚʝʨʷʪʴ ʪʨʘʥʟʘʢʮʠʠ 

ʙʣʦʢʯʝʡʥʘ ʩʦ ʩʣʦʚʠʤ ʝʛʦ ʢʦʣʠʯʝʩʪʚʘ ʤʦʥʝʪ, ʢʦʪʦʨʳʝ ʫ ʥʝʛʦ ʝʩʪʴ. ʊʘʢʠʤ 

ʦʙʨʘʟʦʤ ʩʦʟʜʘʥʠʝ ʙʣʦʢʘ ʥʝ ʟʘʚʠʩʠʪ ʦʪ ʤʦʱʥʦʩʪʝʡ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʕɺʄ ʯʪʦ ʚ 

ʩʣʝʜʩʪʚʠʠ ʚʝʜʝʪ ʥʝʚʦʟʤʦʞʥʦʩʪʠ çʘʪʘʢʠ 51%è ʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʙʘʣʘʥʩʦʤ 

(ʢʦʣʠʯʝʩʪʚʦʤ ʤʦʥʝʪ) ʢʦʪʦʨʳʝ ʫ ʥʝʛʦ ʝʩʪʴ. ʅʦ ʫ Proff-of-Stake ʝʩʪʴ ʩʚʦʠ 

ʫʷʟʚʠʤʦʩʪʠ. ʊʘʢ, ʥʘʧʨʠʤʝʨ ʵʢʩʧʝʨʪʳ ʠʟ ʀʣʣʠʥʦʡʩʢʦʛʦ ʫʥʠʚʝʨʩʠʪʝʪʘ 

ʨʘʩʩʢʘʟʘʣʠ ʦʙ ʘʪʘʢʝ Fake Stake [3], ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʫʛʨʦʟʫ ʜʣʷ 

26 Proof-of-Stake ʢʨʠʧʪʦʚʘʣʶʪ. ʕʢʩʧʝʨʪʳ ʥʘʧʠʩʘʣʠ, ʯʪʦ ʩʫʱʝʩʪʚʫʝʪ ʜʚʝ 

ʫʷʟʚʠʤʦʩʪʠ ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʳʭ ʤʦʞʥʦ ʦʩʫʱʝʩʪʚʠʪʴ ʵʪʫ ʘʪʘʢʫ. ɻʨʫʧʧʘ 

ʦʧʫʙʣʠʢʦʚʘʣʘ ʜʦʢʣʘʜ [4] ʢʦʪʦʨʳʡ ʤʦʞʝʪʝ ʧʦʩʤʦʪʨʝʪʴ ʚ ʢʦʪʦʨʦʤ ʜʝʪʘʣʴʥʦ ʚʩʝ 

ʨʘʩʧʠʩʘʥʦ ʦʥ ʪʘʢʞʝ ʙʳʣ ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ ʢʦʥʬʝʨʝʥʮʠʠ Financial Cryptography 

2019. 

ʂʘʢ ʛʦʚʦʨʷʪ ʵʢʩʧʝʨʪʳ, ʩ ʧʦʤʦʱʴʶ ʦʙʥʘʨʫʞʝʥʥʳʭ ʙʘʛʦʚ ʟʣʦʫʤʳʰʣʝʥʥʠʢ 

ʩ ʢʨʘʡʥʝ ʤʘʣʦʡ ʜʦʣʝʡ ʚʣʘʜʝʥʠʷ ʤʦʞʝʪ ʚʳʟʚʘʪʴ ʦʪʢʘʟ ʚ ʨʘʙʦʪʝ ʘʙʩʦʣʶʪʥʦ 

ʣʶʙʦʛʦ ʩʝʪʝʚʦʛʦ ʫʟʣʘ. ʊʘʢʘʷ ʧʨʦʙʣʝʤʘ ʦʯʝʥʴ ʦʧʘʩʥʘ, ʪʘʢ ʢʘʢ ʘʪʘʢʫʶʱʠʡ 

ʩʤʦʞʝʪ ʠʟʙʘʚʠʪʴʩʷ ʦʪ ʥʝʫʛʦʜʥʳʭ ʠ ʢʦʥʢʫʨʠʨʫʶʱʠʭ ʝʤʫ ʫʟʣʦʚ ʪʘʢʠʤ ʦʙʨʘʟʦʤ 

ʫ ʥʝʛʦ ʙʫʜʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʦʩʫʱʝʩʪʚʠʪʴ ʘʪʘʢʫ 51% ʥʘ ʙʣʦʢʯʝʡʥ ʮʝʣʝʚʦʛʦ 

ʪʦʢʝʥʘ. 

ɿʘʢʣʶʯʝʥʠʝ  

ʇʦʜʚʦʜʷ ʠʪʦʛʠ ʤʳ ʚʠʜʠʤ, ʯʪʦ Proof-of-Work ʫʞʝ ʫʩʪʘʨʝʣ ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ 

ʥʦʚʳʭ ʢʨʠʧʪʦʚʘʣʶʪ ʝʝ ʫʞʝ ʦʩʦʙʦ ʥʝ ʠʩʧʦʣʴʟʫʶʪ ʧʦʪʦʤʫ ʯʪʦ ʥʘ 

ʢʨʠʧʪʦʚʘʣʶʪʫ ʩ ʥʝ ʙʦʣʴʰʦʡ ʢʘʧʠʪʘʣʠʟʘʮʠʝʡ ʥʝ ʪʘʢ ʫʞ ʠ ʪʨʫʜʥʦ ʨʝʘʣʠʟʦʚʘʪʴ 
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ʘʪʘʢʫ 51% ʠ ʩʪʦʠʪʴ ʦʪʤʝʪʠʪʴ ʯʪʦ, ʙʦʣʴʰʠʥʩʪʚʦ ʢʨʠʧʪʦʚʘʣʶʪ ʥʘʩʣʝʜʫʶʪ 

ʢʦʜʦʚʫʶ ʙʘʟʫ ʪʦʛʦ ʞʝ Bitcoin ʠ ʜʦʙʘʚʣʷʶʪ ʚ ʥʝʝ Proof-of-Stake 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʪʘʢ ʞʝ ʨʘʟʨʘʙʦʪʯʠʢʠ ʥʝ ʟʘʜʫʤʳʚʘʷʩʴ ʢʦʧʠʨʫʶʪ ʪʫ ʠʣʠ 

ʠʥʫʶ ʠʜʝʶ ʠ ʩʦʚʩʝʤ ʟʘʙʳʚʘʶʪ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʧʦʷʚʣʷʶʪʩʷ 

ʫʷʟʚʠʤʦʩʪʠ ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʳʭ ʤʦʞʥʦ ʨʝʘʣʠʟʦʚʳʚʘʪʴ ʘʪʘʢʫ Fake Stake.  

 

ʉʧʠʩʦʢ ʣʠʪʝʨʘʪʫʨʳ 

1. ʆʜʥʦʨʘʥʛʦʚʘʷ, ʜʝʮʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʠʣʠ ʧʠʨʠʥʛʦʚʘʷ ʩʝʪʴ  -: 

https://ru.wikipedia.org/wiki /%D0%9E%D0%B4%D0%BD%D0%BE%D1%80%

D0%B0%D0%BD%D0%B3%D0%BE%D0%B2%D0%B0%D1%8F_%D1%81%

D0%B5%D1%82%D1%8C 

2. ʏʪʦ ʪʘʢʦʝ ʂʦʥʩʝʥʩʫʩ ʚ ɹʣʦʢʯʝʡʥʝ? ɸʣʛʦʨʠʪʤʳ ʢʦʥʩʝʥʩʫʩʘ - 

https://blockchaindesk.ru/blockchain/algoritm-konsensusa-v-blokchejne 

3.  ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʨʘʩʩʢʘʟʘʣʠ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ ʚ 26 PoS-ʢʨʠʧʪʦʚʘʣʶʪʘʭ 

https://xakep.ru/2019/01/25/fake-stake/ 

4. Short Paper: I Canôt Belive Itôs Not Stake! Resource Exhausion Attacks 
on Pos - http://fc19.ifca.ai/preproceedings/180-preproceedings.pdf  
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ʍɸʆʉʆɼʀʅɸʄʀʏɽʉʂɸʗ ʉʀʉʊɽʄɸ ʉʊɽɻɸʅʆɻʈɸʌʀʏɽʉʂʆʁ 

ʇɽʈɽɼɸʏʀ ʀʅʌʆʈʄɸʎʀʀ 

ʍʫʩʘʠʥʦʚʘ ɽ. ʈ.  

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʩʠʥʝʨʛʝʪʠʢʠ ʠ ʧʨʦʮʝʩʩʦʚ 

ʫʧʨʘʚʣʝʥʠʷ ʄʫʰʝʥʢʦ ɸ.ʉ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ʉʪʝʛʘʥʦʛʨʘʬʠʷ ʦʪʥʦʩʠʪʩʷ ʢ ʩʢʨʳʪʦʡ ʧʝʨʝʜʘʯʝ ʠʥʬʦʨʤʘʮʠʠ. 

ʉʪʝʛʘʥʦʛʨʘʬʠʷ ï ʵʪʦ ʩʧʦʩʦʙ ʩʦʢʨʳʪʠʷ ʣʶʙʦʛʦ ʚʠʜʘ ʠʥʬʦʨʤʘʮʠʠ ʚ 

ʩʪʝʛʦʢʦʥʪʝʡʥʝʨʝ, ʥʘʧʨʠʤʝʨ, ʬʦʪʦʛʨʘʬʠʶ ʪʘʢ, ʯʪʦ ʚʠʟʫʘʣʴʥʦ ʛʣʘʟ ʯʝʣʦʚʝʢʘ ʥʝ 

ʩʤʦʞʝʪ ʦʪʣʠʯʠʪʴ ʠʩʭʦʜʥʫʶ ʬʦʪʦʛʨʘʬʠʶ ʦʪ ʬʦʪʦʛʨʘʬʠʠ ʩ ʚʥʝʜʨʝʥʥʦʡ 

ʠʥʬʦʨʤʘʮʠʝʡ. ɺ ʦʪʣʠʯʠʝ ʦʪ ʢʨʠʧʪʦʛʨʘʬʠʠ, ʛʜʝ ʩʘʤʦ ʩʫʱʝʩʪʚʦʚʘʥʠʝ 

ʩʦʦʙʱʝʥʠʷ ʥʝ ʟʘʤʘʩʢʠʨʦʚʘʥʦ, ʥʝʠʟʚʝʩʪʥʦ ʣʠʰʴ ʝʛʦ ʩʦʜʝʨʞʘʥʠʝ, ʚ ʩʝʢʨʝʪʝ 

ʦʩʪʘʝʪʩʷ ʩʘʤ ʬʘʢʪ ʧʝʨʝʜʘʯʠ ʠʥʬʦʨʤʘʮʠʠ.  ɺ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʥʘʙʣʶʜʘʝʪʩʷ 

ʟʥʘʯʠʪʝʣʴʥʳʡ ʠʥʪʝʨʝʩ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʭʘʦʪʠʯʝʩʢʠʭ ʨʝʰʝʥʠʡ ʧʨʦʩʪʳʭ 

ʥʝʣʠʥʝʡʥʳʭ ʩʠʩʪʝʤ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʜʘʥʥʳʭ. ʈʘʩʩʤʦʪʨʠʤ, ʦʜʠʥ ʠʟ 

ʧʨʝʜʣʦʞʝʥʥʳʭ ʤʝʪʦʜʦʚ. 

ɺ ʵʪʦʤ ʤʝʪʦʜʝ ʜʦʩʪʫʧʥʦʝ ʬʘʟʦʚʦʝ ʧʨʦʩʪʨʘʥʩʪʚʦ ʜʚʫʭ ʩʚʷʟʘʥʥʳʭ 

ʣʦʛʠʩʪʠʯʝʩʢʠʭ ʫʨʘʚʥʝʥʠʡ ʨʘʟʜʝʣʷʝʪʩʷ ʥʘ ʙʣʦʢʠ 94ʭ94, ʢʘʞʜʳʡ ʠʟ ʢʦʪʦʨʳʭ 

ʩʚʷʟʘʥ ʩ ʧʘʨʦʡ ʙʫʢʚ [1]. ʆʪʧʨʘʚʠʪʝʣʴ ʜʝʣʠʪ ʩʚʦʠ ʩʦʦʙʱʝʥʠʷ ʥʘ ʧʘʨʳ ʙʫʢʚ ʠ 

ʦʧʨʝʜʝʣʷʝʪ ʜʣʷ ʢʘʞʜʦʡ ʠʟ ʧʘʨʳ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʷʯʝʡʢʫ ʚ ʬʘʟʦʚʦʤ 

ʧʨʦʩʪʨʘʥʩʪʚʝ. ɼʣʷ ʵʪʦʛʦ ʜʚʘ ʩʚʷʟʘʥʥʳʭ ʣʦʛʠʩʪʠʯʝʩʢʠʭ ʫʨʘʚʥʝʥʠʷ 

ʠʪʝʨʘʮʠʦʥʥʦ ʧʦʚʪʦʨʷʶʪʩʷ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʭʘʦʪʠʯʝʩʢʘʷ ʪʨʘʝʢʪʦʨʠʷ ʥʝ 

ʜʦʩʪʠʛʥʝʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʷʯʝʡʢʠ.  

ʉʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʥʦʤʝʨ ʠʪʝʨʘʮʠʠ ʧʨʝʦʙʨʘʟʫʝʪʩʷ ʚ ʝʛʦ ʵʢʚʠʚʘʣʝʥʪʥʳʡ 

ʜʚʦʠʯʥʳʡ ʢʦʜ. ɼʚʦʠʯʥʳʝ ʜʘʥʥʳʝ ʚʩʪʨʘʠʚʘʶʪʩʷ ʚ ʠʟʦʙʨʘʞʝʥʠʝ, ʠʩʧʦʣʴʟʫʷ 

ʩʪʘʥʜʘʨʪʥʫʶ ʩʪʝʛʘʥʦʛʨʘʬʠʯʝʩʢʫʶ ʪʝʭʥʠʢʫ, ʠ ʟʘʪʝʤ ʦʥʦ ʧʝʨʝʜʘʝʪʩʷ ʥʘ 

ʧʨʠʝʤʥʠʢ. ʇʨʠʝʤʥʠʢ ʚʳʧʦʣʥʷʝʪ ʦʙʨʘʪʥʫʶ ʦʧʝʨʘʮʠʶ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʪʝʢʩʪʘ. ɸʥʘʣʦʛʠʯʥʳʡ ʧʨʦʮʝʩʩ ʧʦʚʪʦʨʷʝʪʩʷ ʜʣʷ ʚʩʝʭ ʪʘʢʠʭ ʧʘʨ ʙʫʢʚ. 

ɼʣʷ ʧʦʚʳʰʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʚʳʰʝʦʧʠʩʘʥʥʘʷ ʤʝʪʦʜʠʢʘ ʤʦʞʝʪ ʙʳʪʴ 

ʧʨʝʦʙʨʘʟʦʚʘʥʘ ʩ ʧʦʤʦʱʴʶ ʜʚʫʤʝʨʥʦʛʦ ʦʪʦʙʨʘʞʝʥʠʷ ɸʨʥʦʣʴʜʘ. 

 1 (mod1)n n nx x y+= + , (1) 

 1 2 (mod1)n n ny y y+= + . (2) 

ʇʘʨʘ ʬʦʨʤʫʣ (1,2) ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʦʧʠʩʘʥʠʝ ʦʪʦʙʨʘʞʝʥʠʷ ɸʨʥʦʣʴʜʘ [2]. 

ʇʨʝʣʝʩʪʴ ʵʪʦʡ ʩʠʩʪʝʤʳ ʚ ʪʦʤ, ʯʪʦ ʦʥʘ ʥʝ ʠʤʝʝʪ ʥʠʢʘʢʠʭ ʧʘʨʘʤʝʪʨʦʚ. ʇʦʵʪʦʤʫ 

ʝʜʠʥʩʪʚʝʥʥʳʤ ʢʣʶʯʦʤ ʙʫʜʝʪ ʥʘʯʘʣʴʥʳʝ ʫʩʣʦʚʠʷ. ʉʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʝʩʣʠ 

ʚʟʣʦʤʱʠʢ ʢʨʠʧʪʳ ʥʘʯʥʝʪ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʧʝʨʝʜʘʚʘʝʤʦʝ ʩʦʦʙʱʝʥʠʝ, ʪʦ ʤʦʞʥʦ 

ʧʨʦʩʪʦ ʠʟʤʝʥʠʪʴ ʥʘʯʘʣʴʥʳʝ ʫʩʣʦʚʠʷ. 

ɽʩʣʠ ʠʟʤʝʥʠʪʴ ʭʦʪʷ ʙʳ ʦʜʥʫ ʮʠʬʨʫ ʥʘʯʘʣʴʥʦʛʦ ʫʩʣʦʚʠʷ, ʧʦʣʫʯʠʪʩʷ 

ʩʦʚʝʨʰʝʥʥʦ ʜʨʫʛʦʝ ʟʘʰʠʬʨʦʚʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʜʣʷ ʦʜʥʦ ʠ ʪʦʛʦ ʞʝ ʪʝʢʩʪʘ. 
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ʅʘʧʨʠʤʝʨ, ʩʦʦʙʱʝʥʠʝ "Hi" ʟʘʰʠʬʨʦʚʘʥʦ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʥʘʯʘʣʴʥʳʭ 

ʟʥʘʯʝʥʠʡ0,234599786nx =  ʠ 0,546756776ny =  , ʚʳʜʘʝʪʩʷ ʟʘʰʠʬʨʦʚʘʥʥʳʡ 

ʢʦʜ 9772, ʜʣʷ 0,234599867nx =  ʠ 0,546756677ny = , ʚʳʜʘʝʪʩʷ ʢʦʜ 1258. 

ɺʥʝʜʨʝʥʠʝ ʚ ʠʟʦʙʨʘʞʝʥʠʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʘʣʛʦʨʠʪʤʘ LSB. 

ʆʥ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʚ ʙʠʪʦʚʦʡ ʢʘʨʪʝ ʠʟʦʙʨʘʞʝʥʠʷ ʧʦʜʤʝʥʷʶʪʩʷ 

ʧʦʩʣʝʜʥʠʝ ʙʠʪʳ ʥʘ ʙʠʪʳ ʧʝʨʝʜʘʚʘʝʤʦʛʦ ʩʦʦʙʱʝʥʠʷ [3]. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʠʟʦʙʨʘʞʝʥʠʝ ʥʝ ʤʝʥʷʝʪʩʷ ʜʣʷ ʚʦʩʧʨʠʷʪʠʷ ʛʣʘʟʦʤ. 

ʈʝʟʫʣʴʪʘʪʳ ʧʦʢʘʟʘʣʠ, ʯʪʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʜʚʫʭʤʝʨʥʳʭ ʭʘʦʪʠʯʝʩʢʠʭ 

ʫʨʘʚʥʝʥʠʡ ʧʨʠʚʝʣʠ ʢ ʥʘʠʙʦʣʝʝ ʫʩʧʝʰʥʦʡ ʧʝʨʝʜʘʯʝ ʩʦʦʙʱʝʥʠʷ, ʥʝʞʝʣʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʜʥʦʤʝʨʥʦʛʦ ʭʘʦʪʠʯʝʩʢʦʛʦ ʫʨʘʚʥʝʥʠʷ, ʪʘʢ ʢʘʢ ʦʥʦ ʠʤʝʝʪ 

ʥʝʢʦʪʦʨʳʝ ʦʛʨʘʥʠʯʝʥʠʷ. ʊʘʢʦʡ ʧʦʜʭʦʜ ʪʨʝʙʫʝʪ ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʚ ʜʚʘ ʨʘʟʘ 

ʙʦʣʴʰʝ ʧʘʤʷʪʠ, ʯʝʤ ʦʨʠʛʠʥʘʣ ʩʦʦʙʱʝʥʠʷ. ʕʪʦ ʤʦʞʝʪ ʙʳʪʴ ʥʝʞʝʣʘʪʝʣʴʥʦ ʧʨʠ 

ʰʠʬʨʦʚʘʥʠʠ ʠ ʧʝʨʝʜʘʯʝ ʙʦʣʴʰʦʛʦ ʦʙʲʝʤʘ ʜʘʥʥʳʭ ʯʝʨʝʟ ʩʝʪʴ ʢ ʧʨʠʝʤʥʠʢʫ. 
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ɸʊɸʂʀ ʅɸ ʂʀɹɽʈʌʀɿʀʏɽʂʀɽ ʉʀʉʊɽʄʓ
5
 

ʄʠʭʘʡʣʦʚʘ ɺ. ɼ., ʆʣʝʬʠʨʝʥʢʦ ɽ. ʕ., ʐʫʣʠʢʘ ʄ. ɻ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ 

ɹʘʩʘʥ ɽ.ʉ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 
 

ʀʥʪʝʣʣʝʢʪʫʘʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʩʣʦʞʥʝʝ ʙʣʘʛʦʜʘʨʷ 

ʠʥʪʝʛʨʘʮʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʢʦʥʮʝʧʮʠʡ. ʆʙʦʙʱʘʶʱʝʝ 

ʥʘʟʚʘʥʠʝ ʜʣʷ ʪʘʢʠʭ ʫʩʪʨʦʡʩʪʚ ï ʵʪʦ ʪʝʨʤʠʥ ʢʠʙʝʨʬʠʟʠʯʝʩʢʠʝ ʩʠʩʪʝʤʳ.  

ʂʠʙʝʨʬʠʟʠʯʝʩʢʘʷ ʩʠʩʪʝʤʘ (ʂʌʉ) ï ʪɻʦ ʢʦʤʧʣʝʢʩʥʘʷ ʩʠʩʪʝʤʘ, ʩʦʩʪʦʷʱʘʷ 

ʠʟ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʠ ʬʠʟʠʯʝʩʢʠʭ ʵʣʝʤʝʥʪʦʚ. ɺʳʯʠʩʣʠʪʝʣʴʥʘʷ ʯʘʩʪʴ ʪʘʢʠʭ 

ʩʠʩʪʝʤ ʧʦʟʚʦʣʷʝʪ ʩʦʙʠʨʘʪʴ ʠ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ, ʘ ʪʘʢʞʝ ʫʧʨʘʚʣʷʪʴ 

ʬʠʟʠʯʝʩʢʠʤʠ ʧʨʦʮʝʩʩʘʤʠ. 

ʄʦʞʥʦ ʚʳʜʝʣʠʪʴ ʩʣʝʜʫʶʱʠʝ ʢʣʶʯʝʚʳʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʪʝʥʜʝʥʮʠʠ, 

ʢʦʪʦʨʳʝ ʣʝʞʘʪ ʚ ʦʩʥʦʚʝ ʂʌʉ: ʙʦʣʴʰʠʝ ʜʘʥʥʳʝ ʠ ʘʥʘʣʠʪʠʢʘ (Big Data), 

ʘʚʪʦʥʦʤʥʳʝ ʨʦʙʦʪʳ, ʤʦʜʝʣʠʨʦʚʘʥʠʝ ʠ ʩʠʤʫʣʷʪʦʨʳ, ʦʙʣʘʯʥʳʝ ʚʳʯʠʩʣʝʥʠʷ, 

ʀʥʪʝʨʥʝʪ ʚʝʱʝʡ, ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ, 3D-ʧʝʯʘʪʴ, ʜʦʧʦʣʥʝʥʥʘʷ 

ʨʝʘʣʴʥʦʩʪʴ [1]. 

ɹʳʩʪʨʳʡ ʨʦʩʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʂʌʉ ʧʨʠʚʦʜʠʪ ʢ ʨʷʜʫ ʧʨʦʙʣʝʤ ʩ 

ʙʝʟʦʧʘʩʥʦʩʪʴʶ. ɿʘʯʘʩʪʫʶ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʥʝ ʟʘʜʫʤʳʚʘʶʪʩʷ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦ 

ʚʨʝʤʷ ʨʘʟʨʘʙʦʪʢʠ, ʦʩʪʘʚʣʷʷ ʵʪʦʪ ʚʘʞʥʳʡ ʚʦʧʨʦʩ ʥʘ ʧʦʪʦʤ. ɺʩʝ ʩʣʘʙʳʝ ʤʝʩʪʘ, 

ʢʦʪʦʨʳʝ ʧʦʷʚʣʷʶʪʩʷ ʚʩʣʝʜʩʪʚʠʝ ʵʪʦʛʦ, ʷʚʣʷʶʪʩʷ ʧʨʠʤʘʥʢʦʡ ʜʣʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ.  

ɼʦʧʫʩʪʠʤ, ʯʪʦ ʢʘʢʦʡ-ʥʠʙʫʜʴ ʢʦʤʧʦʥʝʥʪ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʠʤʝʝʪ 

ʫʷʟʚʠʤʦʩʪʴ. ʅʘʧʨʠʤʝʨ, ʫ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʠʤʝʝʪʩʷ ʫʷʟʚʠʤʦʩʪʴ 

ʤʠʢʨʦʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʩʫʱʝʩʪʚʫʶʱʘʷ ʠʟ-ʟʘ ʥʝʜʦʩʪʘʪʦʯʥʦʡ 

ʧʨʦʚʝʨʢʠ ʚʭʦʜʥʳʭ ʜʘʥʥʳʭ. ʕʢʩʧʣʫʘʪʘʮʠʷ ʵʪʦʡ ʫʷʟʚʠʤʦʩʪʠ ʤʦʞʝʪ ʧʦʟʚʦʣʠʪʴ 

ʥʘʨʫʰʠʪʝʣʶ, ʜʝʡʩʪʚʫʶʱʝʤʫ ʫʜʘʣʸʥʥʦ, ʧʦʣʫʯʠʪʴ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ 

ʜʦʩʪʫʧ ʢ ʟʘʱʠʱʘʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʋʩʧʝʰʥʘʷ ʨʝʘʣʠʟʘʮʠʷ ʘʪʘʢʠ ʜʘʸʪ ʧʦʣʥʫʶ ʩʚʦʙʦʜʫ ʜʝʡʩʪʚʠʡ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ. ʊʘʢ ʥʘʟʳʚʘʝʤʳʝ ʢʠʙʝʨʫʛʨʦʟʳ ʚʣʠʷʶʪ ʥʘ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʮʝʣʦʩʪʥʦʩʪʴ, ʜʦʩʪʫʧʥʦʩʪʴ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʴ. ʅʘʨʫʰʝʥʠʝ 

ʭʦʪʷ ʙʳ ʦʜʥʦʛʦ ʩʚʦʡʩʪʚʘ ʠʥʬʦʨʤʘʮʠʠ ʤʦʞʝʪ ʧʦʚʣʝʯʴ ʟʘ ʩʦʙʦʡ ʙʦʣʴʰʠʝ 

ʧʦʪʝʨʠ ʠ ʫʙʳʪʢʠ. 

ʉʦʛʣʘʩʥʦ ʘʥʘʣʠʪʠʢʝ ʩʘʡʪʘ POSITIVE TECHNOLOGIES, ʢʦʣʠʯʝʩʪʚʦ 

ʢʠʙʝʨʘʪʘʢ ʩʪʨʝʤʠʪʝʣʴʥʦ ʨʘʩʪʸʪ ʠʟ ʢʚʘʨʪʘʣʘ ʚ ʢʚʘʨʪʘʣ. ʅʘʠʙʦʣʝʝ ʯʘʩʪʦ 

ʢʠʙʝʨʘʪʘʢʘʤ ʚ 2019 ʛʦʜʫ ʧʦʜʚʝʨʛʘʣʠʩʴ ʛʦʩʫʯʨʝʞʜʝʥʠʷ, ʧʨʦʤʳʰʣʝʥʥʦʩʪʴ, 

ʤʝʜʠʮʠʥʘ, ʩʬʝʨʘ ʥʘʫʢʠ ʠ ʦʙʨʘʟʦʚʘʥʠʷ, ʬʠʥʘʥʩʦʚʘʷ ʦʪʨʘʩʣʴ ɺʨʝʜʦʥʦʩʥʦʝ ʇʆ 

ʚ ʩʦʯʝʪʘʥʠʠ ʩ ʤʝʪʦʜʘʤʠ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ ʪʘʢʞʝ ʦʩʪʘʸʪʩʷ ʦʩʥʦʚʥʳʤ 

ʦʨʫʞʠʝʤ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ [2]. 

                                                 
5
 ʈʘʙʦʪʘ ʚʳʧʦʣʥʝʥʘ ʧʨʠ ʧʦʜʜʝʨʞʢʝ ʛʨʘʥʪʘ ʈʌʌʀ 18-07-00212  
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çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʨʘʟʤʝʩʪʠʣʘ ʙʦʣʝʝ 50 çʣʦʚʫʰʝʢè Honey Pot ʧʦ 

ʚʩʝʤʫ ʤʠʨʫ. ʅʘ ʦʩʥʦʚʝ ʧʦʣʫʯʝʥʥʳʭ ʜʘʥʥʳʭ ʦʥʠ ʩʦʩʪʘʚʣʷʶʪ ʩʪʘʪʠʩʪʠʢʫ. 

ɹʦʣʴʰʠʥʩʪʚʦ ʧʦʟʠʮʠʡ ʨʝʡʪʠʥʛʘ ʟʘʥʠʤʘʶʪ ʨʘʟʣʠʯʥʳʝ ʤʦʜʠʬʠʢʘʮʠʠ ʪʨʦʷʥʦʚ. 

ʇʦʧʫʣʷʨʥʳʤʠ ʮʝʣʷʤʠ ʙʳʣʠ ʩʣʫʞʙʳ ʫʜʘʣʝʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʘ ʪʘʢʞʝ 

ʙʘʟʳ ʜʘʥʥʳʭ ʠ ʚʝʙ-ʩʝʨʚʝʨʳ [4]. 

ɼʘʣʝʝ ʧʨʠʚʝʜʝʥʳ ʥʝʩʢʦʣʴʢʦ ʧʨʠʤʝʨʦʚ ʘʪʘʢ, ʢʦʪʦʨʳʝ ʧʦʢʘʞʫʪ 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʦʡ ʠʣʠ ʠʥʦʡ 

ʩʠʩʪʝʤʳ. 

ʅʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʳ DoS-ʘʪʘʢʠ, ʦʩʫʱʝʩʪʚʣʷʶʱʠʝ ʧʝʨʝʧʦʣʥʝʥʠʝ 

ʧʦʣʦʩʳ ʧʨʦʧʫʩʢʘʥʠʷ. ʕʪʠ ʘʪʘʢʠ ʩʚʷʟʘʥʳ ʩ ʙʦʣʴʰʠʤ ʢʦʣʠʯʝʩʪʚʦʤ ʦʙʳʯʥʦ 

ʙʝʩʩʤʳʩʣʝʥʥʳʭ ʠʣʠ ʩʬʦʨʤʠʨʦʚʘʥʥʳʭ ʚ ʥʝʧʨʘʚʠʣʴʥʦʤ ʬʦʨʤʘʪʝ ʟʘʧʨʦʩʦʚ ʢ 

ʢʦʤʧʴʶʪʝʨʥʦʡ ʩʠʩʪʝʤʝ ʠʣʠ ʩʝʪʝʚʦʤʫ ʦʙʦʨʫʜʦʚʘʥʠʶ, ʠʤʝʶʱʘʷ ʩʚʦʝʡ ʮʝʣʴʶ 

ʠʣʠ ʧʨʠʚʝʜʰʘʷ ʢ ʦʪʢʘʟʫ ʚ ʨʘʙʦʪʝ ʩʠʩʪʝʤʳ ʠʟ-ʟʘ ʠʩʯʝʨʧʘʥʠʷ ʩʠʩʪʝʤʥʳʭ 

ʨʝʩʫʨʩʦʚ ï ʧʨʦʮʝʩʩʦʨʘ, ʧʘʤʷʪʠ ʠʣʠ ʢʘʥʘʣʦʚ ʩʚʷʟʠ. ʊʘʢʠʝ ʘʪʘʢʠ ʥʘʟʳʚʘʶʪʩʷ 

ʬʣʫʜʦʤ (ʘʥʛʣ. flood ï çʥʘʚʦʜʥʝʥʠʝè, çʧʝʨʝʧʦʣʥʝʥʠʝè) ʠ ʠʤʝʶʪ ʥʝʩʢʦʣʴʢʦ 

ʨʘʟʥʦʚʠʜʥʦʩʪʝʡ. 

ʎʝʣʴ ʘʪʘʢʠ SYN Flood ï ʚʳʟʚʘʪʴ ʧʝʨʝʨʘʩʭʦʜ ʨʝʩʫʨʩʦʚ ʩʠʩʪʝʤʳ. ʆʪʢʘʟ ʚ 

ʦʙʩʣʫʞʠʚʘʥʠʠ ʥʘʩʪʫʧʘʝʪ ʧʨʠ ʧʦʪʦʢʝ SYN Flood ʦʪ 100 ʜʦ 500 ʪʳʩ. ʧʘʢʝʪʦʚ ʟʘ 

ʩʝʢʫʥʜʫ. ɸ ʟʣʦʫʤʳʰʣʝʥʥʠʢ, ʠʤʝʷ ʭʦʪʷ ʙʳ ʛʠʛʘʙʠʪʥʳʡ ʢʘʥʘʣ, ʧʦʣʫʯʘʝʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʥʘʧʨʘʚʠʪʴ ʧʦʪʦʢ ʜʦ 1,5 ʤʣʥ ʧʘʢʝʪʦʚ ʚ ʩʝʢʫʥʜʫ [3]. 

ʈʝʘʣʠʟʦʚʘʪʴ ʘʪʘʢʫ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ metasploit framework. ɼʣʷ ʟʘʧʫʩʢʘ 

metasploit framework ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ: 

- sudo msfconsole 

ɼʣʷ ʧʝʨʝʭʦʜʘ ʚ ʨʘʟʜʝʣ synflood: 

- use auxiliary/dos/tcp/synflood 

ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʦʧʮʠʡ: 

- show options 

ʉ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ set çʦʧʮʠʷè çʟʥʘʯʝʥʠʝè ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʫʢʘʟʘʪʴ 

ʠʥʪʝʨʬʝʡʩ, ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ ʜʣʷ ʦʪʧʨʘʚʢʠ, ʘʜʨʝʩ ʠ ʧʦʨʪ ʮʝʣʠ, ʘʜʨʝʩ ʠ ʧʦʨʪ 

ʩ ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʦʪʧʨʘʚʢʘ, ʚʨʝʤʷ ʟʘʜʝʨʞʢʠ ʤʝʞʜʫ ʦʪʧʨʘʚʢʦʡ.  

ʀʩʧʦʣʴʟʫʝʤʳʝ ʥʘʩʪʨʦʡʢʠ: 

- INTERFACE  wlp2s0; 

- RHOST      192.168.0.58; 

- RPORT      80; 

- SNAPLEN    65535; 

- TIMEOUT    500; 

ɸʪʘʢʘ ʟʘʧʫʩʢʘʝʪʩʷ ʢʦʤʘʥʜʦʡ run. 

ɸʪʘʢʫ TCP SYN Flood ʜʦʚʦʣʴʥʦ ʣʝʛʢʦ ʦʙʥʘʨʫʞʠʪʴ ʩ ʧʦʤʦʱʴʶ 

ʩʥʠʬʬʝʨʘ Wireshark. ɽʝ ʥʘʯʘʣʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʨʘʟʫ ʞʝ ʜʦʣʞʥʳ 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʧʦ ʨʝʟʢʦ ʚʦʟʨʦʩʰʝʤʫ ʧʦʪʦʢʫ TCP-ʪʨʘʬʠʢʘ. ʂʘʢ ʠ 

ʩʣʝʜʦʚʘʣʦ ʦʞʠʜʘʪʴ, ʦʩʥʦʚʥʳʤ ʧʨʠʟʥʘʢʦʤ ʠʤʝʥʥʦ ʵʪʦʡ ʘʪʘʢʠ ʷʚʣʷʝʪʩʷ 
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ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ ʩ ʬʣʘʛʦʤ SYN, ʧʦʣʫʯʘʝʤʳʭ ʘʪʘʢʫʝʤʳʤ 

ʩʝʨʚʝʨʦʤ. ʇʨʠʤʝʨ ʪʘʢʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʧʘʢʝʪʦʚ ʤʦʞʥʦ ʫʚʠʜʝʪʴ ʥʘ ʈʠʩʫʥʦʢ 1. 

 

ʈʠʩʫʥʦʢ 1 ï ʆʙʥʘʨʫʞʝʥʠʝ ʘʪʘʢʠ TCP SYN Flood ʩ ʧʦʤʦʱʴʶ Wireshark 

ʂʘʢ ʤʦʞʥʦ ʟʘʤʝʪʠʪʴ, ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ TCP-

ʧʘʢʝʪʦʚ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʬʣʘʛʦʤ SYN ʙʝʟ ʧʦʩʣʝʜʫʶʱʝʛʦ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʥʘ 

ʟʘʧʨʦʩ ʩʝʨʚʝʨʘ, ʧʦʣʫʯʝʥʥʳʭ ʩ ʦʯʝʥʴ ʤʘʣʦʡ ʨʘʟʥʠʮʝʡ ʚʦ ʚʨʝʤʝʥʠ. 

ɿʘʱʠʪʘ ʦʪ ʪʠʧʘ ʘʪʘʢ SYN-Flood ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩʨʝʜʩʪʚʘʤʠ DPI-

ʩʠʩʪʝʤ, ʢʦʪʦʨʳʝ ʩʧʦʩʦʙʥʳ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʧʨʦʭʦʜʷʱʠʡ 

ʯʝʨʝʟ ʥʠʭ ʪʨʘʬʠʢ. ʉʠʩʪʝʤʘ ʩʧʝʨʚʘ ʦʙʥʘʨʫʞʠʚʘʝʪ ʘʪʘʢʫ ʧʦ ʧʨʝʚʳʰʝʥʠʶ 

ʟʘʜʘʥʥʦʛʦ ʧʦʨʦʛʘ ʥʝʧʦʜʪʚʝʨʞʜʝʥʥʳʭ ʢʣʠʝʥʪʦʤ SYN-ʟʘʧʨʦʩʦʚ, ʘ ʟʘʪʝʤ 

ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ, ʚʤʝʩʪʦ ʟʘʱʠʱʘʝʤʦʛʦ ʩʘʡʪʘ, ʥʘ ʥʠʭ ʦʪʚʝʯʘʝʪ. TCP-ʩʝʩʩʠʷ 

ʦʨʛʘʥʠʟʫʝʪʩʷ ʩ ʟʘʱʠʱʘʝʤʳʭ ʩʘʡʪʦʚ ʧʦʩʣʝ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʟʘʧʨʦʩʘ ʢʣʠʝʥʪʦʤ 

[3]. 

ʅʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʦʮʝʥʢʘ ʨʠʩʢʦʚ ʠ ʫʛʨʦʟ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʦʩʪʘʚʣʝʥʠʝ ʜʦʢʫʤʝʥʪʘʮʠʠ ʠ ʦʧʨʝʜʝʣʝʥʠʝ ʤʝʨ ʧʦ ʧʦʚʳʰʝʥʠʶ 

ʫʨʦʚʥʷ ʟʘʱʠʱʝʥʥʦʩʪʠ ʧʨʦʚʦʜʠʪʩʷ, ʢʘʢ ʧʨʘʚʠʣʦ, ʵʢʩʧʝʨʪʦʤ ʠʣʠ ʩʧʝʮʠʘʣʠʩʪʦʤ 

ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺ ʩʣʫʯʘʝ ʨʝʘʣʠʟʘʮʠʠ ʥʘ ʩʠʩʪʝʤʫ 

ʢʠʙʝʨ-ʬʠʟʠʯʝʩʢʦʛʦ ʚʦʟʜʝʡʩʪʚʠʷ ʤʦʛʫʪ ʥʘʩʪʫʧʠʪʴ ʥʝ ʪʦʣʴʢʦ ʥʝʛʘʪʠʚʥʳʝ 

ʵʢʦʥʦʤʠʯʝʩʢʠʝ ʧʦʩʣʝʜʩʪʚʠʷ, ʥʦ ʠ ʙʦʣʝʝ ʩʝʨʴʝʟʥʳʝ ʩʚʷʟʘʥʥʳʝ, ʚ ʪʦʤ ʯʠʩʣʝ, ʩ 

ʯʝʣʦʚʝʯʝʩʢʠʤʠ ʞʠʟʥʷʤʠ. ɺ ʩʚʷʟʠ ʩ ʨʦʩʪʦʤ ʧʦʧʫʣʷʨʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ çʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡè ʠ ʦʜʥʦʚʨʝʤʝʥʥʳʤ ʨʦʩʪʦʤ ʢʦʣʠʯʝʩʪʚʘ ʫʛʨʦʟ, 

ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʧʦʩʪʦʷʥʥʦ 

ʫʚʝʣʠʯʠʚʘʶʱʠʤʩʷ ʦʙʲʸʤʘ ʠ ʩʣʦʞʥʦʩʪʴʶ ʟʥʘʥʠʡ ʚ ʧʦʜʦʙʥʳʭ ʩʠʩʪʝʤʘʭ, 

ʚʦʟʥʠʢʘʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʩʦʟʜʘʥʠʷ ʧʦʣʥʦʤʘʩʰʪʘʙʥʦʡ ʙʘʟʳ ʟʥʘʥʠʡ ʚ ʦʙʣʘʩʪʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ çʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡè. 

ʉʝʡʯʘʩ ʫ ʢʘʞʜʦʛʦ ʯʝʣʦʚʝʢʘ ʝʩʪʴ ʫʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʝʨʝʜʘʚʘʪʴ 

ʜʘʥʥʳʝ, ʘ ʪʘʢʞʝ ʚʳʭʦʜʠʪʴ ʚ ʀʥʪʝʨʥʝʪ ʠ ʧʝʨʝʜʘʚʘʪʴ ʣʶʙʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ɺʘʞʥʦ ʦʙʝʟʦʧʘʩʠʪʴ ʩʝʙʷ ʠ ʩʚʦʶ ʠʥʬʦʨʤʘʮʠʶ ʦʪ ʜʨʫʛʠʭ ʣʠʮ, ʚʝʜʴ ʩʪʝʧʝʥʴ 

ʩʝʢʨʝʪʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ ʙʳʚʘʝʪ ʨʘʟʥʦʡ. ʇʦʵʪʦʤʫ ʥʫʞʥʦ ʩʣʝʜʦʚʘʪʴ ʧʨʘʚʠʣʘʤ 

ʢʠʙʝʨʛʠʛʠʝʥʳ, ʚʝʜʴ ʫ ʢʘʞʜʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʠ ʫ ʢʘʞʜʦʡ ʩʝʪʠ ʝʩʪʴ ʫʷʟʚʠʤʦʩʪʠ.  
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ʂʠʙʝʨʛʠʛʠʝʥʘ ï ʵʪʦ ʧʨʘʚʠʣʘ ʩʦʙʣʶʜʝʥʠʷ ʧʨʦʩʪʳʭ ʧʨʘʚʠʣ ʮʠʬʨʦʚʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠ ʨʘʙʦʪʝ ʩ ʀʥʪʝʨʥʝʪʦʤ. ʆʥʠ ʧʦʭʦʞʠ ʥʘ ʧʨʘʚʠʣʘ ʣʠʯʥʦʡ 

ʛʠʛʠʝʥʳ: ʩ ʦʜʥʦʡ ʩʪʦʨʦʥʳ, ʢʠʙʝʨʛʠʛʠʝʥʘ ʧʦ ʩʚʦʝʡ ʩʫʪʠ ʪʘʢʘʷ ʞʝ 

ʵʣʝʤʝʥʪʘʨʥʘʷ, ʘ ʩ ʜʨʫʛʦʡ ï ʥʝʦʙʭʦʜʠʤʘ ʥʘ ʫʨʦʚʥʝ ʝʞʝʜʥʝʚʥʦʡ ʧʨʠʚʳʯʢʠ [5]. 

ɼʣʷ ʩʦʙʣʶʜʝʥʠʷ ʰʘʛʦʚ ʢʠʙʝʨʯʠʩʪʦʪʳ ʩʫʱʝʩʪʚʫʶʪ ʘʥʪʠʚʠʨʫʩʥʳʝ ʇʆ. 

ʊʘʢʠʤʠ ʘʥʪʠʚʠʨʫʩʥʳʤʠ ʧʨʦʛʨʘʤʤʘʤʠ ʷʚʣʷʪʴʩʷ: çDr.Webè ʠ çKasperskyè.  

ʂʦʤʧʘʥʠʷ çDr.Webè ʦʪʩʣʝʞʠʚʘʝʪ ʪʨʦʷʥʳ ʠ ʜʨʫʛʠʝ ʫʛʨʦʟʳ ʜʣʷ çʫʤʥʳʭè 

ʫʩʪʨʦʡʩʪʚ. ɼʣʷ ʵʪʦʛʦ ʩʦʟʜʘʣʠ ʣʦʚʫʰʢʠ, ʢʦʪʦʨʳʝ ʠʤʠʪʠʨʫʶʪ ʨʘʟʣʠʯʥʳʝ ʪʠʧʳ 

çʫʤʥʳʭè ʫʩʪʨʦʡʩʪʚ ʠ ʨʝʛʠʩʪʨʠʨʫʶʪ ʧʦʧʳʪʢʠ ʠʭ ʟʘʨʘʞʝʥʠʷ. ʂʦʤʧʘʥʠʷ 

ʩʦʙʠʨʘʝʪ ʩʪʘʪʠʩʪʠʢʫ ʠ ʠʥʬʦʨʤʠʨʫʝʪ ʩʚʦʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʙʦ ʚʩʝʭ 

ʠʥʪʝʨʝʩʥʳʭ ʩʦʙʳʪʠʷʭ ʚ ʵʪʦʡ ʩʬʝʨʝ [6]. 

çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʪʦʞʝ ʟʘʥʠʤʘʝʪʩʷ ʦʙʝʩʧʝʯʝʥʠʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʬʝʨʳ IoT. Kaspersky ʨʘʟʨʘʙʦʪʘʣ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʝ ʛʨʘʞʜʘʥʩʢʠʤ 

ʙʝʩʧʠʣʦʪʥʠʢʘʤ. ʕʪʠ ʫʩʪʨʦʡʩʪʚʘ ʧʨʝʜʩʪʘʚʣʷʶʪ ʙʦʣʴʰʫʶ ʦʧʘʩʥʦʩʪʴ. ʇʆ 

ʧʦʟʚʦʣʷʝʪ, ʥʝ ʧʦʚʨʝʞʜʘʷ ʜʨʦʥ, ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʝʛʦ ʥʝʞʝʣʘʪʝʣʴʥʦʝ 

ʧʨʦʥʠʢʥʦʚʝʥʠʝ ʥʘ ʨʘʟʣʠʯʥʳʝ ʦʙʲʝʢʪʳ, ʥʘʧʨʠʤʝʨ ʥʘ ʦʭʨʘʥʷʝʤʫʶ ʪʝʨʨʠʪʦʨʠʶ 

ʢʨʫʧʥʳʭ ʧʨʦʤʳʰʣʝʥʥʳʭ ʧʨʝʜʧʨʠʷʪʠʡ, ʤʘʩʩʦʚʳʭ ʤʝʨʦʧʨʠʷʪʠʡ ʠ ʪ. ʜ. 

ʅʝʡʨʦʥʥʘʷ ʩʝʪʴ ʘʥʘʣʠʟʠʨʫʝʪ ʦʙʲʝʢʪ ʠ ʚʳʷʩʥʷʝʪ, ʜʨʦʥ ʵʪʦ ʠʣʠ ʥʝʪ. ɽʩʣʠ ʵʪʦ 

ʙʝʩʧʠʣʦʪʥʠʢ, ʪʦ ʚʢʣʶʯʘʝʪʩʷ ʤʦʜʫʣʴ ʛʣʫʰʝʥʠʷ, ʢʦʪʦʨʳʡ ʙʣʦʢʠʨʫʝʪ ʩʚʷʟʴ 

ʜʨʦʥʘ ʩ ʧʫʣʴʪʦʤ ʫʧʨʘʚʣʝʥʠʷ ʠ ʟʘʩʪʘʚʣʷʝʪ ʝʛʦ ʚʝʨʥʫʪʴʩʷ ʢ ʪʦʯʢʝ ʩʪʘʨʪʘ ʣʠʙʦ 

ʩʦʚʝʨʰʠʪʴ ʤʷʛʢʫʶ ʧʦʩʘʜʢʫ [7]. 

ʈʝʘʣʠʟʘʮʠʷ ʢʠʙʝʨʘʪʘʢ ʥʘ ʂʌʉ, ʩʚʷʟʘʥʥʘ ʩ ʨʘʟʣʠʯʥʳʤʠ ʦʪʨʘʩʣʷʤʠ 

ʜʝʷʪʝʣʴʥʦʩʪʠ, ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ ʬʠʥʘʥʩʦʚʦʤʫ ʫʱʝʨʙʫ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʡ ʠ 

ʛʦʩʫʜʘʨʩʪʚʘ, ʠ ʢ ʪʝʭʥʦʛʝʥʥʳʤ, ʠ ʢ ʵʢʦʣʦʛʠʯʝʩʢʠʤ ʢʘʪʘʩʪʨʦʬʘʤ. ʏʠʩʣʦ ʘʪʘʢ ʥʘ 

ʧʨʦʤʳʰʣʝʥʥʳʝ ʦʙʲʝʢʪʳ, ʢʘʢ ʧʦʢʘʟʳʚʘʝʪ ʩʪʘʪʠʩʪʠʢʘ, ʥʝʫʢʣʦʥʥʦ ʨʘʩʪʝʪ, ʯʪʦ 

ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʘʢʪʫʘʣʴʥʦʩʪʴ ʪʝʤʳ ʠʩʩʣʝʜʦʚʘʥʠʷ. 
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ʆɹɿʆʈ ʀ ɸʅɸʃʀɿ ʆʊʂʈʓʊʓʍ ʈɽɽʉʊʈʆɺ ʋʗɿɺʀʄʆʉʊɽʁ 

ɻʨʠʛʦʨʴʝʚʘ ʅ. ɺ., ɼʦʚʛʘʣʝʚ ʄ.ɸ. 

ʨʫʢʦʚʦʜʠʪʝʣʴ ï ʢ.ʪ.ʥ., ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʩʠʩʪʝʤ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʛʦ 

ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ʂʫʣʠʝʚ ʕ. ɺ. 

ʖʞʥʳʡ ʬʝʜʝʨʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ, ʛ. ʊʘʛʘʥʨʦʛ 

 

ɺ ʥʘʰʝ ʚʨʝʤʷ ʦʩʪʨʦ ʩʪʦʠʪ ʚʦʧʨʦʩ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ, ʧʦʵʪʦʤʫ 

ʧʨʦʚʦʜʷʪʩʷ ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʳʝ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʝ ʨʘʙʦʪʳ ʧʦ ʥʘʭʦʞʜʝʥʠʶ, 

ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʠʶ ʠ ʠʩʧʨʘʚʣʝʥʠʶ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʧʨʦʛʨʘʤʤʥʦ-ʘʧʧʘʨʘʪʥʦʤ 

ʦʙʝʩʧʝʯʝʥʠʠ. 

ʉʫʱʝʩʪʚʫʶʪ ʨʘʟʣʠʯʥʳʝ ʩʠʩʪʝʤʳ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ, ʢʘʢ 

ʧʨʘʚʠʣʦ ʦʥʠ ʚʳʜʝʣʷʶʪ ʢʣʘʩʩʳ ʫʛʨʦʟ, ʩʚʷʟʘʥʥʳʭ ʩ ʚʦʟʤʦʞʥʳʤ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʥʘʨʫʰʠʪʝʣʝʤ ʵʪʠʭ ʫʷʟʚʠʤʦʩʪʝʡ, ʦʜʥʘʢʦ ʚ ʵʪʠʭ ʩʠʩʪʝʤʘʭ 

ʫʷʟʚʠʤʦʩʪʠ ʦʧʠʩʳʚʘʶʪʩʷ ʚ ʦʙʱʝʤ ʧʣʘʥʝ. ʇʨʠ ʚʩʸʤ ʵʪʦʤ, ʢʣʘʩʩʠʬʠʢʘʮʠʷ 

ʫʷʟʚʠʤʦʩʪʝʡ ʷʚʣʷʝʪʩʷ ʦʩʥʦʚʘʥʠʝʤ ʜʣʷ ʧʦʩʪʨʦʝʥʠʷ ʤʦʜʝʣʠ ʫʛʨʦʟ.  

ʅʠʞʝ ʧʨʝʜʩʪʘʚʣʝʥ ʧʝʨʝʯʝʥʴ ʦʪʢʨʳʪʳʭ ʨʝʝʩʪʨʦʚ ʫʷʟʚʠʤʦʩʪʝʡ: 

1. ʈʝʝʩʪʨ ʫʷʟʚʠʤʦʩʪʝʡ ɹɼʋ ʌʉʊʕʂ ʈʦʩʩʠʠ 

ɺ ɹɼʋ ʌʉʊʕʂ ʈʦʩʩʠʠ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʦʜʝʨʞʠʪʩʷ ʥʝʩʢʦʣʴʢʦ ʩʦʪʝʥ 

ʟʘʧʠʩʝʡ, ʫ ʢʦʪʦʨʳʭ ʦʪʩʫʪʩʪʚʫʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ CVE, ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ 

ʜʘʥʥʳʭ ʟʘʧʠʩʝʡ ʥʝʪ ʚ ʘʤʝʨʠʢʘʥʩʢʠʭ ʙʘʟʘʭ. ɹʦʣʴʰʘʷ ʯʘʩʪʴ ʵʪʠʭ ʟʘʧʠʩʝʡ 

ʦʧʠʩʳʚʘʝʪ ʫʷʟʚʠʤʦʩʪʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʩʦʟʜʘʥʥʦʛʦ ʜʣʷ 

ʨʦʩʩʠʡʩʢʠʭ ʢʦʤʧʘʥʠʡ. ʇʦʵʪʦʤʫ, ʧʨʦʠʟʚʦʜʠʪʝʣʷʤ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ, ʨʘʙʦʪʘʶʱʠʤ ʚ ʈʦʩʩʠʡʩʢʠʭ ʢʦʤʧʘʥʠʷʭ, ʥʝʦʙʭʦʜʠʤʦ 

ʦʨʠʝʥʪʠʨʦʚʘʪʴʩʷ ʥʘ ʜʘʥʥʳʡ ʨʝʝʩʪʨ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʧʨʦʮʝʩʩʝ ʦʮʝʥʢʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʦʝʛʦ ʧʨʦʜʫʢʪʘ ʠ ʦʙʝʩʧʝʯʝʥʠʷ 

ʟʘʱʠʱʸʥʥʦʩʪʠ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡ ʚ ʢʦʤʧʘʥʠʠ [1,2]. 

2. ʉʧʠʩʦʢ ʨʘʩʩʳʣʢʠ Bugtraq 
Bugtraq ï ʩʯʠʪʘʝʪʩʷ ʦʜʥʠʤ ʠʟ ʩʘʤʳʭ ʮʝʥʥʳʭ ʵʪʦ ʵʣʝʢʪʨʦʥʥʳʡ ʩʧʠʩʦʢ 

ʨʘʩʩʳʣʢʠ, ʧʦʩʚʷʱʝʥʥʳʡ ʚʦʧʨʦʩʘʤ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ ʙʦʣʴʰʦʡ 

ʩʧʠʩʦʢ ʨʘʩʩʳʣʢʠ, ʛʜʝ ʦʙʩʫʞʜʘʶʪʩʷ ʧʦʯʪʠ ʚʩʝ ʥʦʚʳʝ ʫʷʟʚʠʤʦʩʪʠ. ʉ ʪʦʯʢʠ 

ʟʨʝʥʠʷ ʧʨʝʜʧʨʠʷʪʠʷ, ʦʥ ʪʘʢʞʝ ʦʙʝʩʧʝʯʠʚʘʝʪ ʢʦʥʩʦʣʠʜʠʨʦʚʘʥʥʦʝ 

ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʫʩʪʨʘʥʷʷ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʳʪʘʪʴʩʷ 

ʦʪʩʣʝʞʠʚʘʪʴ ʦʙʲʷʚʣʝʥʠʷ ʦʪ ʦʪʜʝʣʴʥʳʭ ʧʦʩʪʘʚʱʠʢʦʚ; ʘ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ 

ʬʦʨʫʤʘ ʜʣʷ ʧʦʠʩʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦʪ ʩʚʝʨʩʪʥʠʢʦʚ [3]. 

3. Common Vulnerabilities and Exposures ʠ ʙʘʟʘ ʜʘʥʥʳʭ NVD 
ʆʩʥʦʚʥʳʤ ʩʪʘʥʜʘʨʪʦʤ ʚ ʦʙʣʘʩʪʠ ʫʥʠʢʘʣʴʥʦʛʦ ʥʘʠʤʝʥʦʚʘʥʠʷ ʠ 

ʨʝʛʠʩʪʨʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ, ʷʚʣʷʝʪʩʷ Common Vulnerabilities and Exposures.  

ʕʪʦʪ ʩʪʘʥʜʘʨʪ ʦʧʠʩʳʚʘʝʪ ʬʦʨʤʘʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ (CVE-YYYY -NNNN, ʛʜʝ 

YYYY  ï ʛʦʜ ʨʝʛʠʩʪʨʘʮʠʠ ʫʷʟʚʠʤʦʩʪʠ, NNNN ï ʫʥʠʢʘʣʴʥʳʡ ʥʦʤʝʨ ʚ ʨʘʤʢʘʭ 

ʛʦʜʘ) ʠ ʧʨʦʮʝʩʩ ʧʦ ʨʝʟʝʨʚʠʨʦʚʘʥʠʶ ʠʭ, ʘ ʪʘʢʞʝ ʬʦʨʤʘʪ ʦʧʠʩʘʥʠʷ ʫʷʟʚʠʤʦʩʪʠ 

ʠ ʧʨʦʮʝʩʩ ʟʘʥʝʩʝʥʠʷ ʝʸ ʚ ʙʘʟʫ ʜʘʥʥʳʭ [4]. 

ʉʨʘʚʥʝʥʠʝ ʧʦ ʚʦʟʤʦʞʥʦʩʪʷʤ ʧʦʠʩʢʘ ʠ ʬʠʣʴʪʨʘʮʠʠ: 

1. ɹɼʋ ʌʉʊʕʂ ʈʦʩʩʠʠ 
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ʇʦʠʩʢ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦʩʨʝʜʩʪʚʦʤ ʢʦʤʙʠʥʘʮʠʠ ʵʣʝʤʝʥʪʦʚ ʠ 

ʦʧʝʨʘʪʦʨʦʚ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʪʨʠ ʪʠʧʘ ʵʣʝʤʝʥʪʦʚ: 

¶ ʆʜʠʥʦʯʥʳʡ ʵʣʝʤʝʥʪ ï ʦʜʥʦ ʩʣʦʚʦ, ʥʘʧʨʠʤʝʨ <<ʋʛʨʦʟʘ>>  

¶ ʌʨʘʟʳ ï ʛʨʫʧʧʘ ʩʣʦʚ, ʦʙʨʘʤʣʝʥʥʘʷ ʢʘʚʳʯʢʘʤʠ, ʥʘʧʨʠʤʝʨ 

<<ñʋʷʟʚʠʤʦʩʪʴ ʦʙʨʘʙʦʪʯʠʢʘ ʩʮʝʥʘʨʠʝʚò>> 

¶ ʇʦʜʟʘʧʨʦʩʳ ï ʛʨʫʧʧʘ ʩʣʦʚ, ʦʢʨʫʞʝʥʥʘʷ ʩʢʦʙʢʘʤʠ, ʥʘʧʨʠʤʝʨ 

<<(ʋʷʟʚʠʤʦʩʪʴ ʦʙʨʘʙʦʪʯʠʢʘ ʩʮʝʥʘʨʠʝʚ)>> 

2. Bugtraq 

ʇʦʠʩʢ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʧʦ ʨʝʩʫʨʩʫ seclists.org ʠ 

ʩʚʷʟʘʥʥʳʤʠ ʩ ʥʠʤ web ʩʪʨʘʥʠʮʘʤʠ. ʇʦʠʩʢʦʚʦʡ ʟʘʧʨʦʩ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ: 

¶ ʊʦʯʥʫʶ ʬʨʘʟʫ ï çLPE and RCEè. 

¶ ʎʠʪʘʪʫ ʩ ʧʨʦʧʫʱʝʥʥʳʤʠ ʩʣʦʚʘʤʠ - "LPE * OpenSMTPD" 

¶ ʇʦʠʩʢ ʧʦ ʣʶʙʦʤʫ ʠʟ ʥʝʩʢʦʣʴʢʠʭ ʩʣʦʚ - [LPE | RCE | OpenSMTPD] 

¶ ʇʦʠʩʢ ʧʦ ʩʣʦʚʘʤ ʠʟ ʦʜʥʦʛʦ ʧʨʝʜʣʦʞʝʥʠʷ - Advisory & OpenSMTPD 

ʌʠʣʴʪʨʘʮʠʷ ʥʘ ʨʝʩʫʨʩʝ Bugtraq ʨʘʟʙʠʚʘʝʪ ʚʩʝ ʟʘʧʠʩʠ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ ʥʘ 

ʪʘʙʣʠʮʫ ʧʦ ʛʦʜʘʤ ʠ ʤʝʩʷʮʘʤ. ʅʘ ʵʪʦʤ ʚʦʟʤʦʞʥʦʩʪʠ ʬʠʣʴʪʨʘʮʠʠ 

ʟʘʢʘʥʯʠʚʘʶʪʩʷ [3].  

3. NVD 
ʕʪʘ ʙʘʟʘ ʦʩʥʦʚʳʚʘʝʪʩʷ ʥʘ ʨʝʩʫʨʩʝ CVE List, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʙʳʪʴ ʝʡ ʩʘʤʦʡ 

ʘʢʪʫʘʣʴʥʦʡ ʠ ʙʦʣʴʰʦʡ ʙʘʟʦʡ ʜʘʥʥʳʭ ʫʛʨʦʟ. ʅʘ ʩʘʡʪʝ ʩʫʱʝʩʪʚʫʝʪ ʜʚʘ ʨʝʞʠʤʘ 

ʥʘʧʠʩʘʥʠʷ ʧʦʠʩʢʦʚʳʭ ʟʘʧʨʦʩʦʚ, ʵʪʦ ʩʪʘʥʜʘʨʪʥʳʡ ʨʝʞʠʤ ʠ ʧʨʦʜʚʠʥʫʪʳʡ 

ʨʝʞʠʤ. ɺ ʦʙʦʠʭ ʩʣʫʯʘʷʭ ʧʦʠʩʢ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʣʶʯʝʚʳʭ 

ʩʣʦʚ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʜʣʷ ʩʫʞʝʥʠʷ ʦʙʣʘʩʪʠ ʧʦʠʩʢʘ. ʇʦʠʩʢ 

ʙʫʜʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʧʦ ʚʩʝʤ ʢʣʶʯʝʚʳʤ ʩʣʦʚʘʤ, ʠ ʥʘʡʜʝʪ ʪʦʣʴʢʦ ʪʝ ʟʘʧʠʩʠ, 

ʢʦʪʦʨʳʝ ʚʢʣʶʯʘʶʪ ʚ ʩʝʙʷ ʚʩʝ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ [4]. 

ʉʨʘʚʥʝʥʠʝ ʨʝʝʩʪʨʦʚ ʧʦ ʠʭ ʦʧʠʩʘʥʠʶ: 

ɺ ʧʨʝʜʩʪʘʚʣʝʥʠʠ ʩʧʠʩʢʘ ʥʘ ʜʘʥʥʦʤ ʨʝʩʫʨʩʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʣʝʜʫʶʱʘʷ 

ʠʥʬʦʨʤʘʮʠʷ: 

1. ɹɼʋ ʌʉʊʕʂ ʈʦʩʩʠʠ 

¶ ʋʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʫʷʟʚʠʤʦʩʪʠ, ʢʦʪʦʨʳʡ ʠʤʝʝʪ ʚ ʬʦʨʤʘʪ ʚʠʜʘ 
DBU: YYYY -NNNNN, ʛʜʝ YYYY  ï ʛʦʜ ʧʫʙʣʠʢʘʮʠʠ, NNNNN ï ʧʦʨʷʜʢʦʚʳʡ 

ʥʦʤʝʨ ʚ ʛʦʜʫ ʧʫʙʣʠʢʘʮʠʠ. 

¶ ʂʨʘʪʢʦʝ ʦʧʠʩʘʥʠʝ ʫʷʟʚʠʤʦʩʪʠ, ʚ ʥʝʤ ʫʢʘʟʳʚʘʝʪʩʷ, ʛʜʝ ʦʥʘ ʦʙʥʘʨʫʞʝʥʘ, 
ʚ ʢʘʢʦʡ ʧʣʘʪʬʦʨʤʝ ʠ ʯʪʦ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʥʘʨʫʰʠʪʝʣʴ. 

¶ ʅʘʠʤʝʥʦʚʘʥʠʝ ɺʝʥʜʦʨʘ, ʵʪʦ ʦʨʛʘʥʠʟʘʮʠʷ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʷ 
ʢʦʪʦʨʦʡ ʙʳʣʘ ʦʙʥʘʨʫʞʝʥʘ ʫʷʟʚʠʤʦʩʪʴ 

¶ ʅʘʠʤʝʥʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʚ ʢʦʪʦʨʦʤ ʦʙʥʘʨʫʞʝʥʘ 

ʫʷʟʚʠʤʦʩʪʴ 

¶ ɺʝʨʩʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʚ ʢʦʪʦʨʦʡ ʦʙʥʘʨʫʞʝʥʘ ʫʷʟʚʠʤʦʩʪʴ, 

ʠʣʠ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʧʦʜʚʝʨʞʝʥʥʦʝ ʫʷʟʚʠʤʦʩʪʠ 

2. Bugtraq 

¶ ʅʘʠʤʝʥʦʚʘʥʠʝ ʫʷʟʚʠʤʦʩʪʠ 
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¶ ʅʘʠʤʝʥʦʚʘʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʦʧʫʙʣʠʢʦʚʘʚʰʝʛʦ ʠʥʬʦʨʤʘʮʠʶ 

¶ ɼʘʪʘ ʧʫʙʣʠʢʘʮʠʠ ʫʷʟʚʠʤʦʩʪʠ 

¶ ʉʚʷʟʘʥʥʳʝ ʧʫʙʣʠʢʘʮʠʠ ʦʙ ʫʷʟʚʠʤʦʩʪʠ 

ʇʦʣʥʦʝ ʦʧʠʩʘʥʠʝ ʩʦʜʝʨʞʠʪ ʚ ʩʝʙʝ ʪʘʢ ʞʝ ʩʣʝʜʫʶʱʫʶ ʠʥʬʦʨʤʘʮʠʶ: 

¶ Username ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʧʫʙʣʠʢʦʚʘʚʰʝʛʦ ʟʘʧʠʩʴ 

¶ ʇʦʣʥʦʝ ʦʧʠʩʘʥʠʝ ʫʷʟʚʠʤʦʩʪʠ ʚ ʩʚʦʙʦʜʥʦʡ ʬʦʨʤʝ [3] 

3. NVD 

ɺ ʧʨʝʜʩʪʘʚʣʝʥʠʠ ʩʧʠʩʢʘ ʥʘ ʜʘʥʥʦʤ ʨʝʩʫʨʩʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʪʦʣʴʢʦ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ CVE: 

¶ ʆʧʠʩʘʥʠʝ ʫʷʟʚʠʤʦʩʪʠ 

¶ ʀʩʪʦʯʥʠʢ, ʦʧʫʙʣʠʢʦʚʘʚʰʠʡ ʟʘʧʠʩʴ 

¶ ʆʧʠʩʘʥʠʝ ʘʥʘʣʠʟʘ 

¶ Severity and Metrics ʜʚʫʭ ʚʝʨʩʠʡ CVSS 3.x ʠ CVSS 2.x. 

¶ ʉʩʳʣʢʠ ʥʘ ʨʝʢʦʤʝʥʜʘʮʠʠ, ʨʝʰʝʥʠʷ ʠ ʠʥʩʪʨʫʤʝʥʪʳ 

¶ ʇʝʨʝʯʠʩʣʝʥʠʷ ʩʣʘʙʦʩʪʝʡ 

¶ ʀʟʚʝʩʪʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʚʣʠʷʶʱʠʝ ʥʘ 
ʫʷʟʚʠʤʦʩʪʴ ʠ ʩʩʳʣʢʠ ʥʘ ʙʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʥʬʠʛʫʨʘʮʠʷʭ. 

¶ ʀʩʪʦʨʠʷ ʠʟʤʝʥʝʥʠʡ ʟʘʧʠʩʠ [4] 

ʉʨʘʚʥʝʥʠʝ ʚʦʟʤʦʞʥʦʩʪʝʡ ʠʥʪʝʛʨʘʮʠʠ ʨʝʝʩʪʨʦʚ: 

1. ɹɼʋ ʌʉʊʕʂ ʈʦʩʩʠʠ 

ʈʝʩʫʨʩ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʩʢʘʯʘʪʴ ʩʚʝʜʝʥʴʷ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ ʚ 

ʜʚʫʭ ʬʦʨʤʘʪʘʭ XLSX ʠ XML . XLSX ʫʜʦʙʝʥ ʜʣʷ ʯʪʝʥʠʝ ʯʝʣʦʚʝʢʦʤ. ʌʦʨʤʘʪ 

XML  ʫʜʦʙʥʝʝ ʜʣʷ ʠʥʪʝʛʨʘʮʠʠ ʚ ʩʦʙʩʪʚʝʥʥʳʝ ʘʥʘʣʠʪʠʯʝʩʢʠʝ ʩʠʩʪʝʤʳ.  

2. Bugtraq 

ʅʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʩʢʘʯʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ. ʅʦ ʩʫʱʝʩʪʚʫʝʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ ʙʘʟʝ ʠ ʩʯʠʪʳʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʢ ʩʝʙʝ ʚ 

ʧʨʠʣʦʞʝʥʠʝ. ʊʘʢʞʝ ʧʨʠʣʦʞʝʥʠʝ NMAP ʠʥʪʝʛʨʠʨʫʝʪ ʚ ʩʝʙʷ ʠʥʬʦʨʤʘʮʠʶ ʩ 

ʵʪʦʛʦ ʠʩʪʦʯʥʠʢʘ, ʧʦʵʪʦʤʫ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʛʦ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ 

ʫʷʟʚʠʤʦʩʪʝʡ [3]. 

3. NVD 

ʈʝʩʫʨʩ ʠʤʝʝʪ API ʠʥʪʝʨʬʝʡʩ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʩʘʡʪʦʤ, ʩ ʧʦʤʦʱʠ 

ʢʦʪʦʨʦʛʦ ʤʦʞʥʦ ʧʦʣʫʯʘʪʴ ʚʩʶ ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ ʩ ʨʘʟʣʠʯʥʦʡ 

ʬʠʣʴʪʨʘʮʠʝʡ. API ʧʦʜʜʝʨʞʠʚʘʝʪ: 

¶ ʉʦʭʨʘʥʠʪʝ ʚʩʝ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʠʩʢʘ ʥʘ ʦʩʥʦʚʝ ʩʪʨʘʥʠʮʳ ʨʘʩʰʠʨʝʥʥʦʛʦ 

ʧʦʠʩʢʘ 

¶ ɺʦʟʤʦʞʥʦʩʪʠ ʧʦʠʩʢʘ ʥʘ ʦʩʥʦʚʝ CVE ʠ CPE 

¶ ɺʦʟʤʦʞʥʦʩʪʴ ʫʚʠʜʝʪʴ, ʯʪʦ ʠʟʤʝʥʠʣʦʩʴ ʩ ʫʢʘʟʘʥʥʦʡ ʜʘʪʳ 

¶ ʇʨʦʩʪʦʪʘ ʦʧʨʝʜʝʣʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʠʷ CPE ʟʘʷʚʣʝʥʠʷʤ ʦ ʧʨʠʤʝʥʠʤʦʩʪʠ ʠ 
ʪ. ɼ [4]. 

ɿʘʢʣʶʯʝʥʠʝ 

ʂʘʞʜʳʡ ʠʟ ʨʘʩʩʤʦʪʨʝʥʥʳʭ ʚʳʰʝ ʨʝʩʫʨʩʦʚ ʦʙʣʘʜʘʝʪ ʢʘʢ 

ʧʨʝʠʤʫʱʝʩʪʚʘʤʠ, ʪʘʢ ʠ ʥʝʜʦʩʪʘʪʢʘʤʠ. ɺ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʥʝʦʙʭʦʜʠʤʦ 




