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2019. °~ 1 -1a80). w&. 110

12



[RUOSRY[HSRE 01 OJRY RuM[T 1L 3IM [T
StRIUVU[LTOARY [ HSRM ltlvlsMMJUlrrrthci
dbvos V1 fluvftdLf R Votvzr1RrRC Ar[ {su
1 {MOLjo R. 0.
CkC o sillsly doz. , o tots¥Bjj M M fEdamjiside d dalt st
sjhidcaz®sd2wsts [ . s.
Syde 2 WiHjtOd df 2 bkdzdoe jteidlsgls,

10 HOdedzr 2 Bsdj dels Mkh jMlseokzy Is  leDdzjsig!
MistczS bkztelz CtdflsscteOW dyj e IRAaval]dsls 3 & dzt
Sfdzso desdy HOdzdz' | OB MM jMise dvsls

Yyohj eofmMjets dz0 s OdadeslsOyd?2, MO
sfqkzh j Mise dzv j Isfyw Bz ez dtf BB S sfz®m H dzw

o jted W dPOEic®] d Httkzedn. [HBRZOSK, H O
ZO0 ftwdhjdj dzdd WsttdkOd dzs?2 o jtedW ds Oyd
toj OdzdL Oydd SCtedflstscteOVdyjMSitets ol
tcOB tsls j fsthi"H ZOO@Pdzd L Jtetso Ols d d3d dazdats
CtedflsscteOW dyj mMsS dna fteslstss o N g
4 5 ¢ dzO fy dats BsH-g Hzd yYgjtsiaj o OL dztslz dzr " dzj dadzd €
fjtcjHOo O B j BjyHE dzj cOdz d¥ d&3d Tflstste

HddzORd Uyj MSsets OdzOdethy @zsdzisy d © o ff & deded # .
feslssCtsdizsce o Mz yoO] dz2Otkzh jdzdw bhIsOls dzt
HOdzdz" n , sy jIs BT I dmMfsdz L so Odz dzd B 5
HOdzdz' 7, dzdBfs tOLte' & IjSkhj2 fmjmmdd.
d d&3j dedets tg&LiAdrje? i MmMmMdd o §olststods 2 L «
ltoddeydf dztsydesets L Oo jteh jdedwWw Mmtslstsdls
sfMkh jMlso dzwils: dBsHd¥dSOyds HOdd = d o
dMmf sdzdzd sMw O ofmjn dzj cOd dz & fls s&® dzO
HOdzdz' 2 ftotslssCtsdz. ststotej Clsdz’ a3 d MY tsdzdzj da
b jh desets L Oo jteh jddv, Ctlstste’ j BT dzd st
OCIkdodzs?2 OkOCd L detskdsr hdzj dzdzgd S O Htej HflsC
A: Intruder: B:

1. M1 -> > M1 > 1.->M1

2. M2 <- <- M2_old <- 2. <- M2

3. M3 -> > M3 -> 3.-> M3

4. Correct end 4. Correct end
flag flag

t d Mz dé® G i3] t6 =S IAfloo@ d L dztsz d3r h dzj dzd

Il HOdzdlzgsd3 Mz yoO,] sl mMtsmissdls d
HdzZ? oLOddBsH]2MlseadY Heabkma Mststetsdz. | dzszc

't OBslsO o' fsdzdzj d20 ftod f sSHAIWBYC )] CteOdzsO | A
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OdzOdzse dqydesy MtssBh jdedd, §tsdzzyj dedetsy dL
f SHd3J dzlz  f tots ldstslfists def MW tsteladgv G Isfw His Cdzy O
WdzOecd EmMf jhdtsegts L Oo jteh jdzdWw EMmilsOdzOo dzqd
By jls wWodwlis! fipw, ¢cOo¢ d yofmls: & Oklsj dzls
fsLotsdzdls L dztslzd3yr N dzj dzded S 2 OkIsj dzelsd W d yd tet
sO¢ MfsHjtoy Ols! dzj S Blsstcr § mMd3r Mdztse 1 §

dmyf sdz' L so Ols’ MW o MdMmisj dsy d of sMmdzd HMise
ftsojH]dds® .

l HOdzdzts?2 tOBBSlIsy HBsHjddtekzs sqfw OlOC
dzO0 dzOtclzh jdedj yJ dzsfisdesmisd tecjste jOrddd g O jJOR'Is
OsO¢ ftesdL oHdIsMwW ) Istcj m teJ Y d B3OA : ]
fsolstste MtssBh jdedWw HJtejHr HEP R Mmj Mind 2,
HozW dzOtelzh jdzdw yJ dzsfmilsdaetsmisd .

l solstste MtssBh jded?2 Isj Ckh j2 MmJmMimdd

lted BBHEJso Odzedd OIOSC jHdale Is g g gdz/da
BsHdWdSCOYydqwYy tHdtsets Mtseh jddwy HAY Isj
ftocso jHjdzedw OLOCd ftsoltstotsds HAzw Isj Ckh j
BsHdWdSCOyYydd IsjSkhjes Mtseh jddw dBisclzl
ftstse h j dzd v , Cslstster j B! dzcp s delz, H 5
ftoslssC dzO, Memisswh jes dL stcj » MtstsBHh
ftcj HIMIsSOo dzj dzdz" § © IsOBdzdyd 1.

v OB dzdiy@&EBHY dzdtcso Odzdj] OIlsOf ftsoltstesdz M
dPlsOC O 1 PlsOC O 2 d»lsOC O 3
1. A>B: M1 1. A>B: M1 1. A->B: M1
2. B>l: M2 2. B>A: M2 2. B->A: M2

I->A: M1 3. A>l: M3 3. A>l: M3
3. A>B: M3 ->B: M1 [->B: M2

1 soltste MM jdzd?2 MlsOtets?2 My Mmdd

rdzw fteso jHjdzdw OIsOCd fmoltstesdy M dMm
fMd Midd Istej Blz® Isfpists deiCfdipitg HiplsOEEDR fMj M
fsfmdzj HEs h Jjds dBHj dzdtectseo Odedd OlOCd o ¢
BjtojIshw Mtstseh jdzedj dL HtejHr HEM J2 dBBH]J
fteslstsC sz, MtsMmisswh jets dL Heokm Mtstseh j
OB dzdif@BHY dzd igs OB ff so lststesdy MssB N j dzad 2
PsOCO 1 dPSOC O 2 PsOCO 3 dPIsOC O 4
1. A>1: M1 1. A->l: M1 1. A->B: M1 1. A->B: M1

[->A: M1_old [->B: M2_old | 2. B->I: M2 2. B>I: M2
2. B>A: M2 2. B>A: M2 ->A: M1 old I->A: M2_old

[sHd¥dCOYydY §jttjHOo0Oj & & HOdMdZ & H 2
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r dzv ftoeso jHjddwy OOCd dzO dzOtelz" j dzd j
Mz yO2 dzs 9" BteOdzdz" 2 BO2I dL HJOf OL 5dzC
HOdzdzts d3 Mdzlz y O ZydJ dzj 5B - tSH d d3ts dzj 1dgfp@dis 't
MotsBh jddwvw. [ Odeder J tOL di3jter § sdzzyos Isfpw
CBHO, Clstster 2 B' dz BfdMOdz o fteJH™ H
ftej HMIsOo dzj dz" Htedd3j ter Y SHB]d BO2IssO +
A->B: oM O Q

A, 48 bytes Na, 24 bytes Ekold(k), 32 bytes

Attack 1 I

Modified
byte

Attack 2 I

Modified
byte

Attack 3

Modified
byte

t Mz diB e dakj 6 O OSC dzO dzOtelzh j dzd j

s O¢ o dH dats, fts HOddsRz mMtstseh jdd:® ,
L dzj 3j dabiOzs W S Olsste A, MmMizkyo022dasj ydm
Mjmideddz 2 Sy k. 1jtarj HoO 1 dzj dj ¢
BscBkls' MisCs2ds ®dsHdidydess Odr L d
slsfizismlse Hids cC A0 ddL & 5B j M j uj v ¢
Mdzzyoj § Mdzd o MddnEsy &Y te ) jste sSTO e 5,
fJtijHOd CtdCtejsde’ §J L dzOyd ded W A {fldafts? HHzoIS
Emf jhdets. s OMOI|dz dgts Istejls! jats 4 dzj dgj o
6jOddLOydd StdflsscwoOldyjMSes?2 WkdSydd
fd isdsj stedyde 2 hd¥te. 1 Mmoyo] dJhfsd Lt
cstedlsdise d MYy jydOd dz fdzjtazdid dgsdet ¢ i
fsdz! LsoaOdegd jd5 StsSHO Okljdasd ydetsmilsd Mmts
s BEkHJjIs tsB&Otkzy j &ZO, O OBOSO dzgj BEZH]
ljted¥dsOydy kjmscotscets ottt sdo
[ dzv ftedd3j c®@ Brdz oL Wl MdzjHkzshd2 o
Hr-ZBOH] O:

15



]l toj dgw dzj  sMtcj HMIse j dzdets H J dz2Od3d yd ME s
MeMmis Oe d dzts 2 d3 jdBfefistsitmtgl dZ26re iF-Ge4s0yo . 1 sMm¢
sB dzOtclzy do O Ispw stsdz' § s Oks0¢d ftsolstste
MsHjteydhsy Mtsseh jdd?2 di f¢OL" 9 OjMsmw.
M Ml jlsMmlsolkze h dd3 ddzH j ¢ s dky. 1 © tedf
ftecso jHjddY HOAOBIUP ME tSC 1S
e T =]

Select projects | | Analyze |

{ bk d®Wz03dL o] HiflsOo dzj dzdzs @ 5 1 te

v HOdeasets (ol sdkO B d&s dzO2 H j

dMmy teOo dzj dzgd"w HOdzdz" = OISOC foslssCsdz BM d&z
1. 609 6dO oh)oo
2. 60 6d0 0 B B
3. 606d0 0w
4. 608d0 Q
5. 60 6d0 0 QipliotuQ
6. 60 06d0 0 QicliosgQ

] tjLbkd O] fcolbtttdscts OdOdkdL O
Od dgj 2" j &5 § ZOddelzjlsfw ©Mkh j Miss dzj dzq
BdzOthky jdzd® @W)j &O sfftftsls s Osdzr , o YOMls dat
jCtejlsdesMmls! § jtcjHOo O)j &g = HOdedz = .

ulf  fidskls j cO ke

1. Chaki S., Datta A. ASPIER: An automated framework for verifying
security protocol implementations //Computer Security Foundations Symposium,
2009. CSF'09.2nd IEEE. IEEE, 2009] &. 172185.

2. J¢rjens J. Using interf acpotosob e c
implementations //Workshop on foundations of interface technologies (FIT).
2008.

H
s
d
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3. Backes M., Maffei M., Unruh D. Computationally sound verifioati
of source code //Proceedings of the 17th ACM conference on Computer anc
communications security. ACM, 2010.7 4. 387398.

4, K¢sters R., Truderung T. Using
Diffie-Hellman exponentiation //Computer Security Foundatiorysngsium,
2009. CSF'09. 22nd IEEE.IEEE, 20097 &. 157171.
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1 ¢J RY uvzruwuvlodzrm Y Jaf ol 1 Jt119-
1ttt 3dvde rfevdlsr R t Ol (tuv3zl
Yt latoffvdad Ytdruvsuvd
1l o nOdztsd Jstotsh. | . l ., oo CMmy dzls! |

vdzed o Istgfisd RuU [ [ ,-1 Fls] B©OHAL ds

O dzdzts s Olyd s Ols' j I dMmr o O Isw  dzj C slststs
MowL Odedz" j] M HBMISOCts?2 tcOL o9 jtols™ 9 Oded j o2
Cslif Odzd v =, O kOCY] ESOL Od dzj S slstster
34 Y HzdzOte 5 H dz' (= O g disdgft€}f tcts )" L OlstcOc do O
B ssHs@OEEd CtslststcOW OCIlsdodss twOLodo O}
t OmMmdsslstej dzfr Mhdeseodz” §j IsjdzHjdzydd o 4§ tsH

COL OBKISCd o Mbotj ddj dzdgr 7 t6j Oczdw a. I 51
9 C dzé Y| detfM sodsj Mzj ftoj 6F o des?2 HEBMsOaCd d
SBlyj dzd¥ fbcttOBddts? dJdyjdjtedd, O
Bj ftojter odets? dadesjceweoOoydd d MmeseSd,

MmMdMmils] dgdesets Isj Misdtetso Odzd W d oeojtdWds oy
dzj sB - tSH  dtsfipls 4j " j dzdv SlsdzesmdIsj dz' dzts tcj OO
Ctolzf dzsdB3OMh IsOB dz' = tcOB tsYydn Mtcj HO~R d 1
H Odzdz" =, MistcOIlsj ¢ d?2 d Cdzgo j 2 jJtotso tcOL
cOLtcOBISCd BI~OdzdL d@3se MBtste® d § jtcj H O

]l HOdzdz' 2 BsdfjidzldnOdys hdzdpdsmistcj B tso Odzdz’ -
LS &zzOlOydd wodwjkmy d&OEZOHCO d B
tcOLo jtols" 9 OdzedV HftosdtoOBRBBdtsets CSSHO f totsHI
fsd@sh: & ©OL dssBOL d 7 Stk ddzOoyd?2 Isja
stcj BsoOdzfMsMsOoSj d t©OLS jls' o Oded ¥ ,
sjodsdsed?2 d ®jibsHsdsed?2 ©OL©OBBIS
ctlstso detsfls! d daj ftejter odetsfyls! 5] Mlsdtots:
ZOMlstes2C kL kjMistoat? MiejH' HAY CsBOdH"
f GsiisW dedzts ] s j o desdzsedyj MS ) w©OLadlsdj
Bsdz "5] Cmddujflseots Mmjtodmss, OffOwOls
cOMMEOicds OkzdMm' HdY dMfsd L seo Oddw™ o
sjrdtsdzsedy MSd2 fJtetster o, Qs B o flzv [z i ¢
ftedeo jdzd € Istsdiiz, Ylsts f tsH n BICD € dz@eds 1Ojdz-
L dsj ded dzlpw . 1 jtej DsH 20 deser j fteddayd iy
Bddtcy w©WOLWOBSISSd 1 [, sCOL O MmMddz detsj o
otsflstcjBtco Odede' | C@o' ¢ MOKEEH G dzyd Y
stcc OdzdL Oydw - .

l MmMewrLd f tOLoadldjd sjrdsdzcedd B d
MlsOdso dlsm  d&Odetsdjj §jehmfjSlsdods & t
slstcOmdzj o' & tjh jded2. 1k toj OdzdL Oydd o
sBjMfj uktef® ©OL©OBBISSd, IsjMmlsdicts Oded "
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LY WiSkkdodss oL OddissHj2flseatso O  ©O0BG
T s fBHAGSHGIS kOCHEEs oL OddsH]2fMlse
or ftsdzdzgy j a3 2 o Mdztsy dzts? O tej Hj dzj dzdats?
COftOoddzs, kwjBbkjl wkhydkscs §sdmMcoO d

tcOL O jtols" 9 OdzdY ftesHEZGCIstss o ©LOREOR ot
MsLHOjl kELSdj] ®&iMsO d sltedyOlsj d dzts
DevOps.

AJjdzi s dzj ftoj tor o dets? f sMlsO@Gdd Wle jddnylg dsti
ddzS toj 3 dzls Odz! dzr = dL B dzgj ded?2 ff totsG tc O Bd3dzts
tcOL o9 jtolsT 90dzedd BBdetsodzj dedzg" = o jtemd?2 dzO
1L WWJiCIlsde dzr ozq d BJL S Omdzr o3qd Bj IstsH O3
fesceOddas? nmdmnis) df (0 ftetany | dgapl cd
ZOMistets2 Cd) daj ftoj tor adets toj OdzdL ¥ Isfqw o
Ctsdzo j 2 jt6cO ftsMmMlsOe Cd. sO0CB2 YBHARABSH HOJ
ftocsdL oatsH Mise j dadats 2 Mted HJ dmf sdzr L 2] Isfpyw
qL d3j dgj dzd v, o daB@q g Qi3 csBEOLZIS {54 OHO
MudlsOdzdz § YOMmr ddzd HOY]j &ddlzls' .

t OmMmdisslsted d3 dzOdB B5dzj j tsB ClLCD9 Miyte 2P cld P :

1. StsBOdZHO wOLWKOBBISd ortfEmMcOjl d
WEdS ydsdzOdz ddzd dmf cOoe dzj dzdj h deBS¢ { to]

2 . dincedzj ftojto” o desTl) Jidelsjsotg@®YJd dztso
s j Mistse 9 Cdzs yos h dna dzj MC sdz! € s Ztctso d
Mddzs O Mdyd MSdd, BsHlzd d" §j d tjcted Mindt

3. | Mz yOJ mjzadpidiff Odzj f toj te o dzts?2 ddzlsj ¢
MeteC 2 1 totsc tc ©O@®BdHS ¢ fipts off jiddHAZjCIds fyd M ls j d3dz"
sMmizh j Mlsodzwe h j dsz dzj @) ter o dzlzs HBMISOo S Iz

4 . stsodgj Misdes M MmMjtcodmMtsds dzj ftoj ter o
WEdeS ydosdzOdz o fsdzdgw jIs BSHddze d Istsls x4

f sSHdzd B3O J Is W mMkh dasmis ! dsldsoyjdass M @O L oL C
(staging , GHYJ, ) Emdzse W A BdzdL Sdd3 € t
Hsusm@qBJmJ@fJ ddzlsj GteOydtsdedz” j, HT Bso’

51 sfmdzj kMY j " dzts stagels tydbpejdnlsiGddH s fiyls O 9 dzv
deso ¥ o jtimds HtotsHEzC s ORsd@zstnist] L astiHj i) lseo
B Mhsodes] tOL9 jlsr a0ded]  OtcOdzdzj dz! dzts 2
ltesdLotsHdlsmw fjtoj Sdzs yjdedw ftsdz' L
o4 timds 1|

[ Odedz’ 2 Myj dz2Otcd?2 wodzw jIsfqw dzOdB tsdzj §
2y H CtdBOdzH tcOL lOBUWdE,d dits,1 Cdnffydzlz @ j
ftesBdzy 37 , dzOf tod d3j to:

1. 1 O3 d20 W O2 dztse . 1 OyOflsizs Istcj B Iz
CsdeW deztcOyd tsdzdz’ n W0O22dtse , ddzd Mmis Pts i d,
C tsdzls jldzls Ols s d3 ffiipsielz yOgoe Ols j dzd dBsekzls  sdzizy
ftesdL Flj g dz® yj dzdv bcOW WSO Mts MsOts?

(o))
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CSECHO tOLo jtels' 8 Odzedj L OC tsdzyd dzts i

Ss=E X

gONO2GE O%

dzts o

isdztsadzcjdzo[cj mdMmls j dzdz" ~ tcj MztemMso .
c{GIztsc[tsIz;lsan f sH MOt Maakty tq o O ¢
J dzdz’ HJ d&3tsdz . l ts atGJd3W cOL 9 Jtelsr
deIstr] CEdRROdzH ' d ftegWwWdemr H dzw
jMlselzjls o J cWisHEzsils ,4 ISYB s W & @X o2
s h j2 dzO Isj Ckh d2 o3t dgifdzs y tf dadw yd B
ozd BEZHJIS HGdyd &3 BBtcOL sd3 B Mdzizy
4 dz0.

sdW decztcdtctso Odzd j BOL H Odzdz" =~ . r
HOdzdz" » BtcsyHOEIs dzOdB sdzj | mdztsy dz" | ]
ftcdotsHdls € dL d&3j dePeaedzdf up, M HL BB OIS Jsdz!
MsatcOdzj dzdz’ Rls.HDmzdz" @ ' ff sdzdzj dzd d BOQ LO9 jHtdd0(
By Jls MOl dzj HsMisk dzZO H&YW ttOBBISOE h j
ko' n BJcecttOYyd?2. vOCyj, MmMkh iMmlsekzjls- o]
LO YO H®O@zdz" - kX4 dad BEZHJIS Mtstslse jIsMmis:
tcOB tsis ftod dztsy J§ dzd W , d HOYJ f(Bolttodatsy
tcjhdls ftotseCdz] BBl sistdsj.Bzj Ismw tcOL tcOBBISC O
BdetcOyd?2.

dlstsdls LOdBJIsdlIls: , ylsts { J toljdgis(cizily dedss Lj dzdf
HOY J ) BdzdL € 52 ¢ dH j Odz' dzts 2 mMted HJ ,
o dzj Hic ] dzd Vv dRpWOpsisiiztsesd e o Issd3, yYlsts dzjls
HSd)) jdz 9" edzvw HjIs! fJtetsyj M dzj o] ter o dats 2
[ descld-§ sBY Oded d Dewpssiszd 5 ¢ sdz RBO dzts d dzts ¢

gEsI~ IO

o

WEH® TIGNOR-
A b

f sded B3O8 Is 1 sts2 B ssHBEZEE]J, 9 Hiclz G c
fMzsy doh dj My twihjddw, f§seojtrn Clstster R
ftetsyj M . 4 kyjbtsd® o' MsCda  Idawgps 5o (

M i ydodzdmilstse , d &S jdzj 58P OR2 tc@® sildas H
o' dgzyHjdz dMftsdz' L s Olsy EkExj dd3gj® fedopsnw
LOHOYd d20 ddgj j dgj tetse, SCSwltster j Jhi dgj
sO¢ dbtsg, o MmMdMmlsj &3 kYO jIshwy Btsdz! N
o " M j dodj. ten

RL LIstsegts disy dzs MmMHJ dzOIs! 9" 9tsH, yYlbst
j ssutsdzsedd d OdOdzdlsduimid?2 §oHASH
IStsH 59 HSsMBEQoWaf j SisH O BH dzts 2 dgL ¢ dz¥ y
fsdz) L €CO.dzd d IspeE HO 3 J orlsj COs lsydaf j M
tsB dzj d3" :

1. Yy jdsejuyimcéd2 WOCktst. 1 jter 2 d fm
j dzso J yd MEddz W OC Iststetsd3. ltej HMIsOaddz M
Mistetsd Is jhv dzf MEsdz €8 Mjteo jtese, (
d yqdodzd mls, Csbtster 2 f tdds@fdetootsiHdd daf dfdfc J dz®
dedz’ 2 B3y dels dzj +iaefg liskz ff godf W Ez20U0O K @ dg dzj dz

20

g 3%

Oq Q%+



d dzJ fsHEBIssoaddz tsHtctsB dzr n ddzhistclz ¢
sy dv jlsihv. |1 1l Mdazzyoj SOYHT 2 dgts
fesyd M dzOmMbsesddgmis)tce j @ 1 Issd k2 daj c
J tejLlzdz sOIsj BHjls BlttOyd des dzj s toj
ZOmstets?2 € Iz, ftcd 1Istsdz tjLEkzdz IsOls dzgj B>
stesdgj 1 Istscts, oMmMieHO | Mmis! 9 J totsWilddisynjls
Hsf mlsddz shdeCk, LOBrd ftsCter Is! Is]j MisOc
d wOL9jtlsr 90dedj, ddzpsl sl dzlsdzj ¢ B1g fstizr
ftesBdzj &3 fted Htoshdzrn t©OLoO s 9 OdzedvW .
dzj toj H S 5, 9 CtiRf Odedw n  to G Lictdsq S Aslds' oo, @8 @ fi) ¢
1 Sy z2OlsOydd, sB " Ydzts, sHJ dz, d tHddz
dzj MCsdz ¢s5 ftoesj Clstso . ( Mdzd dzjls j Hddets?2
CsdBOdzH O B-2OLZEEEGE Hisgbp dl ZOBJ Is

fsfdzj Hiz¥ M jj dewoiBoo Ity Odzd d , d MmHj dzoj
onrtSYHJddw ddoddzitceO® 1 CMfdzEOsOYyYydd o Hto
ftesyjmmr, Gdoduydy j s kjR, @ Cslktt’ dke

2. 1VJddHidfslsjdlsd § Myj dotedd. RHJ BY
Ostedeblstsd Myj ZOBdHEsMEPf Ejteds tzOL o j tlsT
9 Ekmdzsedwrh tOL o9 jtlsr 9 Odedw dJdaW tcOMistclzC Is
Ylsts COYH' 2 t©OL, fted or fdzdegj dedd MmyJ dz
COtcOdzls Jtets 0 Odadz" o3 d sy dHOj &3 3, d dzJ
ftesdcter o Odygdjd fipusjcdsOtcd d . 1 OyOmlisdevops o f to
Ctdstf Oded d ddzy § dzj e Mis Otc-@Y B fjy zd f5,0L & O B}
ud Mis! dHJ BYslsj dalsdetsls: , ddzd »J fetshls
o 0tcdOdzls ftocj HMsOoadzw jIs dL M B . B thikah g jfifs
9 JtotsWIsdztsMmls HsMisOo dIs- 20 ftsdL oatsHMmIse
( 2O ted d3J tc, [Isismdzds B dzfsis f dz dc3ts H Iz dz! md mlk

Codl e btwOydw s HdzW SHdBSEs §sjSlso, d
L Istsets dzai Y dHOB Is) .

3. MmteOdzj dedj ylzo fmlxfo dtistg c® ddrf L= O Y@ dzda t5:f |
MO®B 7 o Oy dy - dedgpsit s BBH 0 RtOdzj dzd® M
tcOdzed yd dzdé HtcOo, stceOdzdL Oydd MmMjlsjot
st dzgjls jHddy R feddvls' 7 §©OCKdS ¢
tctdB dfjdaglg dzj c O3 ftcdr BHIsMW COYHT 2
diddksmisd sk kjSkhj2 tecOddL oydd
dUuj &gV s HEhER Y Gdeinuddd |  dhiomsdse s
edwisdd EkfmdzsydWjlsmw Isj o3, J "yjlsdial j dzjtfd
yomilsdzr 2 Mz yo2, O itfdeg d dgifipgicdrd@l G
O]

L :
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mMdmilsj o3 fsLotdzv s s Zf cOpfgdydstsd3 Bfgdas o p
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Isj Misdtotse Odad W H dzw co¢ B Y dzts Bsdz! N
tcOLtcOBOIs" 90 Bsets CSBHO (S0O0¢ { totsa tcOd3zdzdat
CGlso stoW , ddi3Ig re tcdded ¢ BiddgtczC Iskztclz, dzs B §
si Misdtetse Oded W, LCdd3 & Mssds sy MmO
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ftoddgjdedd YJteodydzy n IsjMmistse dO Mmjteo jte]
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YJ dzlstcOdzd L ts9 Odadz 2 M @B dtsp AdzOdzg I j ~dzs
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fitedudmdzj dede" &3 o "N j tjCBRj dZHOYdqwvds
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yJ mMmy t©OLtOBBISE (.
Defdpglstc j Bz jIs oo dzj yj dedetsflsd o f to
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obfs4 98.201.230.190:58283

obfs4 185.175.58.104:443

obfs4 81.174.155.47:9002

1 HJ M mMdzjHkjls tld&jlsdls' , ybss daz¥ zfm
BB ez BOMCdqtotso Oded W Istcinvefiti@c o § BB | dgzO L Qi
BONddzy tsdz LsSoaOIjdzv 5 TOHffEs 122700
(TLS) [ 4] , Yylsts dzj HOJIs oL @ty desisd Gls
dzj LON dWtcso Odgdzesdz adHj, C0O¢C EZCOLT™ 9 Odzts

dnj BO t6j OdzdL Oydd wseBwEZMSOYydd ddoijdls
Is tc © dzf §f SARIdddidssjdcW | 2 MO, dztsK Pz gdas@ sd § b € @)
[5].

1 jtco OW CsdW JeztceOyd v tej OdzdL 2z Isfmw 1y
ftoddtsyjddd f§ted {tEBP dlsjcOUufmy S gBsish
BdBdzdtslsj ¢ Jj Cdzd j dzls©O IbtcOdmMlf slsdzse s { to
sBWEME Oydw d Istc OdzmW stc 5Oy d W H Odzdz" ~ .
H Odzdz" J fjtoj HOB Ismw YyJtegL mj Is R dzls J to
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l sstcOW CtsdaW JecztceOydw tsls dzd y O j IsARK d
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J sO¢Cdr EUSERLONGIdW KSDB9 dzj fijtcdrno
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GHM,N-t6OL Bj t6* dL 5B Oy j dzd 2

dz
X(@,))-L dgOyd dedw f dzeslsdetsmisd § S Mj,dzij 2 dHJ Od
Y(U,)-L dzOyJ dedwvw  dzslsdesimisd §dSmj dzj 2 MmMdzdlIsts
dtojHdz] j] t©0OLdZdJdyd], &Gty dss vy sy |
COL dzdydd &3 BIYHE wOSIdud MS dBd d dzd

BjLbed ks " ddd H O dzdz Bq. [ 6
JulstezCliztedzsj MisH jtey Odedd (

28



M N [ ]2

ATl s (4)
M N >

aa [Uo,j)]

i=1 j=a

SC=

dlstczClskztodats] MtsH jtoy Odad j. s & ipizdP U@ d \tizd dne
Cls Bjte® MatHMlsoaO® dLBBWLOY j dad 2, ts ) dz
dLtsBteOY jded?2, MmMBHJtey Ohdr L dzOydlsj dz’ dzlz®
Ptcsodgw [ 8] .

4 BtedBOdzd L 59 OdzdzO" 9L Od di3dzOW ¢ tstetcj dzv y

-al\fl.. = Ci,j-ui,j ,
NK=‘=°|\;=°N() - S (5)
aac(i.j)z
| B BOddL 59 OdzdzOW a1V O dehmaBW | ISty to totg Hiatad)ck
Colssts’ | Hweyds dMfsd Lso0l! HEY My sh
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v OB dZdyo (1)

1 OL 9 O dzd| t OL d34 ta
dLtsBtOY jJ dL sBtOY| MSE PSNR AD SC NK MD

[ j &0 1| (256%256)
[ j &0 2| (256%256)
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[ j &0 1| (256%256)
[ j &0 3| (256%256)

97.006 | 28.262 | 0.912 1.033 0.979 | 95

61498 | 20.242 | -0.81 0.945 1.003 | 103

RLSBGOY J (384X256)
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fsmdzj HMlsad?2 dMftsdz L so Odedw™ Isjrndesdzise d?2

I fesjsly [(otsliBdMdd s dmtkmhls
st dzcets dME O Htodd3j dzaj dzedwvw RR ]Jar wwjhdivs
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q&Bzh j mise iz) d dz @30IsjtedOdz' dz" d3 ( BGteOdzd U
ZOtelzh jdedj CtsdeW dHj dzydOdz! detsilsd d dzW s5tcd3O

S fJjtco 52 COlsjetsted d3ts ) dzts slsdzj Mls
CdzOoMmMmdW d ¢ @Gsd dqdzOs BH [itdks e ] Oolstsdasdidz” d3 Oo k
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lteddgvIsd § tej M j dzd 2 R R sikzh j Mise dzw j Is f
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Msfted S smMdzse J dzgdWw M RR:

icsBtcOBOIsr 9 0j BOY ddzd § sdzZEyoj ZOw o ftc
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fsdzeyj dzdd M Jjyqdodz dzse s L Gy B BBezdelsec 5 M
10 1O0fj 1SCMfdzzOOydd dOdetdzjj 0O

(evasion attack) . ] sOC dn OsO¢ On L C
BsHdWdydtelzjls ontsHd jJ HOdzdz | , yksts f§td
tcOB BBIsT Odketsted Is BZO.
1 Ofted d3j ls§ o Be]OBAMMdz) HE50 Olsy dzd MBS E dz
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1 0 shdese Odzd d o
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Odz! dzgs?2 MmdMmlsi A Qo Ists
dzts dzj dzd v .
rhjtsf dMOdedzr 7 Ol OC s>
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1 Of teOQo dzj dgd W d deW ste B3O Y d 5 dzdrtdiPr B JV L =L O fig
BsHj dzd dBsydts MHEOL Ol Ylsts dda¥ stedzOyd
smizh j Misdze@v s OMdz" 7 1 IsOf On Y dL dgj dedetse s ¢

10 {0 ©OLKOBdEL dH tsdpSdets | 2 v faf'i3o! fyw
dmMfsdz' LEzjdgr = Hdzw BERZYjddY MmdMmlsj &3 . |
ftesyj M t©WOLOBESISSd 1 [ M RR 9 MmMtstsilse j
BjLBY OfMdzsets ftosetcOBRBdesets B M j yj dedw

lted 1S dz2OOYydd oL dii3s)ldetsils g tots § to q
Wddzt Istetse Hd&zYW HOdzdz' = dzO ontSHY MdMmisy d
cddzd jSydde ots ontsHdAE - HOdzdz =, dzO d3j teo |
ltoeddsj dgj dedj OSB82 dBjter wWodw jlsfqw L Obtolzt
ZzO0 MmO BBJJQB,mmq%$MQM$GMCM@$udQ

[Bhid2 Mfdmt oL dBsydzr » BOLBOTr 7 diBj to
RR, UBJHMBOS¢4% &zO tedmikzdzCj 2.

™y

Omnpejenenne obiacTeil, Iie IpuMeHeHHe cucTeM ¢ I MoxkeT HaHeCTH yIIepo

* OneHKa PHCKOB U yIepOa, CBI3aHHBIX ¢ TpuMeHeHneM 11
* PamxupoBanne obracTell o ypoBHIO PHCKa H yllepoa

| VIBepkleHHe HOPMATHBHO IIPAaBOBOIO JOKyMEHTa OIpENelMIOIero IOPSIoK |
| npumeHeHHs cuctem ¢ I |

* Onpenenenne obnacTell B KOTOPBIX NpHMeHeHHe cucteMbl ¢ MM perymmpyercs
JTaHHBIM JIOKyMEHTOM Ha OCHOBAHWH I'paJIallii 10 YPOBHIO PHCKA U yIepba

*» Tpebopanns k 00sA3aTepHOI Oe30macHOil pa3paboTKi HOBBIX cucteM ¢ I
» TpeGoBaHIA K TeCTHPOBaHHIO pa3pabaTsiBaeMbIX cucteM ¢ I

» TpeOoBaHHns K 3amuTe JaHHEIX [UI1 0OydeHHs (ImmdpoBaHHe, OrpaHHYeHIHe
JTOCTyIIa 1 T.1I)

» Tpebopannie x oOs3aTenbHON cepTHdUKANUH HOBHIX cHcTeM c HMIT mepenm nx
IIpHMEHEHHEM

| OGs3aTensHas cepTHQHUKAIIN HOBBIX cicteM ¢ M

* OneHka BAapHATHBHOCTH HCIIOJIBE3YCMEBIX 1A 06y‘IeHIDI JaHHEBIX (O]IeHI{a OXBarTa
BCeX BO3MOXKHEIX BaleaI-ITOB)

* IIpoBepka U pacueT IoKa3aTeseill KauecTBa padOTEl (HaIpHMep, IPOLEHT OLIIO0K
1-ro u 2-To poja) Ha COOCTBEHHBIX JaHHBIX

. Hp()BepKa Ha HaJTHJHe/ OTCYTCTBHE 3aKJIIaJlOK B aJITOPUTME

t dedis@LAser | dOftcOodzj dzgdvw tcOLodIlsdw do
MdMmlsy &3 M RR

vsO0Cdd3 sBtOLBAR, w©WOLeadIsd), O Mmdesedstndsdc?
RR IstejBlkjils OHOflOydd MmMts Mmilststetsdsg d da¥W t
LOhdIsr sls EkZetetsL , ~nOteOCIsjtedzr = HWzv MmdMm
yJ dz' ¥ CeOlis fdMOols! Isj Skzh Jj Mtshis tsv
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dmMf sdz' LEzjlsmw Hdzw oL OddBsHj2Mlsoadw d3j 3 H
dzf MOdS ydtsdzdtetso Odedztse s HisMiskzf O € HESC kA3
stsdzj ydes 3 J kOCOwW fdMmlsj BO HEdY &zO B!
Ol O¢ L dzts iz d3r " dzjj dgded utH® Olg[! GBIsC OL skzmists?
HOdzdzr &5 Htsdzy jdz ftoj HBBMIsOo dzw Is' v  Issdz! € s
st HJdzj dzgdzr | HtcO9 O. rztcdzOdz OEZH IO HTS
dL 3j dgj dedW dLodsj, O HOdzdzr §j LOMNdNJdgr sl
B'Is'BjJf3f j ujdz M f sd3tsh 1 ¢ dfMmy sdz' L s9 Oc
Hy Yyd dzstcOdzd L s9 Odzdzts?2 MmjIsd, @ jd dgsdazs it c
1 dzs € YjeDOdgl toj HJ dzj dzdzOWY B OL O HOdzdz =, G
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SOy jddj 3 dz¢¥ BSES dL dBj daj ded™ o Mdlsj d3
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dzlstc OC Is O. [dzd dzjeCd o wWOLOBSIS] d
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oL dzsdfhtefcfyf IsT dzOydzaj s OdzOdzdL dqtetse Ols!  j toj
ftesmists L dBj dedIs! dzOyOdz! dzr § Efmdzse dWw.

{t Mdzd dL d3d dzd Is nfslsw BT SHdz ydwtk
Mo jtoh jdzgdes Hickzetsy L OhdWtctseo Odzdets Mstse h
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1 Of ted d3j te, fiyli s BIf @z g Ocdzs ) M tsd L se
L dzO y jxdz,23459978 ( y, =0,54675677 , o' HOjlsmw L Oh ¢

CtsH 97 %20,23458986 d y, =0,54675667, o' HOJj s ¢ tsH

ldzgjHtcjdzdj © dL sBtcOy jiddits e iz hQ dipBtaiH
Jdz LOCdz¢ yO,  Ismw ) Is 5 d3, Yylsts o Bdlstso s
f sfmdzj H dzd | BdlIsT zO B(dlIsT fjtcj HOo O] Bs¢C
dLBBKOY jdedj dzaj B dgv jIlsipw Hdzw otsmftedwIsc

tJLEzd IsOIsT f ¢ 0L Odzd , Ylsts  dlind wpjddh € ds
tcOo dzj dzd 2 € { telgOedisdrfiz] J Mt fifcdesd j dzd 6 H @
dmMfsdzr L soa Odedj BGHdtsB]j ket rOtslsdyj M
dei CBlstste’ | BeteOded yj dzdv. v OCts2 §tSHASH
Bsdz Mj ORI Mtsp B3 tefstbel d &0e&" Is'  dzj 3§ J &z
hqWtcsoOdedd d fjtejHOYyJ BBd hsets B j d3C

s IS ddlsj Okt

1. Steganography Using Enhanced Chaotic Encryption Technique [Vext]
K.Ganesan, B.Venkatlakshmi, R.Krishnamoorthyndia, 2004.

2.8 ZOMMd edssBPOY J dzd j " S 5ls ¢tedetsdz! HO"
Iststc J [ C dzJ § Istects dzdz 12 t ojdnBatcm]Htsmiskzyf O:
http://www.sgtndnarodru/sciencécatclassid¢rugclassichtm ( H Ols © sBtcOh
30.03.2020).

3.LSBMmlsj cOdzsctcOW dw [ Cdzl F ppfdgdzinsMmis|g fHE
https//habrcomru/post 112976/ (HOO BtONMN jdzdw: 3
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dvdSR 10 SRI[LARIRY[SR[ HRHU[[ 3

[drO2dtseoa O 1. ., J[JdjWdtej dSt .

tczCtso siftsy jzizls COW jHter BjLBY OMdesMmisd d «
1 OMOdz . .

Sy dzr 2 W4 HJjkeddfl® jdisf@dIsils, @ v OGO

Rdzls j dzdzj SOz dz | EfMbts2mlseo® fMlsOdse
ddzls j cteOyd d d de% ste 5Oy d ts dadz’ = Isj r desdzts @ d
ZOL o Odzd j Hdzv ISIOEE Rls jztdgdeds 2dsej oW d L o uj
sdBjwWdL dud ME OW i fipdsh i dag® MOEzORK & Jnd Mls j BC
dL eoruydfdzdilsj dz d2" = d WdLdudmMEdna  dzj d3j
MdMmsj & fsLodY jls MsedieOls! d OdOddL dts
wdLdud mMSddid sy MmoOdd.

[y dets o' Hjddls: fMdzjHEshdj Cdsyjor
Chster | dzj 1 Ols o B tedg'ddtsdh ji Jrs QOO i P&F  (
OColstsdats 3z’ j tetss tslsfyd ditrsdayj laistds ts,0 O tizf GzQ y dz'
Rdzls j todzj Is d e B EOYd 5dzcdzOW  Bfj jL s O, dzts iy ts 4 15
toj Odz! detsfyls’ [ 1]

1T Mlster 2 kshls MY sd L 5KCOdEY H S A § to Bt
jLsf Omdsmis: 6. 1 0yOmisks fsdLotHdls dz
tj " ©OLIOBRISd, BGMsOoadv'w 1tk o Oy dg
skt j fsweodves lsmw o fndzj HMlse dj L st e
dZslzd3" " dzj dzdzd € ts9 .

 sfzfisd 3¢ OCwgR 52 H - C s o3t tsdzj dzls R dzls j to dz
bwiodddhshls: . 1 Of ted &3 ts, 74 BOLh telzls L
BIC e cECcticOBBREses B j M j wiOdkd Haj H SifEshOjk
fteso jteCd oNBHAr 2 HOdd 2. CCMfkzokOyd:
dZOtclzh dlsj dzs & h jukiz? Mise @dzy dzdzets, sz yd s

Hsfilszy € LOMNdNh Oj dBs?2 dde¥ stedkOyd d .

v j " dzOw tej OdzdL Oydw OlsO¢ d HOVY Is

sk dsr h dzj dzdzd § bz . s O¢ ZOL ' 9O &3 § G
sdWW dH j dayd Odz! detsfypls! , yj dzsflsdatsmils: , H sl
slsw BT SHdsEts Moas2fMmMisa® ddaW stedsOydd

skjted d kB’ ISSd.

s¢ &ZOMdets O dzO dRPSIFIYE] TEGHNOLOGIES € tsdzd y j f
JteOlsO¢ Mmistcj BIlsj dz' dets tOMmIsy Is dL Co
j OISGQOd3 o 2019 ¢ fSHlg dztf 81 o jif thcds@gkzd figk
dyd dz MW jtcO dz2OkCd d BBtOL ts9 Odzd W ,
sud

A

B
)
¢
L

H
d
q
d
IsOdzdd l &3 ssHOB MtsydOdz des?2 d «
B3 Sdeitftclj Mskf dzd S tse [ 2] .

WQ'J&-I’?-I") ot J]1 0
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c/] OBttcOlststod W tesOQ figyj jipdshig{COe tBéts dzlfigneyBodf t¢ dzts
ofmMj sz ddckz. 10 thmdss ] (dzizyjdd = HO
I sdzr "ddemlsets fsLdyd?2 tj2isddzc O L Odzd di30¢8 |
Il sfzdwtedsr disd yJ dzv d&3d B'" dzd MMz B"' EZH Odzj «
BOL'™ HOddgjdcod tcd j § 4] .

[ O0dzj | fricd odpHfg s dz! € s ftocd dzj s o Ol O¢
dzj sBrtsH d d3tsfls sBd M Judddvw dde¥ stedzsOydts

fndMmisd d3r .

1@dBISdZJJ cOMYy t®BOLGczj dsfiazDg Blso dzw s h (
fsdkshm’ fsfeMSOddy. Sld OOCd fowL Oc
B Mg dglz" 7 dozd MW StedBdtetso Ocdzdzr & o dzj ff ts
(R ¥ sjtedzs?2 MdMmisd &s3d ddzd Mmilsj etsdsz tsB
qazd ftdojHhOW ¢ ¢ OL-zO od o sy lOjdzd ) d f
tj MeeHesy] MNsted, (O0kvisd Jdd @G&Odzoa®®ls
WhzzHtsds ( Otlzg dzOo b dep dd § €, ¢t jtojtf sdzdzaj dad

A j dz OsO0Cdi 8YNo®bootl jtoj cOMn tsH to] Mzt
sBMmMdzEy do Odzedd d&OMIskzf ©Oj s fted fslssCy SYI
mMiSkdHiz. hddzj dedef B ozr d d3d W nSlsw B ' cdc O
oL iIsy detsls! dz2OftcOodls! fYrlstsC Hts 1,5 i

t JOdzdL 59 OlIs! OlOCE dydes M f sdsh &
metasploit framework dmMftsd Lkjlsmw Ctsc
- sudomsfconsole

rdzw f Jtc] RpazOsyncODOd:
use auxiliary/dos/tcp/synflood

[ dzv ftesmd3sslstce® s yd?2:
showoptions

4 ftodishi & Ctsd3OdzHr set c¢ctfydwe ¢L dzO
dzls j oW j 2, CtdzdyjMmsets fOCjlsso HAV st
Cslsster = BEkHjls ©fgE0Oj Misdcdgzizs ! HOH Gl € d
RMfsdz L2 &3r ] dOMIstes2 € d:

- INTERFACE wlp2s0;

- RHOST  192.168.0.58;

- RPORT  80;

- SNAPLEN 65535;

- TIMEOUT 500;

dbIsOCO LOfEMECOjIsmw CBBOdZH B2 r un.
dplsOGCEZ TCP SYN Flood Hise Sdz! dzts dzj
WMieeBhark [ Jd dz0O y O dzts OHd3d dzd MiIstc Ols s to
YWdydttse Ols fs tjLlcstcoOBJe®Mmh ja
Ozt Y dHOI! |, smdzso dzr d3 fHtedL dzO¢
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sctodds] Ssdkdyjfses §0Sjlktse M WdkocH
Mjtco j teBsOt dtg) Bisdduj ke O § qSdjfiAts S >

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

e XRE Res=FTasEaqan

] ‘tq).ﬂags.syn == 1and tcp.flags.ack == 0 %] '] Expression... +

No. Time Source Destination Protocol  Length Info
27@8.. 351.613329 167.203.102.117 192.168.1.159 TCP 174 15120 > 8@ [SYN] Seq=@ Win=64 Len=120 [TCP segment
2708.. 351.614781 52.27.161.215 192.168.1.159 TCP 174 15409 - 80 [SYN] Seq=@ Win=64 Len=120 [TCP segment
2708.. 351.615356 2089.92.25.229 192.168.1.159 TCP 174 15701 > 80 [SYN] Seq=0 Win=64 Len=12@ [TCP segment
2708.. 351.615473 149.221.46.147 192.168.1.159 TCP 174 15969 - 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2708.. 351.616366 192.183.44.102 192.168.1.159 TCP 174 16247 - 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2708.. 351.617248 152.178.159.141 192.168.1.159 TCP 174 16532 » 80 [SYN] Seq=@ Win=64 Len=12@ [TCP segment
2709.. 351.618094 203.98.141.133 192.168.1.159 TCP 174 16533 - 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2709.. 351.618857 115.48.48.185 192.168.1.159 TCP 174 16718 » 80 [SYN] Seq=0@ Win=64 Len=12@ [TCP segment
2709.. 351.619789 147.29.251.74 192.168.1.159 TCP 174 17009 - 80 [SYN] Seq=@ Win=64 Len=120 [TCP segment
2709.. 351.620622 29.158.7.85 192.168.1.159 TCP 174 17304 » 80 [SYN] Seq=@ Win=64 Len=120 [TCP segment
2709.. 351.621398 133.119.25.131 192.168.1.159 TCP 174 17599 > 80 [SYN] Seq=0 Win=64 Len=12@ [TCP segment
2709.. 351.622245 89.99.115.209 192.168.1.159 TCP 174 17874 » 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
27@9.. 351.623161 221.19.65.45 192.168.1.159 TCP 174 18166 > 80 [SYN] Seq=0 Win=64 Len=120 [TCP segment
2709.. 351.624003 124.97.107.209 192.168.1.159 TCP 174 18448 » 80 [SYN] Seq=0 Win=64 Len=12@ [TCP segment
2709.. 351.624765 140.147.97.13 192.168.1.159 TCP 174 18748 - 80 [SYN] Seq=0@ Win=64 Len=120 [TCP segment .

t Mz B dzOtclz ) § dACPSYR Blafy f ts d3w/iveshark

SOC sy dts LO®jlsdls!, B d&s ©B &OBGEY |
f OC j lztdpls Ofgzts 0 dzj dzdz” o5 W zOctsdE SYN BjL 4§ SF
LOftets) Mjteo jtcO, G§odzyjdde & ) Syjd e

1 0h dlsO s Isd-FDo otds O& fESYjNils o dzv j Is fgw
mdflsjd, SCokserj mMisfmsed OdOddL Jso (
Ujtejdin dsOWdS. udimlsjB0 MfjreoO B dOck
LOHOGBEEtE (oesc0 dj fsHiso | @ffBEHa 2 ©
MOBsMissWIs j dz' dets, o BjMmists L OMdH Oj-iFEEEJ
ScOddL bjlsmw f LOMNdHhOjd& & MO2 Il difstishy

[3].

O MmjesHdW " dzd 2 H j dg syj dz2C 0 tedMmMC k&
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sdBjtoecdaedsitzOf Qo d dzO MtsBdzé Hj dedWv ff tot
BjLGBYOMdzsMmisd fttd ©OBBl] ) Rdzlsjtedzj Ists
cdcedjdz 52 M Msdsdyr |, Cdejtededj dz0 (s
L dzj d3j dzls Otc dzOWdzj OB Hfs HeB® RO ko dzj j ¥ J H
[ dzv Mt d¢ Hiddw " Offish] fifldesizstdsy dMdzlsds d
sOCdBsd Odalsdo dqelzmde B3 tOtets WMe CasuzEbis v o dzv
s s dglz@WDr.Weke slfdzj Yy doOjlk Isteswdr d Htk
Etes? Mise MsLdOddlssds®e 2h ¢, Cslttr j &
ckdgdzr né EmMbts2flses d tj ¢ dfMmlstedsetzdstlsO daff ®
MsedieOjls MsObdmMisdSlkz o dJdqd¥stekdekz]ls

dqdzlsjtej Mdzr = Mtser Isdwern o 1 I2 MWjtey [6].
c/] OBtstcOlstedw sOMf jteMEsetse Istsyj L Odzd
MW j toMoT. Kaspersky tcOL tcOB BIs Odz ftoeslsdotsH j 2 Ml
BJ MY ddtslsdzed ¢ Od3. Clsd Efmlstes?2Mlse © gl H M
fsLotsdzv j Is, dzjH to i dg,0 to j & jOH'SIs 0 tc Ols d Is ¢ J
ftosdzed Cdatse jdzgdj] dzO tOL dzdyder j tBI jCIsT ,
Ctelzt dzr - fesd3” h dzj dzdz’ - ftoiHftedwlisd2H. &
1 d 2tsdzdzOY Mmilsy OdzOdzdL qtekzjls tsBI jSIs (d
Bd M ddetsislelad € 9 € dz¥ yO4 sfyw  BsH & dz! G dzz h j dzd
Htetsd# df stsds ZftcOodzj dzd¥ d LOMSOodzvjiIs |

fr]lsac; hdls: dBwWelky fMOHCE [ 7] .
it OdzdL Oydw Cde jttOIsOC dZzO0 s Ay, e w L
HdWIsj dz' desflis Y ls s tstotdsdiplzts HIg s j o8B Z W idd® dz
Mz OtMlso ©, d ¢ Isjrdetse jdade d3, d & 1 Ct
ftotsd3" hdzj deder | B j ClIsT | COC fsCOLTr a0jls
H] dsdzmistcdteclzjIs OCIskzOdz detsfls: Isj &3 d fiyfdz]

s M dzdlsj tcOlskzter
1. bdzczdzd j R, 3Odgj.tcH d J o, cC ., skzrtsmMisO
RdzW sted3Oydtsdaedets?2 1 jL s Ofpdesisd sdB jteW dL c
2. dSCIszOdz dzr § CdejtozetesL . 1 IURLS 8 O

https://wwwptsecurity.com/riru/research/analytics/cybersecuibyeatscape)l-
2019

3. ] Olsyddz, rR. 5., yvydmweseo, 1. 1.
ViR Lrr1Rre 1JCc Yt d{lovogrc DOS

4. Rdzls ] tedzj Is odJhj?2 (loT): 1 duRlststed
https://securelist.ru/ie&-malwarestory/94900/

5. 1 sdzj L dz" § ftedeo" d9d¢ dJ dz'¥.d B JURL:
https://www.securitylab.ru/contest/499710.php

6. t dm¢cd d FetotsL T ) R d@Js jitc daRls j
https://news.drweb.ru/show/?i=13353&Ing=ru

7. Kaspersky Antidrone: L Oy Ji®RUsdz

https:/www.kaspersky.ru/blog/antidronsnderthe-hood/23782/
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1 sdm¢ smikzh j Mise dzv j Ismw fsmtej HMlseo 53
sf jtcOlteseo. RMIdz LEjlsMw Istcd Isdf O 1 dzj

1{ Hddesydz 271 tsHgpts ] el dct] d3j 6 <<vcteL O>>

MecOiLctczf f © Mdzse, Bt Oddzj dzdzOW € Qo'
<<AuvvwLeadh@sMmls! ®BOBBISYdecO Mmyj dzOted j 9 0>

M sHL Ofitctefigf f © Mdztse, Ctolzy j dzdzOw MC B
<<(uvwLeoaddsMls! BBKLOBBISYdS O Myj dOted j o) >

2. Bugtraq

1 sdm¢ smizh j Mise dzv j Ismw te glzf if eeglitgorg figls o j
Mo w L Odzdz" drbMptc ededsyOdzd. 1 sdME o2 L Of tok

o sydzlz ¢ T ¥LUBEEandRCE .

MMdlsOlskz M ftsf kzh-j'Li2Bz GehSMY&Ds o O d3d

N sdm¢ s dz¢t B sz o LPEdRCGE] @pdriSMTPD] fdzts o

N sdm¢ s Mmdzsh © i+ dzs yABDEBARLROBeNSMTPD

Nddz steOydv BugBaqe@ mizdm@jls ofmj L OYfdmd
IsOB dzd Yy Iz i ts GBHOB d &3d Mw yOds. 1 O 1
L OC Odzyd[3].08 Is mw

3. NVD

ClsO BOLO tMmdtser 9 0jlsmw dz0 tj Mkztefipgik C)\
OCIskzOdz degs?2 d BBdzr hts2 BOLB2 HOdzdzr » k6
ZOf dMOdedy fsdmMitsearn LOftesMmtse, L Ists M
tejydd3s. 1 Btsdas Mzeyowrs fYsdmé¢ Mmizh jMmis
Mzse d HGYtsdzdzdlsj dz2 dz" » HOWOHEH tctfas d ) &z

BkHjIs tMEkh jMlsedzwis: mMw s ofmjd3 Cdz¥ yj or «
Cslstster J] o©Cdz¢ yosls o mMmgew ofMmj GCdz yjor g
HtcOodzj dzdJ toJ JMsteses 58 dm I dMOdzd® :

J ftoj HMSOoadzj dzdd M dMEO d&O HOdzdzsd3
dde stedsOydw :

1. It AwuGs (simihdd

fuded S Odzr dz" 2 dHJ dzsdW S Olstste 2w L odditshlis
DBU: YYYY-NNNNN, &YYYicdtsH f kB XYNNB{§Egtew HS s
desdzj 6 o cetsHEZ fEBddSOydd.

flstcOitsy tfdmMOded) EwLoeoddtsMmisd, o dzi o3
9 COCB2 f Bl Ry Isd f sdzz ydls: d&Otekzh dlsj «

M Ooqddzj deso Odzedj | j dzH Bt O, {1 Ists tStec OdzedL O
Colststes? BF dzO tsB dzgOtelzy J dzO EZw L o d BBtsM s

T Od d3j detso Odzed § 1 tots G te Qodzdfdasisstists tisog j i deQutg |
ZwiLoddsmls!

TJjtehdy fescteOdBdsets B MY jwyysafdtshls.
ddzd ftesctORiRdts) tBiMmMfjujdd), f§oHo )]

2. Bugtraq

M O3] deso Odzedy EwL oddsmlisd
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M Oddzd detso Odzdj §tsdz! L soaOIsj dzv, ke dzd¢tC

T OO fedzd S Oydd EwLeoddsmisd

TowL Odzdz" | fzBdZzZd COydd tsB EZWwLo9oddisMmisd

l sdzdetsy Y dMOdedj MmtsH ] 6R ks af dAf jsee BOIS @S

fUsernamdf sdz! L so Olsj dzv s kzBdzd i tsoa QoM jets L

Mk sfdmMoOodd] EvwLeoddktsmisd o MmMeotBTts

3. NVD

J ftcj HMsOoadzj dzadd M dMEO dzO H Odzdztsd3
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